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Abstract
In this paper, we study physical layer security (PLS) of wireless networks in
presence of one eavesdropper. Assume that the channel state information (CSI) of the
eavesdropper cannot be obtained at the transmitter, such as CSI can be then estimated
through the CSI of a torch node. In addition, a practical issue of wireless nodes, i.e.,
hardware impairment (HI), is considered at the source node of the network. System
performances in terms of secrecy outage probability, probability of non-zero secrecy
capacity and ergodic secrecy capacity are then investigated over Rayleigh fading
channels. In particular, the closed-form expressions of the secrecy outage probability
and probability of non-zero secrecy capacity are provided. Analytical results are then
validated by Monte-Carlo simulation. Numerical results reveal the effects of the HI and
the advantages of the use of the torch node in PLS of wireless communications.
Keywords: physical layer security, secrecy outage probability, probability of nonzero secrecy capacity, imperfect channel state information, hardware impairment

1. Introduction
According to the information-theoretic perspective, physical layer security (PLS)
secures the wireless communications by exploiting the physical characteristics of the
wireless channels [1]. In PLS, the success of security is defined by the difference of the
capacity between main channel and eavesdropper channel. More specifically, different
from the security techniques that is employed in upper layers, PLS technique utilizes
the channel state information (CSI) of all wireless channels in the networks to manage
the channel capacity of legitimate transmissions in order to combat the interception of
eavesdroppers. The pioneer work in [2] pointed out that there is a secrecy capacity at
which the transmission between legitimate nodes is reliable and the eavesdroppers
cannot correctly decode the confidential messages. The secrecy capacity will be
mathematically described in the next section.
Recently, PLS has been extensively studied in the literature. For example, in [1], the
authors investigate security performance in terms of PLS of a classical relay network
consisting of one source, one relay and one destination in the presence of one
eavesdropper that tries to overhear legitimate transmission from source to destination.
Later on, the authors in [3] considered the similar system mode in cognitive radio
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network, and then extended to the general case of multi-hop relaying networks in [4]. In
[5], the authors proposed several relay selection protocols in order to deal with the PLS
issue in cooperative networks. The authors in [6] focused on investigating the
performance of relay selection protocols subjected to the security constraints in terms of
PLS. Considering more general cooperative networks consisting of one base station,
multiple users and multiple eavesdropper under underlay-cognitive radio networks, the
authors in [7] studied efficient methods for scheduling multiple relays in the case of
collaborated and un-collaborated eavesdroppers. However, all the mentioned works
above made a common assumption on the available of channel state information (CSI)
of the channels between legitimate nodes and eavesdroppers.
In this paper, let us consider a direct wireless transmission, i.e., the transmission of
one pair of source-destination, in the presence of one eavesdropper that observes and
intercepts the legitimate transmission. The source needs to estimate the channel state
information (CSI) of all wireless channels in the system in order to secure the
transmission. In case of main channel (the channel between legitimate transmitter and
legitimate receiver), the CSI is fed back to the source by the destination. However, in
case of eavesdropper channel (the channel between legitimate transmitter and the
eavesdropper), since the eavesdropper has to hide its presence so that the eavesdropper
does not send its CSI to the source, in other words, the CSI of the eavesdropper channel
is not available. Thus, in this paper, we consider the practical scenario in which the
eavesdropper does not send its CSI to the transmitters. In order to obtain the CSI of the
eavesdropper channel, we deploy one torch node which is located near the eavesdropper
and the torch node report its channel condition to the source as done in [8]. Through the
torch node's CSI, the source is able to estimate the CSI of the eavesdropper channel by
using the model of imperfect CSI channel [9].
On the other hand, we take into account the hardware impairment (HI) issue of
wireless communications. Hardware impairment refers to the distortions caused by both
transmitters and receivers' hardware. The assumption of ideal hardware makes sense in
low-rate systems, but in high-rate systems, it leads to misleading results. In practice,
hardware impairments can occur by several reasons, such as high power amplifier
nonlinearities, phase noise and I/Q imbalance and so on. For further reading, please
refer to [10], and the references therein, where the impact of hardware impairments on
wireless communications was investigated in detail. It is noteworthy to point out that in
the related works [3]-[8], the hardware impairments effect on the physical layer security
was not considered.
The main contributions of the paper can be summarized as follows.
• Different from the related works on physical layer security, this paper takes into
account the joint practical issues of wireless communications, namely the unavailable
of the CSI of the eavesdropper channel, and the hardware impairment (HI) effect at the
transmitter.
• After mathematically describing the considered system model, the performance
analysis is carried out, and the closed-form expressions of the secrecy outage
probability and the probability of non-zero secrecy capacity are obtained.
• Simulation results are then provided to verify the analysis. Through numerical
results, we discuss on advantages of the use of the torch node and the impact of HI on
the physical layer security performance.
The rest of the paper is arranged as follows. Section 2 introduces the system model
and presents the concept of physical layer security and its key analysis metrics. The
derivation of the closed-form expression of the secrecy outage probability and the
probability of non-zero secrecy capacity is presented in Section 3. Numerical results are
shown in Section 4. Finally, the conclusions are given in Section 5.
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2. System Model
Let us consider a direct communication from a source S to a destination D as
depicted in Figure 1. In addition, the legitimate transmission is observed by one
eavesdropper E. A torch node T is deployed to help the source node to evaluate the CSI
of the eavesdropper channel, i.e., S-E channel.

E
T
hSE

hST

hSD

S

D

S
xS

Source

nD
hSD

ySD
Destination

Figure 1. The source-destination transmission is overheard by one
eavesdropper. In addition, the hardware impairment effect is taken into
account at the source node
Considering hardware impairment at the source, the received signal at D from S can
be given by [10]

ySD 

PhSD ( xS  S )  nD

(1)

where P denotes the transmit power of the source, hSD denotes the channel
coefficient of the S-D channel, xS denotes the source message where E[|xS|2] = 1, and nD
~ CN(0, N0) represents the complex Gaussian noise with noise variance N0, herein CN(.)
stands for the complex symmetric Gaussian distribution.
The HI effect at the transmitter of the source can be characterized by the distortion
noise ηS ~ CN(0, κ2). Herein, κ represents the level of HI, which can be interpreted as
the error vector magnitudes (EVM). According to 3GPP LTE requirements, the value of
EVM should be in the range from 0.08 to 0.175 [11].
The role of the torch node T is to provide its CSI, i.e., information of hST, to the
source S. Then, S uses this information to estimate the CSI of the eavesdropper channel.
Thus, the channel coefficient of the eavesdropper channel S-E can be given by [8]

hSE   hST   (1   2 )

(2)

where ε ~ CN(0, N0), and ρ denotes the correlation coefficient that indicates the
accuracy of channel estimate over all channel state of the S-T channel, herein 0 < ρ  1.
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Due to the broadcast nature of wireless communications, an eavesdropper can
overhear the transmitted signal from S to D. Using Eq. (2), the received signal at the
eavesdropper can be expressed as

ySE 


PhSE ( xS  S )  nD





P  hST   (1   2 ) ( xS   S )  nD

(3)

Let gSD = |hSD|2 and gSE = |hSE|2 denote the channel gains of main channel, i.e., the S-D
channel, and eavesdropper channel, i.e., the S-E channel, respectively. From Eq. (1), the
signal-to-noise and distortion ratio (SNDR) of main channel can be given by

 SD 

Pg SD
Pg SD 2  N 0

(4)

From Eq. (3), and after some arrangements, the SNDR of eavesdropper channel can
be given by

 SE 

Pg SE
Pg SE  2  N 0

(5)

Based on the SNDR expressions in Eq. (4) and Eq. (5), the capacity of the main
channel and eavesdropper channel can be, respectively, expressed as

CM  log 2 1   SD 

(6)

CE  log 2 1   SE 

(7)

From the physical layer security's point of view, the secrecy capacity can be
determined by the difference between the capacity of the main channel and that of the
eavesdropper channel [7]. Thus, the secrecy capacity of the considered system can be
given by

CS  max  CM  CE ,0 

(8)

Additionally, all the wireless channels are characterized with Rayleigh fading model
and independent and identically distributed (i.i.d.). Thus, the channel gains, gSD and gSE,
are exponentially distributed with parameters, λSD and λSE, respectively.

3. Outage Performance Analysis
3.1. Secrecy Outage Probability
The secrecy outage probability can be defined as the probability of the event that the
secrecy capacity drops below a predefined target secrecy rate [10]. For predefined
target secrecy rate R, the secrecy outage probability, PSOP, of the considered system can
be given by
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PSOP  Pr  CS  R 






Pg SD
Pg SE
 Pr  log 2 1  2
  log 2 1  2
  R 

 Pg SD  N 0 
 Pg SE  N 0 





(9)

where the second equal signal is based on the SDNRs expressed in Eq. (4)-(5), and
after some algebraic manipulations, PSOP can be re-written as



Pg SD
2R Pg SE
PSOP  Pr  2
 2
 2 R  1
  Pg SD  N 0  Pg SE  N 0


(10)

For the sake of notational convenience, let gSD = X and gSE = Y. The cumulative
distribution function (CDF) of W  {X, Y} can be given by

 w 
FW  w   1  exp  

 W 

(11)

where W {SD , SE } . Next, let a0  2R  1, a1  P, a2  2R P, a3   2 P, and a4  N0 , PSOP
in Eq. (11) can be re-written as

 a1 x
a2 y 
PSOP  Pr 
 a0 

a3 y  a4 
 a3 x  a4

(12)

Now, Let   a1 x / a3 x  a4 , Z  a0  a2 y / a3 y  a4 , Eq. (12) can be re-written as

PSOP  Pr    Z 
(13)



  F  z  fY ( y )dy
0

where the CDF of Ω can be derived as

 1 x

F  z   Pr 
 z
  2 x  3


(14)


3 z 
 Pr  x 

1   2 z 


Since the value of (α1 - α2z) can be positive or negative, CDF of Ω can be given by


 FX
F  z   



 3 z 

,
 1   2 z 
1,

0  z  1 /  2

(15)

z  1 /  2

Using Eq. (15), Eq. (13) can be re-written as
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z0

 a4 z 
PSOP   FX 
fY  y  dy   fY  y  dy

0
z0
 a1  a3 z 
 1
z0 1
 1
 1 
 1 
a4 z 

exp  
y  dy  
exp  
exp  
y  dy

0
0
Y
Y
 Y 
 Y 
 X a1  a3 z 


(16)





Making the use of the following formula,   exp   x  dx  1 [12], we have
0





0

 1 
exp  
y  dy
Y
 Y 
1

(17)

1
On the other hand, Ψ in Eq. (16) can be expressed as



z0

0

 1
 1 
a4 z 
exp  
y  dy
 exp  
Y
 Y 
 Y a1  a3 z 
1



a2 y 
a4  a0 


z0 1
a3 y  a4 
1


exp  
0
 X
Y

a2 y
a1  a3  a0 

a3 y  a4





 exp   1 y  dy



 Y 




(18)

After some algebraic manipulations, Eq. (18) can be re-expressed as



z0

0

 1

a0 a3 a4  a0 a4  y  a0 a42
 1 

exp  
y  dy (1
 exp  
2


Y
 Y 
 X  a1a3  a0 a3  a2 a3  y   a1a4  a0 a3 a4  
1

9)
Let b1  a0 a3 a4  a0 a4 , b2  a0 a42 , b3  a1a3  a0 a32  a2 a3 and b4  a1a4  a0 a3 a4 . Eq. (19)
can be re-written as

 1 b1 y  b2
1 
exp  

y  dy
Y
 X b3 y  b4 Y 
z0 1
  b y 2   X b4  Y b1  y  Y b2

exp   X 3
0
Y
X Y b3 y  X Y b4




z0

1

0


 dy


(20)

Let c1  X b3 , c2  X b4  Y b1 , c3  Y b2 , c4  X Y b3 , and c5  X Y b4 . Eq. (20) can be
further expressed as
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z0

0

 c y 2  c2 y  c3
exp   1
Y
c4 y  c5

1

 1
 
 Y


 dy




 c1 y 2  c2 y  c3
c42 y 2  2c4 c5 y  c52
exp
 


2

c4 y  c5

 c1c4 y  2c1c5 y   c2 c5  c3c4  

z0



  0

(21)

Since random variable Y is non-negative, the range of z0 from Eq. (15), the range of y
can be re-written as

0 y

a1a4  a0 a3 a4
a2 a3  a1a3  a0 a32

(22)

Let y0  a1a4  a0 a3 a4 / a2 a3  a1a3  a0 a3 a3 . Combining Eq. (17) and Eq. (21), the
closed-form expression of the secrecy outage probability of the system can be given by

PSOP  1 

c52
1 


Y  c2 c5  c3c4


 c3 
 exp   

 c5 


 c1 y02  c2 y0  c3 
c42 y02  2c4 c5 y0  c52
1 
  
exp



Y  c1c4 y02  2c1c5 y0   c2 c5  c3c4  
c4 y0  c5



(23)

3.2. Probability of Non-Zero Secrecy Capacity
The probability of non-zero secrecy capacity, PNZ-SC, can be defined as the
probability that the main channel capacity is larger than an eavesdropper’s channel
capacity [13]. Such probability characterizes the likelihood of obtaining the secure
transmission in PLS. Thus, the probability of non-zero secrecy capacity of the
considered system can be formulated as

PNZ  SC  Pr  CS  0 

(24)

 1  Pr  CS  0 

It is easy to observe that the case of Pr(CS < 0) in Eq. (24) is the special case of the
PSOP when R  0 . Thus, after some algebraic manipulations, Pr(CS < 0) can be given by

Pr  CS  0   1 


 X  Y
1  exp   2
X  Y 
  X Y

X


 


(25)

Plugging Eq. (25) into Eq. (24) yields the closed-form expression of the probability
of non-zero secrecy capacity which can be expressed as


X
PNZ  SC  1  1 

X  Y



 X  Y
1  exp   2
  X Y



 X  Y

1  exp   2
X  Y 
  X Y

X
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(26)
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Next, the computer simulation will be carried out to verify the developed analysis.

4. Numerical Results
In this section, the developed analysis will be validated by a computer simulation.
The simulation results are obtained by carrying out the Monte-Carlo simulations. As we
can observe through the following numerical results, the simulation results collaborate
with the analytical results, which confirms the correctness of our analysis. Without loss
of generality, in the simulation, we set λSD = 0.5, R = 0.5 bits/s/Hz, P = 10 dB, N0 = 1,
and the simulation was run with 106 times. Unless otherwise stated, we set κ = 0.185
for the case of the system with HI and κ = 0 for the case of that without HI, i.e., ideal
hardware.

Figure 2. Secrecy Outage Probability PSOP versus MER in the Case of the
System with and without HI.

Figure 3. Secrecy Outage Probability PSOP versus MER at Different Values
of 
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Firstly, Figure 2 plots the secrecy outage probability PSOP as a function of the mainto-eavesdropper ratio (MER) for the cases of ideal hardware and that of hardware
impairment. From Figure 2, we can observe that PSOP decreases as the MER increases.
On the other hand, for a given value of MER, PSOP in the case of HI is higher than that
of the case of ideal hardware, i.e., non-HI. Thus, HI effects make the system is more
vulnerable in terms of physical layer security.
Figure 3 plots that secrecy outage probability PSOP as a function of the MER at
different values of the correlation coefficient . It can be seen from Figure 3 that the
secrecy outage probability does not change when we vary the value of correlation
coefficient. It means that the imperfect estimation of the eavesdropper channel via the
torch node does not impact on the secrecy outage probability. This result highlights the
advantage of the use of the torch node in PLS.

Figure 4. Probability of Non-Zero Secrecy Capacity PNZ-SC versus MER at
Different Values of Level of HI κ

Figure 5. Probability of Non-Zero Secrecy Capacity PNZ-SC versus MER at
Different Values of 
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In Figure 4, the probability of non-zero secrecy capacity PNZ-SC is plotted as a
function of MER for the case of HI and that of ideal hardware, i.e., without HI. From
Figure 4, we can see that the probability of non-zero secrecy capacity increases as the
MER increases. There is a degradation of secrecy capacity since the value of exp(- λX λY / κ2λX λY) in Eq. (26) increases when κ increases. However, this degradation is too
small to clearly be present in Figure 4.
Figure 5 plots the probability of non-zero secrecy capacity as a function of MER at
different values of the correlation coefficient . As shown in Figure 5, PNZ-SC does not
change when the value of  is varied. This is in line with the result presented in Figure
3 since PNZ-SC is a special case of PSOP when R = 0.

Figure 6. Ergodic Secrecy Capacity versus MER at Different Values of κ
The ergodic capacity of the system will be discussed by using the simulation results.
In Figure 6, the ergodic secrecy capacity is plotted as a function of MER at different
values of the level of HI κ. From Figure 6, we can observe that the ergodic secrecy
capacity increases as MER increases. For a given value of MER, the higher κ, the lower
the ergodic capacity is.

Figure 7. Ergodic Secrecy Capacity versus MER at Different Values of
Correlation Coefficient 
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Figure 7 plots the ergodic secrecy capacity as a function of MER at different values
of the correlation coefficient . As we can observe from Figure 7, the ergodic capacity
increases as MER increases. In line with the previous results in Figure 3 and 4, the
ergodic secrecy capacity does not change when we vary the value of correlation
coefficient .
As we can observe from the above results, the HI effect degrades the wireless
communication performance and make it be more vulnerable. In contrast to HI, the
correlation coefficient  between S-T and S-E channels does not affect the performance
of secrecy outage probability.

5. Conclusions
In this paper, we study the physical layer security of wireless networks under the
effects of hardware impairments. More specifically, we assume that the channel state
information of the eavesdropper channel is not available at the source. Thus, one torch
node is deployed close to the eavesdropper in order to estimate the eavesdropper
channel's CSI. In addition, the practical issue on hardware impairment is taken into
account at the source. The HI effect is characterized by the distortion noise and the
level of HI κ. The security performance of the system has been investigated in terms of
secrecy outage probability, probability of non-zero secrecy capacity, and ergodic
secrecy capacity. More specifically, the closed-form expressions of secrecy outage
probability and probability of non-zero secrecy capacity have been derived and
validated by Monte-Carlo simulation. The numerical results show that the torch node
can provide the good information of the eavesdropper channel since the correlate
coefficient does not impact on the outage probability. On the other hand, the hardware
impairment effects make the wireless transmission more vulnerable to the eavesdropper.
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