
Journal of Science and Engineering Management 

Vol. 1, No. 2 (2020), pp.25-32 

http//dx.doi.org/10.33832/jsem.2020.1.2.04 

 

 

ISSN: 2652-8045 JSEM 

Copyright ⓒ 2020 NADIA 

IIOT SECURITY PRIVACY AND TRUST MODELING 

FOR SCADA SYSTEMS 
^ 

 

Lifeng Chen1, Shanyue Jin1,* and Zhixiao Ye2 

1Department of Global Business Administration, Gachon University,  

Seongnam-si 13120, South Korea 
2School of Management, Zhejiang Shuren University, Hangzhou 310015, China 

jsyrena0923@gachon.ac.kr 

Abstract— Both IoT and IIoT are important topics emerged in recent years with 

the development of Industry 4.0. Data-driven research methodologies typically focus 

on the scoring systems of CWE/CVE prioritization schemes, the scoring formulas of 

CVSS metrics, and other vulnerability impact factors. However, CWE/CVE 

prioritized lists such as the CWE/SANS Top 25 suffer from a critical weakness: they 

fail to consider empirical evidence of exploits. Considering the distinct properties 

and specific risks of SCADA systems in IIoT, we manually examined exploits to 

surpass the largest obstacle in IIoT empirical research, which is the available of 

exploits; we then established models with SCADA-related exploits. Through our 

data-driven empirical methodology, we statistically validate the significant 

relationships between security, privacy, and trust-based vulnerability attributes, 

thus elucidating the interactions of security, privacy, and trust in IIoT with 

professional quantitative indicators.  
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1. INTRODUCTION 

The academic research with respect to Industry 4.0 focused more on Cyber-Physical 

Systems (CPS) than on the Internet of Things (IoT) in early stages [1]. Since factory 

hardware upgrades and return on investment have reached a certain equilibrium, 

industrial manufacturing capacity approaching saturation in recent years, which was 

further evidenced by the decline of employment rates in developed countries and the 

increase of position competition in China. The researchers begun to lean towards the field 

of IoT, including RFID, fog/cloud computing, machine learning, prevention and 

predictive analysis. The Industrial Internet of Things (IIoT) refers to the application of 

IoT in manufacturing industries; with the maturation of SCADA and related technologies, 

IIoT will logically become a new development trend in the era of Industry 4.0. This paper 

aims to analyze the security privacy and trust of SCADA system, providing an empirical 

basis for various subsequent algorithms on IIoT. 

 

1.1. SECURITY, PRIVACY, AND TRUST IN IIOT 

The major challenges of IIoT security and privacy include the complexity of 

integrating different assets in IIoT systems, which in turn results in the multiplication of 
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potential vulnerabilities [2]. Privacy has an impact on security and trust; Henderson and 

Charles [3] define privacy as an individual’s right to control the collection and use of 

personal information. Chen and Alan [4] define privacy concerns as concerns regarding 

unauthorized use and sharing of personal information. Despite the diversity of definitions 

of security and privacy, trust management in IoT and IIoT can be examined in two main 

architectural forms, namely social IoT [5,6] and service-oriented architecture (SOA)-

based IoT [7,8]. Firstly, trust-based SOA-IoT is a paradigm of interaction between IoT 

entities, in which every entity that is either a service consumer or service provider offers 

services and shares resources, representing the physical trust relationships between device 

entities. Secondly, trust-based social IoT includes traditional peer-to-peer social 

networks, structures which reflect the virtual trust relationships between people and 

devices. 

There have been some proposals for unifying vulnerabilities, exploits, and related 

security information with different abstract frameworks [9]. Knowledge of current 

security vulnerability trends can confer significant benefits to a wide range of IT and 

security professionals in order for them to better prepare to prevent and mitigate the 

impact of attacks [10]. Many mathematical studies of security, privacy, and trust in IoT 

involved network vulnerabilities and exploits, such as [11,12]: therefore, we decided to 

use vulnerabilities and exploits as professional quantitative indicators for the empirical 

research on security, privacy, and trust in this study. 

 

1.2. SCADA IIOT OVERVIEW 

Supervisory control and data acquisition (SCADA) systems gather data from the 

sensors and industrial equipment locat https://www.google.com.ph/ed at remote sites 

and transmit the data to a central site for monitoring or controlling the systems. 

In 2015, a number of transformer substations in Ukraine were damaged, resulting in 

rolling blackouts affecting 225,000 people [13]. SCADA system comprises a huge and 

complex IIoT system that is responsible for controlling the smart grid, making it 

impossible to patch all vulnerabilities in the entire network. According to the 2020 IBM 

X-Force Threat Intelligence Index Report [14], ICS and OT infrastructure attacks have 

made a year-on-year increasement of 2000% in the previous three years. Monitoring 

results show that most of these attacks utilized both SCADA and ICS hardware 

vulnerabilities to apply password spraying technology. In 2018, Gregory et al. [15] from 

the Massachusetts Institute of Technology (MIT) created a data-driven priority scoring 

schema based on empirical analysis on SCADA exploits to guide IIoT research. Allodi 

and Massacci [16] published analyses on all software vulnerabilities, with results 

suggesting that CVSS is not an accurate indication of software exploitability, but their 

research did not include the subcategories of SCADA. Rehman et al. [17] analyzed the 

use of CVSS for IoT embedded systems, named CVSSIoT, indicating the unique 

characteristics of CVSSIoT both in traditional IT systems and IoT devices. Gallon and 

Bascou [18] suggested using attack graph theory in conjunction with the CVSS 

framework to analyze vulnerabilities. To deal with the problem of privacy leakage, a 

number of attack models and corresponding solutions for preserving privacy have 

recently been proposed [19]. In general, CVSS and exploits will be the key quantitative 

parameters of our data-driven research on security and privacy in IIoT. 

 

2. METHODOLOGY 
 

2.1. DATA COLLECTION 

The National Vulnerability Database (NVD) is a U.S. national database that supports 

CVE standards. The Exploit Database (EDB) is considered as a regulated market for 

exploits. NVD and EDB represent two of the largest listings of vulnerabilities and exploit 
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data, and they show how CVSS metrics can provide better insight into exploits [9]. We 

chose two of the most authoritative databases, NVD and EDB, to obtain vulnerabilities 

and exploits. If EDB has a vulnerability number that is missing in NVD, we then go to 

MITRE’s CVE for confirmation. 

Our research interval was set to be 2008–2019, and we extracted a total of 229 

SCADA-related CVEs from NVD. When we used keywords to search from the home 

page of EDB, the results of 48 exploits were consistent with the search results of 52 

exploits from Gregory et al., [15]: they used web scraper to acquire data from three 

databases; the other two databases, CVE Details and the Metasploit code database, have 

few additional exploits. However, we found 130 exploits while further searching the EDB 

website using the “Content” filter. The 82 exploits newly discovered in the second search 

were reconfirmed by manually searching the internal contents again using the keyword 

SCADA to confirm that all exploits are SCADA-related. After removing the CVE-default 

exploits, the total number of 90 SCADA CVEs were discovered to have 99 associated 

exploits. Combining these 90 CVEs extracted from EDB and 229 CVEs extracted from 

NVD, we finally acquired 291 SCADA CVEs as the SCADA group after removing 

duplicate values and merging. 

The non-SCADA data acquisition method of Gregory et al. [15] was random. In order 

to ensure that our research is traceable and reproducible, and that exploits from specific 

authors should be more closely compared, we used the names of the authors from the 

previous 99 exploits as keywords to obtain related non-SCADA exploits. Finally, after 

removing the CWE-default data, a total number of 226 CVEs with exploits were obtained 

as the non-SCADA control group. 

 

2.2. COMPARISON AND ANALYSIS 

Firstly, according to the variable setting of [15] and [16], we used 291 SCADA CVEs 

collected from NVD, EBD, and MITRE’s CVE to regain the variables of SCADA CWEs 

by density and CWEs by exploit density: 

Table I. Top 5 SCADA CWEs by Density Comparison 

Gregory et al. Research Our Research 

RANK CWE-ID DENSITY RANK CWE-ID DENSITY 

1 CWE-119 0.244 1 CWE-119 0.223 

2 CWE-200 0.105 2 CWE-22 0.11 

3 CWE-20 0.1 3 CWE-20 0.072 

4 CWE-79 0.063 4 CWE-79 0.062 

5 CWE-22 0.062 5 CWE-200 0.055 

 

The metric of CWEs by density, i.e., the vulnerability density of each CWE, is 

important to establish a prioritization schema. For example, there were 65 CVEs in CWE-

119; this number was divided by the total number of SCADA vulnerabilities, 291, to 

determine the CWE density of 22.3%. The difference of this variable is due to the 

discrepancy in SCADA CVE samples. There is a lag between updates in the two CVE 

databases, since vulnerabilities are found more quickly than the databases can be updated 

[20]. In addition to the discrepancy between different CVE databases, our dependent 

variable of CVSS is published and updated by NVD, so we chose the official data from 

the government website for our quantitative analysis. From the distribution of CWEs by 

density, our SCADA vulnerabilities are largely consistent with the data of Gregory et al., 

[15]. 
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Table II. Top 5 SCADA CWEs by Exploit Density Comparison 

Gregory et al. Research Our Research 

RANK CWE-ID DENSITY RANK CWE-ID DENSITY 

1 CWE-119 0.615 1 CWE-119 0.333 

2 CWE-200 0.115 2 CWE-200 0.081 

3 CWE-20 0.058 3 CWE-22 0.121 

4 CWE-79 0.039 4 CWE-89 0.061 

5 CWE-22 0.039 5 CWE-20/79 0.051 

 

The density of CWE exploits could provide a better assessment of operational risk, 

considering that these exploits are readily available for use by attackers [15]. A similar 

formula for CWEs by exploit density is demonstrated as follows: there were 33 exploits 

associated with CVEs in CWE-119; this number was divided by the total number of 

SCADA exploits, 99, yielding an exploit density for CWE-119 of 33.3%. The difference 

in this variable lies in the fact that our 99 SCADA exploits represent a much larger 

sample size than that of the 52 exploits considered by Gregory et al.; thus, our samples 

are newer and more comprehensive than theirs. After further comparison with specific 

CWE numbers, the research of Gregory et al. [15] may have missed some data for CWE-

22 and CWE-89, and the biggest difference appears with CWE-119, ranked at 1st place. 

Then, observing the data on specific CWEs, we discover that more than 90% of CWE-

119's CVE-Year statistic was before 2015; thus, we infer that Gregory et al. missed 

significant data from the past 5 years, and we should introduce CVE-Year as the control 

variable while establishing the model. Overall, their Top 5 list of CWEs by exploit 

density is essentially in line with ours. Furthermore, we downloaded the latest 2019 CWE 

Top 25 list from the official website and compared the top 6 of CWE-119, CWE-79, 

CWE-20, CWE-200, CWE-125, and CWE-89 with the Top 5 in Table 1 and Table 2. 

Surprisingly, the top 6 list of the CWE prioritization from 2019, calculated from a series 

complex scoring formulas made by MITRE, is very similar to the top 5 results given by 

our SCADA variables. Therefore, by following our Top 5 of CWEs by density and CWEs 

by exploit density, equivalent to the features of the CWE prioritization list, SCADA 

developers will be able to significantly reduce the number of weaknesses that occur in 

IIoT environments.  

In the second step, we refer to the research on all software vulnerabilities from Allodi 

and Massacci's work [16] and the research on IIoT using the linear regression of CVSS 

scores on SCADA exploits from Gregory et al. [15] to analyze the relationships between 

SCADA exploits, CWEs by density, and CVSS. We introduce CVE-Year as the control 

variable for Model 1 based on our previous data analysis; the research objects are 291 

SCADA CVEs. 

Table III. Model 1 Parameter List 

Variable 

type 

Variable 

name 

Variable 

code 
Variable definitions 

Dependent 

variable 
CVSS CV 

If  2008-2015, only V2;                            If  2015-

2019, take the average of    V2 and V3 

Independent 

variable 

Exploit_ 

Dummy 
ED If exploit=1; If no exploit=0 

CWEs by 

Density 
CD The number of certain CWEs divided by the total number of CVEs 

Control 

variable 
CVE-Year YE 2020-X; X is the CVE year of certain vulnerability 

Model 1：CV=β0 + β1ED+ β2CD+ β3YE+ε;  
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The regression results are as follows: 

Table IV. Model 1 Regression Results 

 Estimate Std. Error t-Value Pr > |t| 

Intercept 6.251*** 0.219 28.51 <0.0001 

CD 3.963*** 1.406 2.82 0.005 

YE 0.106*** 0.037 2.9 0.004 

ED 0.333 0.237 1.41 0.16 

Adj.R
2

 0.0899  No. of Obs 291 

***, **, and * indicate significance at the 1%, 5%, and 10% levels, respectively. 

 

The regression results illustrate that the linear relationship between exploit disclosure 

and CVSS is not significant, but the linear relationship between CWES by density and 

CVSS is very significant and positive, indicating that the more identical CWE 

vulnerabilities exist in SCADA vulnerabilities, the higher the CVSS score of the CVE 

will be. 

The Adj.R
2

of our model is 0.0899, in comparison with the Adj.R
2

found by Gregory 

et al., [15] of 0.074 and the Adj.R
2

found by Allodi and Massacci [18] of 0.098; the R-

squared values of these three models are consistent with each other. Since the disclosure 

of exploits is a sensitive topic involving national security and privacy, some governments 

have even invested huge financial resources and efforts to breach the IT security of other 

governments and individuals to fulfill their agendas [21]. The R-squared results above 

have demonstrated a low correlation between the disclosure of exploits and CVSS scores, 

which is also a major obstacle for current empirical research on IIoT. Tran and Wei [22] 

used the model of “Trustiness = Privacy Concern + Security Concern” to quantitatively 

analyze the correlation between those factors, using a sociological questionnaire. Our 

Model 1 has made an empirical attempt, using the CVSS and exploits as quantitative 

indicators of security and privacy in IIoT. We convert exploits based on quantitative data 

into variables of trust in IIoT for our data-driven empirical research. Our research objects 

are 99 SCADA exploits and 226 non-SCADA exploits found by searching by the authors 

of the SCADA exploits in EDB. 

 

3. IIOT SECURITY, PRIVACY, AND TRUST MODELING FOR 

SCADA SYSTEMS 

Due to the limitation that not all exploits are disclosed, we attempt to find more 

quantitative variables and establish a model to explore this relationship from the limited 

available data. When the attackers understand the system, especially the machine part, 

better than the humans in the system do, they can find a weakness to exploit. B. Schneier 

[23] indicated that sometimes the human part of the system defers to the machine, even 

though it makes no sense. The literature review in this paper has summarized that trust in 

IoT includes social IoT and SoC IoT; to provide a tentative definition, the quantitative 

indicators of trust in IIoT could be defined based on the physical trust relationship 

between machine entities and the virtual trust relationship between human and machine 

entities. Wang et al. [24] proposed an improved CVSS framework by adding the host 

server information, such as the server type and operating system, to calculate the base 

matrix score. Since our research objects are 325 SCADA-related exploits, referring to the 

recommendations of the above, we use the same variable setting method that we used for 

CWEs by exploit density to create a new variable from human and machine entities, then 

bring these variables of trust in IIoT into the model. In this study, we created “Platforms 

(operating systems) by exploit density” and “Types by exploit density” as the 

professional quantitative indicators to measure social IIoT. Then, we regard “Authors by 
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exploit density” as the quantitative indicator of SoC in IIoT. Finally, we added a dummy 

variable of SCADA_Dummy to further explore the impact of IIoT on security, privacy, 

and trust. 

Since our non-SCADA data were found by searching by the authors of SCADA 

exploits in EDB, the metric of CWES by exploit density (CED) is equal to CD in the 

control group of non-SCADA exploits. As a result, the overall correlation coefficient 

between the CED and CD is 0.961, which would indicate multiple linear relationships. 

Therefore, in Model 2, we replaced CD with CED, assuming that CED should have a 

similar relationship with CVSS. Moreover, we use the SCADA_Dummy to compare the 

CVSS scores between SCADA and non-SCADA exploits. Finally, we set Year_Dummy 

as the adjustment variable for the auxiliary analysis of CED and CVSS.  

Table V. Model 2 Parameter List 

Variable type Variable name 
Variable 

code 
Variable definitions 

Dependent 

variable 
CVSS CV 

If 2008-2015, only V2; 

If 2015-2019, take the average of V2 and V3 

Independent 

variable 

CWES by Exploit 

Density 
CED 

The number of certain CWE divided by the total number 

of exploits 

Types by Exploit 

Density 
TED 

The number of certain types divided by the total number 

of exploits 

Platforms by Exploit 

Density 
PED 

The number of certain platforms divided by the total 

number of exploits 

Authors by Exploit 

Density 
AED 

The number of certain authors divided by the total 

number of exploits 

SCADA_Dummy SD 
If SCADA=1; 

If non-SCADA=0 

Control variable Year_Dummy YD 
If year within 2014-2019, 1; 

If year within 2008-2014, 0 

Model 2: CV= β0 + β1TED+ β2PED+ β3AED+ β4CED+ β5YE+ β6CED*YD+ 

β7SD+ε;The regression results are as follows: 

Table VI. Model 2 Regression Results 

 Estimate Std. Error t-Value Pr > |t| 

Intercept 8.988*** 0.63 14.27 <0.0001 

TED -5.849*** 1.544 -3.79 0.0002 

PED 1.563*** 0.576 2.71 0.007 

AED -4.112** 2.027 -2.03 0.0434 

CED 4.483*** 1.073 4.18 <0.0001 

YD -0.13*** 0.041 -3.14 0.0018 

CED_YD -1.134*** 0.42 -2.7 0.007 

SD 0.755*** 0.252 3 0.003 

Adj.R
2

 0.22  No. of Obs 325 

***, **, and * indicate significance at the 1%, 5%, and 10% levels, respectively. 

 

We took the values of CVSS V2 and V3 as the dependent variables to make another 

two confirmatory regressions; both results were the same as the regression results of 

Model 2. Finally, we reached the following conclusions: 

1) Among the exploits of SCADA-related authors, the more exploits from the identical 

platform and the fewer exploits from the same author and type, the higher CVSS score of 

the exploit's CVE will be. 

2) Among the exploits of SCADA-related authors, the more identical CWEs that exist 

in these exploits, the higher the CVSS score of the exploit CVE will be, and this 

relationship is more significant in older exploits. 
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3) Among the exploits of SCADA-related authors, the vulnerability of SCADA 

exploits is higher than that of non-SCADA exploits. 

 

4. CONCLUSIONS 

This methodology represents more of a managerial exploit than a technical scoring 

analysis; the unique contributions of this paper are significant for security, privacy, and 

trust researchers investigating SCADA systems, SCADA designers, and critical 

infrastructure operators working within IIoT contexts. There are three major groups that 

can benefit from this paper: IT experts, scholars, and critical urban infrastructure system 

architects. Furthermore, data-driven research methodology in IIoT should not be limited 

to the current scoring systems: the vulnerability impact factors formula, CWE 

prioritization, and ranking in IT professional fields. This paper also provides an effective 

example and lays a foundation for subsequent research on security, privacy, and trust in 

IIoT.  
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