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Abstract 

For solving the picture misappropriation problem in e-commerce, this paper proposes 

a content-based copyright detection method. In the method, a picture is smoothed by 

bilateral filter to ensure the integrity of its key points, and the shape feature and texture 

feature are extracted by Hu moment and Gabor filter respectively. Finally 

copyright-infringing pictures are detected by calculating the Euclidean distance and we 

use fuzzy heuristics to measure similarity between the query and the database images. The 

test dataset is crawled from the largest e-commerce website (Taobao.com). The 

copyright-infringing pictures can be detected by the method and the average accuracy 

reaches 91%, achieved the desired effect. 
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1. Introduction 

Presently, China’s e-commerce is in a state of rapid growth. By the end of 2013, its 

gross merchandise volume (GMV) had reached US$300 billion, and China has surpassed 

the U.S. as the world’s largest online retail market. However, counterfeit products and 

false advertising hamper the further growth of e-commerce. Some merchants have 

misappropriated and abused merchandise pictures belonging to other merchants or 

websites in advertising their own counterfeit products. This paper proposes a 

content-based copyright detection method for pictures. The method would allow 

e-commerce websites to detect illegal pictures used by merchants in real time. 

Currently, digital watermarks are the most commonly method used for copyright 

protection of pictures. However, many deficiencies of digital watermarks have been 

noted. First, watermarks must be embedded prior to publication, and copyright protection 

or detection is impossible for unmarked works. Second, watermarks are vulnerable to 

hacking. Once cracked, a watermark system no longer offers any protection. For these 

reasons, content-based image protection has also been studied. The visual features of an 

image, such as shape, color, and texture, are directly related to its content [1]. Point 

feature is used for duplicate picture detection and sub-graph retrieval [2]. A smart CBIR 

application based on color and texture features is proposed in paper [3], but it is not 

effective against deformed (e.g. rotated) images. The implicit knowledge is extracted 

from the image data by carrying-out clustering and set the rules based on the relevance 

feedback given by experts in order to refine the results by improving clusters [4]. The 

growth of e-commerce has given new applications for theories and technologies of 

computer visuals, including that of picture retrieval. A recommendation system named the 

Mobile Merchandise Evaluation Service Platform (MMESP), which allows using product 

pictures for real-time product identification [5]. But the method is unfeasible for products 
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that do not have text markings, or ones that are difficult to describe using text, such as 

furniture.  

 

2. Problems in Images Protection 

For protecting the interests of merchants, digital watermarks are used in Taobao image 

copyright protection. Merchants should upload the images to apply for certification, and 

use the certificated images to show their products. But it still exists some limitations. 

First, the requirement to the image is quite high. There can be no stitching and text in the 

picture, and the picture should not be too simple and have no visual decoration. Currently, 

it can only be used in dress pictures. Second, it is vulnerable to hacking. Once cracked, 

the system no longer offers any protection. 

In their misappropriation of pictures, merchants would often manipulate the original 

pictures in various ways, such as translation, rotation, cutting and pasting, insertion of 

text, and color changes. SIFT is capable of matching pictures that have undergone 

translation, rotation and other deformations. Shape features is invariant to location, 

orientation and translation, and can reflect the characteristics of image effectively. 

Texture is measured by the relative brightness but will still be affected by the image 

quality. We present a copyright detection approach, which is based on texture, shape and 

SIFT features.  

 

3. Methodology 
 

3.1. SIFT Feature Extraction Based on Bilateral Filter 

Fundamentally, SIFT involves finding extreme points in the scale space. Traditional 

SIFT applications have used Gaussian filter for picture smoothing. In general, SIFT tends 

to select points in the corners and high-contrast regions, and disregard key points from the 

edges. Bilateral filter is a non-linear filter that achieves edge preservation and noise 

reduction [6-7]. 

We used bilateral filter for picture smoothing and generation of scale space. A bilateral 

filter uses pixel locations and brightness gradients to control the weight values. Points 

around regions of great brightness variations are given low weights for edge preservation, 

while regions of small brightness variations are given normal Gaussian weight values for 

smoothing. 

Let  𝑓(𝑥, 𝑦) be the input picture, and  𝑔(𝑥, 𝑦) be the output picture after smoothing. 

The smoothing process of bilateral filter can be expressed as: 

𝑔(𝑥, 𝑦) =
∑ ∑ 𝑓(𝑥+𝑚,𝑦+𝑛)𝑒𝑥𝑝 (−

𝑚2+𝑛2

2𝜎1
2 )𝑒𝑥𝑝 (−
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2𝜎2
2 )𝑤
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𝑤
𝑛=−𝑤

∑ ∑ 𝑒𝑥𝑝 (−
𝑚2+𝑛2

2𝜎1
2 )𝑒𝑥𝑝 (−

(𝑓(𝑥,𝑦)−𝑓(𝑥+𝑚,𝑦+𝑛))2
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𝑤
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              (1) 

Where 𝜎1  is the parameter that controls Gaussian shape in space and 𝜎2  is the 

parameter to control the effects of brightness changing? When 𝜎1 increases, the filter 

will cause a stronger blurring effect. When 𝜎2 decreases, the edges will be preserved. 

The purpose of using bilateral filter is to protect the edges, and ensure more key points 

along edges can be detected. 

For each picture, its gradient magnitude  𝑀(𝑥, 𝑦) and orientation  𝑂(𝑥, 𝑦) can be 

expressed as: 

𝑀(𝑥, 𝑦) = √(
𝜕𝑔(𝑥,𝑦)

𝜕𝑥
)2 + (

𝜕𝑔(𝑥,𝑦)

𝜕𝑦
)2                                       (2) 

𝑂(𝑥, 𝑦) = 𝑎𝑟𝑐𝑡𝑎𝑛 (
𝜕𝑔(𝑥,𝑦)

𝜕𝑦
/

𝜕𝑔(𝑥,𝑦)

𝜕𝑥
)                                        (3) 
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Figure 1 shows the picture scale spaces generated after smoothing by bilateral and 

Gaussian filters, with the left using bilateral filter and the right using Gaussian filter. 

 

 

Figure 1. Comparison of Picture Scale Spaces Generated by Bilateral Filter 
and Gaussian Filter 

The edges are better preserved in the left. Several obvious extremes can be seen in the 

picture processed with Difference of Bilateral, which are not found in the picture 

processed with Difference of Gaussian, as these values have been filtered out by the 

Gaussian filter.  

Figure 2 shows the number of key points generated after smoothing by bilateral and 

Gaussian filters. 

 

 

Figure 2. Comparison of Number of Key Points Generated by Bilateral Filter 
and Gaussian Filter 

More key points are visible in the left, generated by the bilateral filter, than the right, 

generated by the Gaussian filter. 

Figure 3. shows a comparison of key point matching with pictures smoothed by 

Gaussian and bilateral filters.  
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Figure 3. Comparison of Matching Results Using Bilateral Filter and 
Gaussian Filter 

There are notably more matching key points from using the bilateral filter than the 

Gaussian filter. This is due to the edge protection effect of bilateral filters, which 

increased the amount of extracted information, and thus increased the number of matching 

features.  

 

3.2. Extraction of Shape Feature 

Hu moment which is invariant to location, orientation and translation is widely used in 

the area of image classification. The moment of order (𝑎 + 𝑏) of an picture  𝐼(𝑥, 𝑦) is 

defined as 𝑚𝑎,𝑏 = ∑ ∑ 𝑥𝑎𝑦𝑏𝐼(𝑥, 𝑦)𝑦𝑥 , where 𝑎, 𝑏 = 0,1,2 …. The corresponding central 

moment is defined as 𝑢𝑎,𝑏 = ∑ ∑ (𝑥 − �̅�)𝑎(𝑦 − �̅�)𝑏𝐼(𝑥, 𝑦)𝑦𝑥 , where �̅� =
𝑚10

𝑚00
⁄ , �̅� =

𝑚01
𝑚00

⁄ , which are referred to as region center. The scale invariant moments 𝜂𝑎,𝑏 

where(𝑎 + 𝑏) ≥ 2can be defined as 𝜂𝑎,𝑏 =
𝜇𝑎,𝑏

𝜇0,0
𝛾⁄ , where 𝛾 = [

𝑎+𝑏

2
] + 1. Then seven 

shape features ∅1— ∅7 which are scaling, rotation and translation invariants can be 

extracted. [8] 

 

3.3. Extraction of Texture Features 

The texture feature of images is commonly represented by co-occurrence matrix. 

Gabor filter is the most effective and widely used texture analysis method. Gabor wavelet 

function is sensitive to image edges, provides excellent direction and scale selectiveness, 

and is also insensitive to illumination changes, and tolerant to a certain degree of image 

rotation or deformation.  

When a picture is processed by Gabor filter, the input is a convolution of 

picture 𝐼(𝑥, 𝑦)and Gabor function 𝑔(𝑥, 𝑦). After applying Gabor filter on scale and 

orientation, an array can be obtained [9]: 

𝐸(𝑚, 𝑛) = ∑ ∑ |𝐺𝑚𝑛(𝑥, 𝑦)|𝑦𝑥                                              (4)                                   

𝑚 = 0,1, … , 𝑀 − 1, 𝑛 = 0,1, … , 𝑁 − 1 

The magnitudes represent the energy content at different scale and orientation of 

image. Texture-based image retrieval allows find pictures or regions with similar textures. 

The texture feature of regions are expressed using mean 𝜇𝑚𝑛 and standard deviation 

𝜎𝑚𝑛: 

𝜇𝑚𝑛 = 𝐸(𝑚, 𝑛)/(𝑃 × 𝑄)                                               (5) 
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𝜎𝑚𝑛 = √∑ ∑ (|𝐺𝑚𝑛(𝑥, 𝑦)| − 𝜇𝑚𝑛)2/(𝑃 × 𝑄)𝑦𝑥                               (6) 

Where M represents the scale; N  represents the orientation; P  and Q  represent 

the height and width of the input image. The resulting mean
nm ,

 𝜇𝑚𝑛and standard 

deviation 
nm ,

 𝜎𝑚𝑛constitute two feature vectors respectively, which are then combined 

into a single feature vector as the texture descriptor.  

 

3.4. Similarity Detection 

Before the feature vectors are combined, they are normalized to reduce the effects of 

different feature dimensions and variances of the feature components.  

𝐹𝐷 = [𝜔𝑠 ×
𝑓𝑠

𝑁𝑠∙𝛿𝑠𝜇𝑠
, 𝜔𝑡 ×

𝑓𝑡

𝑁𝑡∙𝛿𝑡𝜇𝑡
]                                          (7) 

Where and are the dimensions of shape and texture feature vectors; 𝛿𝑠，𝛿𝑡  and 

𝜇𝑠，𝜇𝑡 are the average values and standard deviations of shape and texture; 𝜔𝑠 and 𝜔𝑡 

are weights of shape and texture; 0 ≤ 𝜔𝑠, 𝜔𝑡 ≤ 1 and 𝜔𝑠 + 𝜔𝑡 = 1. 

Once the feature vector is extracted, a similarity detection method can be used to 

compare the input image against images in the database. We chose Euclidean distance for 

our similarity detection:  

𝑑(𝑭𝑄 , 𝑭𝑇) = √∑ (𝐹𝑖
𝑄 − 𝐹𝑖

𝑇)2𝑛−1
𝑖=0                                           (8) 

Where  𝑛 is the dimensions of the feature vectors, 𝑭𝑄， 𝑭𝑇are feature vectors of the 

input picture and an picture from database.  

For detecting the illegal images or the images similar to the original images, fuzzy 

inference method is used to detect the similarity. Shape features and texture features are 

two visual features of images that have been retrieved using Moment Invariants and 

Gabor wavelet. The first priority is given to the shape features, as shape of an image is not 

easily affected by external factors, and also it is invariant to the rotation, translation and 

orientation. The second priority is given to the texture features. The performance will be 

improved by defining these criteria along with the fuzzy rules. The Mamdani fuzzy 

inference method is used to perform fuzzy rules in our proposed approach [10]. 

We introduce a set of fuzzy rules to process the results achieved by applying the two 

algorithms discussed above. (1) We define a number of inputs. There are two inputs 

which are shape distance, and texture distance between query image and database images 

in our approach. (2) The membership functions for two types of input have been defined. 

The types of fuzzy set that identified each input as low, medium and high. Three types of 

output fuzzy sets have been declared such as high similar, medium similar and low similar. 

(3) A fuzzy rule can be defined as a conditional statement. Fuzzy rules applied using 

logical operator. To process the Mamdani fuzzy inference method. We take the crisp 

inputs and fuzzy them to determine the degree to which these inputs belong to each of the 

appropriate fuzzy set. The AND fuzzy operator is applied to get one number that 

represents the result of antecedent of rules. (4) The above fuzzy rules are used for data 

aggregation. (5)The aggregate output fuzzy set should transform to a single crisp number. 
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Figure 5. A Set of Fuzzy Rules Applied to Priorities Results 

 

Figure 6. Fuzzy Rules Representation 

4. Results 

For verifying the feasibility of the method, we created a database using pictures 

crawled from Taobao. We searched for the key word “furniture” on Taobao and stored the 

1000 pictures from the first 20 pages in our test database. As the method is based on 

content-based image retrieval systems, it would be compared to the methods proposed by 

literature [4] and literature [9].  

In the follow 3 figures, the first picture is the query picture which the database pictures 

are compared against. Figure 7 shows the content-based detection method is capable of 

identifying pictures that are modified based on the query picture. The results of Figure 7 

are a notable improvement on Figures 8 and 9, which are closer to each other. In 

e-commerce sites, for differ from the original pictures, people will make some changes to 

color using some technical measures. Therefore, the accuracy is not good enough when 

detect the copyright using color features. The measures proposed by ElAlami and Wang 

X Y et al. used color and texture features to retrieve pictures, for the above-mentioned 

reasons, the results are not good enough. Considering the practical situations in 

e-commerce site, we use texture, shape and SIFT features to detect the similarity, and the 

result is better than the results using the measures proposed by literature [4] and literature 

[9]. For a more direct comparison, the results can be described using precision and recall.  
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Figure 7. Results of our Method 

 

Figure 8. Results of Method Proposed by Literature [4] 

 

Figure 9. Results of Method Proposed by Literature [9] 

The most commonly used indicators for evaluation of image retrieval systems are 

precision and recall. Precision represents the ratio of retrieved pictures relevant to the 

query, and recall represents the ratio of relevant pictures that have been retrieved. They 

can be defined as [9]: 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑎

𝑎+𝑏
                                                      (9) 
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𝑟𝑒𝑐𝑎𝑙𝑙 =
𝑎

𝑎+𝑐
                                                        (10) 

Where a is the number of relevant pictures that retrieved, b  is the number of 

irrelevant pictures retrieved, and c is the number of relevant pictures that have not been 

retrieved. The precision and recall ratios are then combined into a single parameter 

F-score:    

𝐹𝑠𝑐𝑜𝑟𝑒 =
2×𝑝𝑟𝑒𝑐𝑖𝑜𝑛×𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙
                                               (11) 

The performances of three retrieval methods are calculated for comparison below. 

Table 1. Comparison of Our Method Versus Two Existing Methods 

 Precision Recall F-score 

Our method 0.91 0.63 0.74 

Method proposed by literature [4] 0.72 0.33 0.45 

Method proposed by literature [9] 0.75 0.39 0.51 

It is obvious that the method introduced in this study performed significantly better 

than the two existing methods. The other two methods had similar performances, with the 

latter slightly better than the former. 

 

5. Conclusion 

In view of the picture misappropriation problem in e-commerce, this paper proposes a 

content-based copyright detection method. Copyright-infringing pictures can be detected 

by the method. We conducted tests using pictures crawled from Taobao, China's largest 

e-commerce website, which resulted in an average accuracy of 91%. A comparison of 

results using precision and recall as indicators for evaluation shows that the method had 

significantly better performance than existing methods, and greatly improved the results 

of detection.  

More work should be done in order to improve the efficiency of detection and make the 

method more practical for databases with massive amounts of pictures. In addition, it is a 

common practice in the industry for multiple licensees to share the use of pictures 

provided by one distributor. Removing this type of pictures from detection results will 

further improve the accuracy. 
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