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Abstract 

Quantum authentication protocol can be used to authenticate classical messages in a 

secure manner. In this paper, by using the cryptographic hash function and non-

orthogonal qubits, a quantum authentication protocol of classical messages is proposed. 

In our protocol, the classical messages and their corresponding tags are encoded as 

nonorthogonal qubits. The message receiver decodes the classical messages and their 

corresponding tags from the received qubits by using the authentication key. To verify the 

validity of the received classical messages, the message receiver verifies whether the hash 

values of the decoded classical messages are equal to the corresponding tags. Our scheme 

can be proved to be secure against forgery attack and measurement attack. On the other 

hand, the authentication key is a binary string, which can be securely obtained and easily 

saved. What is more, because the authentication key remains secure after executing the 

authentication protocol, it provides the possibility of reusing the authentication key. 
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1. Introduction 

Message authentication is an important topic in the study of cryptography. In the past 

years, much attention has been paid to the authentication of classical messages using 

cryptographic tool, such as message authentication codes(MAC) and digital signatures 

based on unproven assumptions concerning the computational complexity of some 

algorithms, for example, factoring assumption and discrete logarithm problem [1-2]. 

However, with the development of quantum information and quantum computation, the 

security of the classical authentication protocols based on hardness assumptions of 

mathematics is more and more threatened [3-4]. How to authenticate the classical 

messages securely becomes an important and interesting topic. 

Quantum authentication protocols can be used to authenticate both classical messages 

and quantum messages securely. The security of these protocols is based on fundamental 

properties of quantum mechanics, for example, the Heisenberg uncertainty principle and 

no-cloning theorem, instead of on unproven assumptions concerning the computational 

complexity of some algorithms. Now, there are two kinds of quantum authentication 

protocols for messages: quantum authentication protocol of classical messages [5] and the 

one of quantum messages [6]. 

On the other hand, quantum authentication protocols can be used to authenticate the 

identities of the message sender and the corresponding receiver [7-8]. 

To our knowledge, most of the quantum authentication protocols that have been 

proposed were used to authenticate quantum messages [6] and [9-12]. However, in the 

communication world, classical messages are widely used. So, it is more important to 

study the quantum authentication of classical messages. The quantum authentication 

protocols of classical messages can be more secure than the traditional authentication 

protocols, because the former has the properties of quantum authentication. The early 
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quantum authentication protocols of classical messages were proposed by Curty et. al., 

[5]. But, in Curty et. al., protocol, the EPR states were used as the authentication key to 

authenticate classical messages, and the message sender and corresponding receiver had to 

share and save the EPR states before authenticating classical messages, then, for their 

protocol, the quantum storage should be used.  

In this paper, a new quantum authentication of classical messages is proposed. In our 

scheme, instead of using EPR states as the authentication key, the message sender and the 

corresponding receiver share a binary string as their authentication key, which can be 

obtained by performing the key distribution protocol of BB84 [13]. Note that the key 

distribution protocol of BB84 has been proved to be secure against various attacks. Then, 

for our protocol, the authentication key can be securely obtained and easily saved. To 

authenticate a classical message, the message sender encodes the classical message and its 

corresponding tag as indistinguishable qubits selected from a set of non-orthogonal qubits. 

The message receiver decodes the classical message and its tag from the received qubits 

and verifies their validity by verifying whether the hash value of the decoded message is 

the equal to the tag. In our protocol, the hash function is used to generate a tag for the 

classical message. This is different from the use of constructing the quantum key 

distribution protocols based hash function [14-15]. Our protocol can be proved to be 

secure against forgery attack and message attack. On the other hand, this protocol 

provides the possibility of reusing the authentication key. 

The rest of this paper is organized as follows. In the second section, the new quantum 

authentication protocol of classical messages is proposed. In the third section, we analyze 

the security of the proposed protocol. At last, we conclude. 

 

2. New Construction of Quantum Authentication of Classical Messages 

Assume Alice wants to send a certified classical message to Bob. The goal is to make 

Bob confident about the authenticity of the message and sender. In our protocol, a 

quantum channel is used. Then, to authenticate the classical message, it is necessary to 

encode the classical message into qubits. The quantum channel is used to transmit qubits 

carrying the classical message. On the other hand, to decode the classical messages from 

the qubits sent from Alice, a quantum decoding algorithm should be performed by Bob. 

All the encoding and decoding algorithms can be public. Also, to authenticate a classical 

message, a public cryptographic hash function H: {0, 1}*→{0, 1}q, where q is a secure 

parameter, is used. The symbol “||” is used to denote the concatenation of strings. In our 

protocol, we assume that, before authenticating a classical message, the message sender 

Alice and message receiver Bob have shared an authentication key, which is a binary 

string s=s1s2…,si,…sn+q, where si {0, 1} for i=0, 1, …,n+q, and this string can be 

securely obtained by executing the quantum key distribution protocol of BB84[13]. 

Now, by performing the authentication protocol as follow, Alice sends Bob a certified 

classical message m=m1m2…mn, where mi{0, 1} for i=1, …, n. 

Table 1. The State of |a> 

si                     mi 0 1 

0 |a>=|0> |a>=|1> 

1 
1

| | (| 0 |1 )
2

a        
1

| | (| 0 |1 )
2

a        

 

Step 1. First, Alice computes the hash value H(m)= mn+1m n+2…m n+q of the message m, 

where mi{0, 1}for i=n+1, n+2…, n+q. Then, according the key bit si of authentication 
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key s and the message bit mi for i=1, 2…, n+q, Alice encodes the bit mi as the 

corresponding qubit |a>, whose state is chosen from Table 1. For example, if mi=0, si=1, 

then the bit mi of classical message m is encoded as qubit |a>=|+>. 

After finishing the encoding process, Alice sends Bob the qubit |a>. Since the length of 

the binary string m||H(m)=m1m2…m nmn+1m n+2…m n+q is p+q, Alice will send Bob the p+q 

qubits encoded from m||H(m). 

Step 2. Once Bob receives the qubit |a>, he first checks the key bit si of his 

authentication key s. Then, according to Table 1, if si=0(or si=1), Bob knows that the qubit 

|a>{|0>, |1>}(or |a> {|+>, |－>}), so he makes an orthogonal measurement on the 

qubit |a> by using the corresponding orthogonal base. If the result of the measurement is 

|0> (or |+>), he can decode the binary bit “0” from the qubit |a>, or he can decode the 

binary bit “1”. At last, Bob obtains all the n+q binary bits 
1 2 1n n n qm m m m m 
     by 

decoding the received n+q qubits. Then he checks whether 
1( ) n n qH m m m 

    holds, 

where 
1 2 nm m m m    . If it holds, Bob believes that the message m’ decoded from the 

received qubits is from Alice and accepts it, or he rejects the message. 

From the protocol described above, it is found that the measurements are performed on 

the corresponding orthogonal states, so the correctness of our protocol can be proved 

easily. 

 

3. Security Analysis 

From our protocol, it is found that the qubit |a> uniquely determine the classical 

message sent from Alice. Since Bob masters the authentication key, he can extract the 

classical message m and its corresponding hash value H(m) from the qubits received by 

performing correct orthogonal measurements. On the other hand, the string of the qubits 

encoded from the bits mn+1m n+2…mn+q can be seemed as a tag for the first n qubits 

encoded from m1m2…mn. Since Bob knows the correct orthogonal bases of the 

measurements, the tag will pass the verification in case of no forgery. That is, if a forgery 

can pass the measurement and verification of Bob, our protocol would fail.  

In this section, we first analyze the security of our protocol under forgery attacks, then 

we analyze its security under measurement attack.  

For the forgery attacks, we mainly consider two kinds of attacks: the no-message attack 

and the message attack. The first one is that, before Alice’s sending any message to Bob, 

Eve attempts to prepare quantum states that pass the verification algorithm. For the 

message attack, we assume that Eve can access the quantum messages transmitted in the 

quantum channel, and she tries to manipulate the quantum messages transmitted in the 

quantum channel and produce a forged message. 

For the measurement attack, Eve attempts to obtain the authentication key by 

performing some measurements on the quantum messages sent from Alice. 

 

3.1. No-Message Attack 

Assume Eve prepares a string of normalized pure quantum qubits encoded from a 

classical binary message 
1 2 1n n n qm m m m m 
      satisfying

1( ) n n qH m m m 
   , where 

1 2 nm mm m     and }1,0{im for i=1, 2, …, p+q. Then, Eve sends these qubits to 

Bob. Her goal is to make these particles pass the verification of Bob and to make Bob 

believe that the classical message decoded from these qubits comes from Alice. In fact, 

when Bob receives these qubits sent from Eve, he cannot know that they come from a 

forger, so he executes the step 2 of the protocol and tries to decode the binary message and 

verifies its validity. Then, according to the step 2 of our protocol, for any qubit |a’’> from 

Eve, Bob will check his current key bit si. If si=0, Bob will make an orthogonal 

measurement on the qubit |a’’> by using the orthogonal set {|0>, |1>}, or he will make the 
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measurement by using the orthogonal set {|+>, |－>}. Note that the key bit si of the 

authentication key s is independent of the choice of classical bit 
im   forged by Eve. So, 

When Bob makes a measurement on |a’’>, he can select the correct measurement bases 

with probability 1/2. Then, for any qubit |a’’> from Eve, Bob can only get the 

corresponding binary bit 
im  by decoding |a’’> with a probability 3/4. Assume that, after 

decoding all the qubits from Eve, Bob obtains a classical message 

1 2 1n n n qm m m m m 
     . Let 

1 2 nm m m m    . Then, according to the step 2 of the 

protocol, Eve can pass the verification of Bob only if 
1( ) n n qH m m m 

   , which 

happens with a negligible probability (3/4)n+q. Then, Bob can detect the no-message attack 

with a probability 1－(3/4)n+q. 

Now, we analyze the security of our protocol in a more complex case. That is, Eve 

could have prepared one general mixed state ||
1

0 ii iia aap    with 1
1

0
 i ip , 

instead of the pure quantum state |a’’>, for the bit 
i

m . In this case, if Bob makes a 

measurement on the mixed state using the orthogonal set {|0>, |1>}, he will get the results 

|0> and |1> with probabilities 
2

11

2

000| |0|0  apapP  

and
2

11

2

001| |1|1  apapP , respectively. Note that 0<p0<1, 0<p1<1 and 

p0+p1=1. Then, we can obtain both P|0><1 and P|1><1. Similarly, if Bob makes a 

measurement on the mixed state using the orthogonal set {|+>, |－>}, he will get the 

results |+> and |－> with probabilities P|+><1 and P|－><1, respectively. Note that the key 

bit si of the authentication key s is independent of the choice of classical bit 
im  . So, 

according to step 2 of our protocol, Bob decodes the binary bit “0” and “1” from the 

mixed state 
a   with probabilities P0=(P|0>+P|+>)/2 and P1=(P|1>+P|－>)/2, respectively. 

Since all the number P|0>, P|1>, P|+>, P|－> are strictly less than one, we can get P0<1 and 

P1<1, too. Then, for any mixed state 
a   from Eve, Bob can only decode the 

corresponding binary bit 
im  from the mix state designed by Eve with a probability less 

than P≤max{P0, P1}<1. Then, according to the analysis similar to the above paragraph, 

Eve can pass the verification of Bob only if 
1( ) n n qH m m m 

   , which happens with 

negligible probability not more than Pn+q. Then, Bob can detect the no-message attack 

with probability at least 1－Pn+q. 

From the discussion above, it is known that our protocol is secure against no-message 

attack. 

 

3.2. Message Attack 

There are two kinds of message attacks. In the first kind of attack called trace-

preserving completely positive (TPCP) map [16-18], instead of directly forging quantum 

messages and sending them to Bob, Eve will wait for Alice’s original messages and try to 

manipulate them. Her goal is to convert authentic messages into others so as to pass the 

verification of Bob. So, for our protocol, Eve tries to convert the states of the qubits sent 

from Alice into others so that the new states can pass the verification of Bob. Then, based 

on the knowledge of all the public aspects of the quantum authentication scheme used, 

Eve determines one unitary quantum operation and applies it to the particles sent from 

Alice. In the second kind of attack, called measurement attack, Eve tries to extract the 

information of authentication key by performing some measurements on the transmitted 

messages in the quantum channel. Especially, if Eve can extract the information of 
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authentication key from the results of the measurements, she may prepare some forged 

messages, which can pass the verification of Bob. 

 

3.2.1. TPCP Map: Consider that Alice sends to Bob a quantum particle |a> whose state is 

chosen from Table 1 according the key bits si shared by Alice and Bob. Eve tries to 

convert |a> into |a’> by performing some unitary operation U (e.g., 











01

10
yiU  ) 

such that <a’|a>=0. In this case, Bob will extract a tampered bit k {0, 1} from the 

tampered qubit |a’>, instead of the valid bit j{0, 1} (j≠k) from the original qubit |a>. 

Eve’s goal is to tamper some states of the qubits sent from Alice and then to make the 

classical message decoded from qubits including the tampered ones can pass the 

verification of Bob. To achieve her aim, Eve sends all the qubits including the tampered 

ones to Bob. Assume the classical message decoded from the tampered qubits is 

1 2 1n n n qm m m m m 
     . Note that in this kind of attack, the binary bits decoded from the 

tampered qubits must have been changed. Then, according to the analysis similar to 

section 3.1, we know that any change of the transmission will lead to that 

1( ) n n qH m m m 
   , where 

1 2 nm m m m    . Then, our scheme is secure against this 

kind of attack. 

 

3.2.2. Measurement: In this kind of attack, instead of performing a predetermined 

quantum operation on the qubits sent from Alice, Eve makes measurements on the qubits 

from Alice and attempts to get some information about the authentication key. According 

to Table 1, if Eve were able to distinguish the states {|0>, |1>, |+>, |—>}, she could get 

the information about the authentication key by performing orthogonal measurements on 

the qubits sent from Alice. However, the states {|0>, |1>, |+>, |－>} are indistinguishable, 

and for any qubit |a> from Alice, Eve can only guess the key bit si (or its corresponding 

orthogonal bases) correctly with a probability 1/2, then Eve can not obtain the information 

of the authentication key shared by Alice and Bob.  

On the other hand, in our protocol, Alice and Bob need not publish any state of the 

transmitted qubits or any bit of the classical message. So, Eve cannot get any information 

of the authentication key from the public channel.  

At last, since Eve cannot get the information about the authentication key from the 

public channel and measurement attack, the authentication key will be still secure after 

executing the authentication protocol. Then, an interesting property of our protocol is that, 

it provides the possibility of reusing the authentication key. 

 

4. Conclusions 

In this paper, a new quantum authentication protocol of classical message is proposed. 

From the security analysis, it is found that our protocol is secure against the forgery attack 

and measurement attack. Then, the classical message can be authenticated in a secure 

manner. On the other hand, because Eve cannot get any information about the 

authentication key, the authentication key will be still secure after executing the 

authentication protocol. So, it provides the possibility of reusing the authentication key. At 

the same time, because the single qubits are much easier to be prepared and implemented, 

we use single qubits instead of EPR state to transmit the classical message in our protocol. 

What is more, in our protocol, the authentication key is a binary string, and it can be 

securely obtained and easily saved. 
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