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Abstract 

Crime prevention activities that take place in the physical environment, such as police 

patrolling, can work effectively when they are combined with intelligent detection that 

uses information technology (IT). Many different real-world factors must be considered 

when implementing intelligent detection methods. In risky real-world situations, fixed 

factors, static factors, and a variety of dynamic factors all play important roles. This 

study aimed to determine the variable factors involved in risky situations by performing 

an analysis on data from specific crime incidents. Factors related to the occurrence of the 

specific crime were determined and risk of occurrence was calculated using these factors 

with a multi-factor convergence scheme. The analysis and risk calculation performed in 

this study are expected to contribute to the development of a more efficient and 

intellectualized prevention service, as these can help provide information about real-time 

risk levels for particular public safety situations. 
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1. Introduction 

Research is currently being done on the reduction of crime occurrence through 

improvement of the urban structure and environment. Many studies focus on intelligent 

crime detection as an important method for restricting the occurrence of crime. One other 

way to reduce crime is to improve residential urban environments so that these regions 

facilitate less crime [1, 2, 3, 4]. Crime may be reduced by simply improving the physical 

environment using measures such as purification of the environment in crime-ridden 

districts, improvement of unsanitary facilities, and the installation of surveillance 

cameras[5, 6, 7]. Unfortunately, it is often easy for criminals to detect and avoid common 

security measures. Violent offenders tend to create extensive plans to avoid being caught, 

and as such, techniques for evading or bypassing various crime prevention methods are 

becoming more and more advanced. Most existing security systems designed for crime 

prevention include surveillance cameras and emergency alarms [8, 9, 10]. While these 

measures may put some pressure on criminals, they are also relatively easy to evade. 

Additionally, even though surveillance cameras can provide useful information that helps 

identify and arrest criminals after the crime has already occurred, the crime prevention 

effects of surveillance camera use are controversial. Though prevention is important for 

all crimes, it is particularly important in the case of violent crime. Once a violent crime 

has taken place, the damage has already been done, regardless of whether the culprit is 

found and arrested or not. The tremendous harm caused by violent crime can never be 

undone; thus, more effective and efficient measures are required for the prevention of 

these crimes. In the past, measures have been taken to improve physical spaces with high 

levels of crime. Such measures have included painting murals on alley walls in the 

downtown region and installing flower beds. Surveillance cameras have also been 

installed, though the preventative effects of these cameras are still ambiguous and 
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controversial. This is why electric detection facilities should be involved in the redesign 

of the physical spaces where violent crime occurs most. A security scheme including both 

an intelligent detection function and information technology (IT) can overcome ambiguity 

and strengthen the performance of existing systems [21, 23]. 

It is important to understand the risk factors that must be perceived by the sensors and 

network system when preparing an intelligent detection system that can detect crime 

occurrence risk in urban spaces. More effective and efficient crime prevention can be 

expected when intelligent detection functions that include factors for computing risk level 

are integrated with the facilities of high-risk physical environments.  

Safety Map, a security application developed and used by the Korean National Police 

Agency, is an example of an intelligent detection system for crime prevention. The 

Korean National Police Agency determines the risk of crime occurring in a certain area 

based on crime occurrence data collected by the application. The data is then analyzed 

and police presence, including the number of patrolling officers, is increased in areas with 

higher crime risk. Safety Map has helped reduce crime rate and increase the number of 

criminal arrests made in high-risk areas [5,7,22,24].  

Crime prevention strategies can be improved when crime prevention activities are 

implemented in conjunction with intelligent detection methods that make use of IT. 

Research done by the Korean National Police Agency using crime data analysis 

technology has mainly focused on determining crime occurrence risk for segmented areas 

based on the crime incident data from each respective area. Though this research has been 

helpful, the research techniques used to study crime occurrence risk must be developed 

further in order to gain more insight into this topic. The prediction of regional crime 

occurrence risk is currently based on incident data from the past, such as data about areas 

and times with previous histories of crime occurrence. Thus, many dynamic real-world 

factors that may also play roles in crime occurrence have not been addressed by the 

current research methods. For example, the crime rate may decrease in a once crime-

ridden district following an increase in floating population. Similarly, a previously low-

crime area may see an increase in the likelihood of crime occurrence following a decrease 

in floating population, and some pedestrians may experience unstable conditions due to 

drinking, etc [11,13,15].  

The following are real cases of violent crimes. In 2012, a woman in her early 20s was 

standing alone in front of a subway station at five am, at which time she was kidnapped. 

In a similar incident in Cheonan-si in 2015, an inebriated woman was walking alone and 

was sexually assaulted by two men. These two incidents share one thing in common: they 

both took place in areas with relatively low crime occurrences. Similar incidents of this 

nature had not occurred in the past in either of these areas. Clearly, there were different 

factors that played roles in the occurrences of these specific crimes. For example, if there 

had been other people present during the first incident or if the victim had not been drunk 

during the second incident, the outcomes may have been different [18,19]. 
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Figure 1. CPTED (Crime Prevention Through Environment Design) 

Intelligent detection methods are thus necessary for crime prevention, as they can be 

used for environmental improvement and the identification of various dynamic factors 

related to each individual incident, in addition to identification of the fixed factors that 

should be included in intelligent crime detection[12,16].  

This study focused on predetermining the dynamic factors related to specific high-risk 

situations by analyzing specific incidents of violent crime. More specifically, the crimes 

analyzed for the purpose of this study were roadside kidnapping and sexual assault cases 

occurring in Cheonan-si, Chungcheongnam-do, Korea. Cheonan-si is an industrial city 

with a population of 0.6 million. The city has shown a marked increase in sexual crimes 

over the past five years. The present study analyzed these incidents and extracted 

potential environmental and dynamic factors that may have had an impact on the 

occurrences of these incidents. This study also aimed to determine which sensors could 

detect these factors in daily life, and based on these results, a scheme was proposed for 

calculating the risk levels for violent crimes using the values detected and reported by 

each sensor. This kind of calculation scheme can help simplify the process of obtaining 

information by evaluating different trends in the signals detected by the sensors over time. 

The information obtained from the changing values detected by the sensors can be used 

for the calculation of real-time crime risk, thus resulting in the possibility of prompt 

responses to high-risk situations.  

This paper is organized as follows. Following the Introduction, Chapter 1 and Chapter 

2 summarize the related literature. Chapter 3 reports on the use of an actual incident 

analysis to determine dynamic factors related to that specific incident. Chapter 4 

determines which sensors can detect the dynamic factors determined in Chapter 3 in a 

real-world situation, and these sensors are used to calculate the risk-level indicated by 

each factor and to investigate the effectiveness. Chapter 5 presents an evaluation of the 

study and the conclusion. 
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Figure 2. Intelligence Space for Effective CPTED 

 Figure 2 shows Intelligence space for effective CPTED. Intelligent detection methods 

are thus necessary for crime prevention. At first, datasets from each sensor should be 

passed through the course of event preprocessing. Then advanced information database 

provides a model of each context which is already known. But advanced information 

database cannot provide it for the unknown situation. In this case, context inference 

course can estimate and evaluate the unknown situation for risk awareness. Finally, the 

estimated degree of risk is sent to users.  

 

2. Determining Risk Factors and Calculating Risk to Public Safety 

This study aims to find the dynamic factors that variably increase or decrease the risk 

level of crime occurrence in a specific condition or environment. It also aims to 

determine, based on existing statistical analyses of public safety and crime prevention 

data, which static factors affect crime occurrence. The study also attempts to calculate the 

real-time risk of crime occurrence for each incident based on these variable risk factors. 

The use of a real-time risk calculation should provide better security and more effective 

risk prevention than existing methods of risk assessment. 

 

2.1 Necessity of Finding Dynamic Factors 

According to the Crime Occurrence Statistics (2012) collected by the Korean National 

Police Agency, ―mutual acquaintance‖ is the most common relationship type between 

assailant and victim in both murder and rape cases. However, incidents of such crimes 

being perpetrated by strangers also account for a considerable proportion of these crimes. 

This study focused on one type of violent incident involving ordinary citizens who have 

no relationship with or connection to their attackers—that is, it focuses on the kidnapping 
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and sexual assault of women. These attacks occurred when the victims were performing 

routine daily activities, such as commuting. Many of these incidents occurred in places 

that are not classified as high-crime areas. Just as a high-accident area is not necessarily 

susceptible to accidents 24 hours a day, 365 days a year, safe areas are not necessarily 

always safe. In other words, the risk of crime occurrence can decrease in high-crime areas 

if the conditions are not conducive to committing a crime, while crime can also occur in 

safe areas if certain factors play a role. Hence, to understand risk level in terms of the role 

it can play in crime prevention, risk should be calculated in a more advanced manner by 

determining the dynamic factors related to crime occurrence.  

 

 2.2 Extraction of Dynamic Factors 

Risk factors that either increase or decrease the risk of crime occurring over time are 

defined as dynamic factors. Time itself is one example of a dynamic factor. This study 

analyzed cases of sexual assault and sexual harassment committed by strangers that 

occurred in Cheonan-si and the surrounding area. Three dynamic factors were found to 

play roles in the occurrence of sexual assault and sexual harassment in these areas: 

floating population, time, and spatial characteristics. 

1) Floating population: The existence of a floating population where the victim resides, 

as well as the size of that floating population, seems to be related to the occurrence of 

sexual harassment and assault. The cases below are all examples of incidents that 

occurred in an area with a very small floating population. It should also be noted that none 

of these incidents occurred in typically crime-ridden districts. 

• Case 1-01) September 8, 2013—Near a Ministop convenience store, Giro-li, Yijang-

myeon, Cheonan-si, Chungcheongnam-do, Korea  

• Case 1-02) October 12, 2013—On the sidewalk of a parking lot at Gongju University, 

Budae-dong, Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea   

• Case 1-03) March 25, 2014—In front of Baekseok University, Anseo-dong, 

Dongnam-gu, Cheonan-si, Chungcheongnam-do, Korea   

• Case 1-04) August 16, 2013—In front of a 7-Eleven convenience store, Jiksan-eup, 

Sameun-li, Cheonan-si, Chungcheongnam-do, Korea Seobuk-gu  

• Case 1-05) June 19, 2013—In the Shinjeonho recreational park outside a 

Onjeoncheong UL City building, Asan-si, Chungcheongnam-do, Korea  

• Case 1-06) July 10, 2010—On a pedestrian overpass staircase near Daewoo 

Apartment, Dujeong-dong, Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea 

• Case 1-07) July 27, 2010—In front of a GS25 convenience store, Dujeong-dong, 

Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 1-08) July 11, 2013—In front of the KCC Sawon Apartment, Yeomchi-eup, 

Seowon-li, Asan-si, Chungcheongnam-do, Korea  

• Case 1-09) January 5, 2012—In front of a Mr. K Stationery Store, Sunghwan-eup, 

Sunghwan-li, Cheonan-si, Chungcheongnam-do, Korea Seobuk-gu  

• Case 1-10) March 22, 2013—On Stone Wall road, between Doongji Daycare Center 

and Heungjin Construction, Yooryang-dong, Dongnam-gu, Cheonan-si, 

Chungcheongnam-do, Korea  

• Case 1-11) June 9, 2013—In front of Daga Daycare Center, Daga-dong, Cheonan-si, 

Chungcheongnam-do, Korea 

 

Most of the above incidents occurred in places that periodically experience drastic 

drops in floating population. Although these places were all open to the public and were 

perceived as being relatively safe, the few members of the nearby floating populations 

made these places more susceptible to crime. 
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2) Time: In the cases listed below, time is suspected to have played a certain role in the 

occurrence of the crime, despite the crime occurring in what was considered to be a 

relatively safe area.  

• Case 2-01) December 21, 2012—At 00:10, at Panjeong intersection, Jiksan-eup, 

Seobuk-gu Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-02) June 6, 2013—At 01:20, on a road near Feelhouse, Dujeong-dong, 

Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-03) June 15, 2013—At 23:05, between the Dujeong Station and Ian 

Apartment, Buseong-dong, Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-04) July 11, 2013—At 04:00, at Wooseong Foods, Seongjeong-dong, 

Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea 

• Case 2-05) September 8, 2013—At 02:00, near a Ministop convenience store, Giro-li, 

Yijang-myeon, Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-06) September 21, 2013—At 03:10, at Withhouse Club, Dujeong-dong, 

Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-07) June 22, 2012—At 23:50, on the street behind Goodmorning Orthopedics, 

Dujeong-dong, Seobuk-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-08) July 26, 2012—At 01:50, on the road in front of Neulbom Restaurant, 

Daeheung-dong, Dongnam-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-09) August 4, 2012—At 04:30, on a staircase in Cheonan Station, Daeheung-

dong, Dongnam-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-10) September 14, 2013—At 04:40, on the road in front of Jin Orthopedics, 

Cheongsu-dong, Dongnam-gu, Cheonan-si, Chungcheongnam-do, Korea  

• Case 2-11) May 20, 2010—At 23:00, on the Gongsu underground roadway, 

Baebang-eup, Gongsu-li, Asan-si, Chungcheongnam-do, Korea  

 

In many of the above cases, the incident took place near a main road or in a public 

place. Although the spatial characteristics of these locations indicates that the probability 

of a crime occurring should be low, these places became more susceptible to crime late at 

night. Changes in time thus played a role in the rate of crime occurrence.  

3) Spatial characteristics: One of the factors observed in some of the cases was that the 

victims became targets when they moved from a wide road to a narrow road. In the cases 

listed below, the victims moved from a brightly lit area on a wide road to a poorly lit area 

on a narrow road.  

• Case 3-1) August 13, 2013—In the alley near Saemannam Church, Bongmyung-

dong, Dongnam-gu, Cheonan-si, Chungcheongnam-do, Korea   

• Case 3-2) July 6, 2010—In the alley beside Hoseo Wedding Hall, Baebang-eup, 

Segyo-li, Asan-si, Chungcheongnam-do, Korea   

• Case 3-3) July 16, 2010—In front of Doojeong Housing, Dujeong-dong, Seobuk-gu, 

Cheonan-si, Chungcheongnam-do, Korea   

 

These incidents all share one common feature: in every case, the victim was spotted by 

the perpetrator in the main road before she moved to a narrow alley, where the perpetrator 

then chased her to commit the crime. Hence, it is necessary to consider the moving path 

of the victim as a factor that may influence the occurrence of sexual assault or harassment.  

Although other crime-related factors can also be extracted in more specified studies in the 

future, this study was primarily focused on the extraction of representative dynamic 

factors and the role these factors may play in schemes for determining the numerical 

calculation of risk. 
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3. Real-time Risk Calculation and Evaluation 

This chapter determines the sensors that can be used to detect the dynamic factors that 

were extracted in Chapter 3. The risk values are then calculated using the measures taken 

by these sensors. Through this process, the validity and necessity of the extracted dynamic 

factors are proven. Factors influencing the risk of roadside crime occurrence are 

calculated considering the following main factors: (1) floating population, (2) time, and 

(3) spatial characteristics. 

The next section outlines the actual scheme used to calculate risk based on the 

previously extracted variable risk factors. 

 

Risk factor 1: Nearby floating population  

Members of the floating population were detected with infrared sensors placed in the 

moving paths of pedestrians.  

The following case assumes that n infrared sensors are installed in nearby area S, among 

which m infrared sensors detect objects (vehicles, walking floating population members, 

etc.). First, the fundamental risk level at the current time is assigned as 

 

             
 

  
                                                                                                       (1) 

 

Risk level decreases when there are more detected infrared sensors per unit area. 

According to the increases and decreases in risk level, the following computation was 

implemented. Each set of data detected by the infrared sensor in unit area S at time t was 

defined as:  

 

                                                                                                (2) 

 

Based on the method suggested by Deypir, Hadi Sadreddini, and Hashemi (2012), 

which emphasized a method ―towards a variable size sliding window model for frequent 

item set mining over data streams,‖ a change of frequent items set was defined as: 

 

                    (  )  
|  
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                                                               (3) 

 

Here, the newly received data area was defined as:  

    

         
                                                                                                      (4) 

 

Data that were no longer received in the next time period were defined as: 

 

         
                                                                                                      (5) 

 

Changes in the data that were detected and reported by the infrared sensors were 

defined as follows:  

 

           
 (  

 )  (  
 )

 (  )  (  
 )

                                                                                        (6) 

 

The equation above reflects the changes in the nearby floating population. The 

calculated results have values within the range of [0,1]. These values became close to zero 

considering the region with the larger floating population. 

Following these calculations, the fundamental risk levels established earlier were 

multiplied. This was done to take into account both the fundamental risk level and the 
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changes in floating population. The value of the floating population factor was defined as 

follows: 

 

         ( )                                                                                                     (7) 

 

Risk factor 2: Time  

The statistical frequency of the incidents was considered according to time period. The 

times for each occurrence were as follows: 

 

Late night (00:00–04:00) — 0.358957 

Dawn (04:00–07:00) — 0.119218 

Morning (07:00–12:00) — 0.104719 

Afternoon (12:00–18:00) — 0.121600 

Early evening (18:00–20:00) — 0.134298 

Night (20:00–24:00) — 0.161209 

 

The values given above indicate the frequency of incidents occurring during each time 

period, rather than the usual values, which involve using a simple sum of occurrence 

numbers. The above values were calculated as follows:  

Frequency by time = Number of incidents / Length of time 

The function of the occurrence time variable can be estimated based on the values 

above.  

The graph above illustrates the time–frequency estimates. The x-axis indicates 24 

hours and the y-axis indicates the frequency of occurrence. The time factors can be 

expressed in the periodic function of the graph above. That is, the time factors can be 

expressed as a single value of the periodic function, as in the graph above. For the 

convenience of calculation, the graph was represented in three linear functions, and the 

size of the graph was enlarged by about 2.7 times. The function equation used for the 

graph is shown below. 

The periodic function of the time factor T(t) was calculated as follows: 

 

T(t)={

                           (        )                  

                        (              )  
                      (          )         

                           (8) 

 

      T(t+24) = T(t)                                                                                                       (9) 

   

Where, t means current time and the domain of the definition of t was calculated at the 

left of each linear function. T(t) indicate a scaling, such that the graph above has a 

maximum value of one. 

 

Risk Factor 3: Spatial Characteristics 

There are several spatial characteristics that are commonly observed in crime 

occurrence that can be examined. For example, in some of the cases listed above, the 

perpetrator spotted the victim in a bright area and committed the crime by chasing the 

victim after she had moved to a darker area. Factors such as the victim moving from the 

main road to a narrow alley or moving from a brightly lit area to a dark area can play 

significant roles in the occurrence of crime. Hence, the following are considered sub-

factors of the spatial characteristics factor: 

 

a. Decrease in illuminance (moving from a bright place to a dark place) 
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b. Decrease in road width detected on the map (moving from a main street to a narrow 

alley) 

c. Existence of video surveillance in the area 

d. Accidental crime region 

 

The decrease-in-illuminance value was defined as follows: 

 

                                                                                                                 (10) 

 

The illuminance of the previous time was subtracted from the current illuminance 

value (simple difference). 

The change-in-road-width value was defined as follows: 

 

    (       )                                                                                   (11) 

 

The simple difference between the two road widths was calculated and then divided by 

the original width. By combining the two factors above, the value was calculated based on 

the equation below. Function M of the spatial characteristics is defined by the M  

processes receiving the 1 value and the r value. 

 

       (   )  
∑         

∑     
 

∑         

∑     
                                                                  (12) 

 

The equation above includes an equation for the l value and an equation for the r value. 

The equation for the l value is the sum of the l values that are reported when the 

illuminance decreases within the current time slot, divided by the sum of all l values 

within the current time slot. Hence, this value becomes close to one when the victim 

moves to a dark area, and it becomes close to zero if the victim moves to a bright area. 

The equation for r is the sum of the r values reporting decreases of the road width 

within the current time slot, divided by the sum of all r values within the current time slot. 

Hence, this value becomes close to one when the victim moves toward a narrow alley, and 

it becomes close to zero if the victim moves toward a wide road. Hence, the role played 

by M on the different factors of spatial characteristics also has values between [0,1]. 

Because the three factors all have values between zero and one, the sum of the three 

factors must have a value between zero and three. When the four sub-factors are 

considered equivalent to one another, the risk level as influenced by spatial characteristics 

can be divided into one to four stages. 

Hence, the final level of risk can be expressed as follows: 

 

       ( )   ( )   (   )                                                                       (13) 

 

D = 0–1: low riskiness  

D = 1–2: medium riskiness  

D = 2–3: high riskiness  

 

Thus, the real-time risk level for crime occurrence can be calculated using the dynamic 

factors extracted in Chapter 3 and in real-world situations. 

 

4. Conclusion 

Dynamic factors of certain crimes must be determined using existing research on crime 

prevention in order to develop find a scheme for calculating risk associated with each 

respective factor. By analyzing previous incidents, this study was able to extract potential 

risk factors for specific crimes and to identify areas with higher risk of crime occurrence 
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using the Safety Map application. A scheme for calculating these risk factors in real time 

was then suggested by analyzing data from 50 criminal cases of roadside kidnapping, rape, 

and sexual harassment of victims who did not know their attackers.  

With the aim of improving public safety and crime prevention, this study attempted to 

find dynamic factors that may increase or decrease the risk of certain crimes in certain 

contexts. Static factors based on existing statistical analyses were also examined. The 

study also attempted to calculate real-time risk levels by analyzing these variable risk 

factors. Three of these risk factors— floating population, temporal characteristics, and 

spatial characteristics—were extracted as a result of the analysis, and risk calculation was 

performed for each factor. Measuring and monitoring real-time risk level in everyday life 

may be made possible based on the data from this analysis and risk calculation. This study 

may thus contribute significantly to the implementation of services for preventing crime. 
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