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Abstract 
 

The internet has contributions in almost every area of our life but the non-existence of an 

effective regulation system is posing serious concerns to many nations. The unrestrained and 

premature exposure of hazardous internet contents to children, and their widespread and 

uncontrolled usage in organizational environment are some areas that must be dealt with on 

priority basis. This research focuses on proposing a framework that is able to regulate the 

internet usage at geographical level. The proposed framework is deemed to be dynamically 

capable of handling live internet web requests and deals with them by providing dependable 

results with enhanced performance. It is a tightly bonded system that covers all areas and 

involves stakeholders thus ensuring fool-proof internet regulation of secure and socially 

acceptable internet content access to the public. 
 

Keywords: Internet Regulation, Content Regulation, Access Frequency Management, 

Cyber Rating System, Cyber Administration. 

 

1. Introduction 
 

The internet world being an ocean of information has benefited the humans to a greater 

extent in almost every sphere of knowledge and aspect of life. Though this is the positive side 

of the picture but there is a harsh reality associated with it. The harsh aspect is the non-

regulation of the internet contents that pose many challenges to the community. There is no 

age restriction or proper mode of allowing access to different types and features of internet 

contents to both minors and adults that eventually is leading towards destruction of social 

norms, principles, values, and ethics.  

Organizational environment and domestic consumption are the areas where the internet 

goes uncontrolled which could inflict long lasting damages on the societies. Resources of 

these two application areas are harmed explicitly with massive consequences at 

organizational and community level. Employees often can spoil the working environment 

leading to misuse of resources, degraded operational performance, and instigation of sense of 

insecurity in the coworkers. The youth and even the minors on the other hand has limitless 

access to highly inappropriate content e.g., violent and incident videos and images, 

pornographic material, online fraudulent activities, propaganda webcasts and betting in 

casinos, etc. Both the assets need not to go wasted as they are the men in action and the future.  

The research area focused in this paper relates to the regulation of internet access on larger 

scale. The sole purpose of choosing this research area is to counter the hazards inflicted to the 

present and future of our world before it is too late. Solutions exist that address the problems, 
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directly or indirectly, but each has got its own merits and demerits in the real world 

implementation. To address the problems of many of the solutions, we have developed an 

internet content regulation framework (ICRF) which will cover the issue from multiple 

domains which is discussed in sections ahead.  

 

2. Literature Review  
 

A number of web content filtering solutions have been reported in the previous research. 

Chen et al. [1] proposed a Web page filtering system that uses text and images to filter 

content by introducing a divide-and-conquer strategy as a filtration framework. The web 

pages are first categorized (divided) according to the appropriate type namely continuous text, 

image alone, and text with images. Then conquer part of the strategy uses the appropriate 

filtration classifier on the identified content. Then the results are combined using a Fusion 

algorithm. This is a hybrid solution, executed in a structured manner rather than sequential, 

considering the different type of data that exists within a web page.  

Lee et al. [2] propose a two staged text based classification method to filter harmful 

content that includes violent and pornographic matter. In the first stage the content is 

classified as harmful or harmless based upon the adjacent and non-adjacent words helping 

analyze contextual meaning, and then in the second stage Support Vector Machine is trained 

to learn the pattern of embedding of harmful content in the ordinary text. The SVM is then 

used to classify incoming web contents. The system also assigns harmfulness severity values 

against different age group users. 

Caulkins et al. [3] proposed an easily configurable filtration mechanism that uses statistical 

classification applied to the text. The solution enables different Guardian preferences to get 

easily configured as the criteria of considering content as objectionable varies. There are five 

components namely “Users” who consume internet, a “Guardian” who customize preferences 

for content regulation, a “Private Web Policy Rater” that is responsible to regulate as per the 

configured preferences, a “3
rd

 Party Rater” that provides with training data sets against 

different objectionable content, and an “Administrative Monitor” that manages the system 

operations. All these five components combine to regulate internet use aiming filtration. As 

the solution filters the actual content of web-pages, hence it remains effective with content 

changes. 

Kim and Kang [4] propose a filtration mechanism that aims to abolish the maintenance 

problems of using static and manual approaches to specify filtration information by replacing 

it with the user‟s knowledge. The system is incrementally trained by user knowledge using 

rule-based filtration method. This is a content based Multiple Classification Ripple-Down 

Rules (MCRDR) filtration method. The knowledge-base increases with incremental steps 

which in turn covers many filtration cases and reducing training activity. 

Du et al. [5] highlighted a web filtration approach using text classification. To determine 

the forbidden sites, a collection of forbidden document sets are maintained. The requested 

Web document is compared with an existing collection set and in case of violation of a 

predefined threshold, access to the content is forbidden. The system generates definite 

confirmed results by aiming at the content and effective segregation of sets. 

Gao et al. [6] propose a hypertext based classification method that categorizes web-pages 

into predefined classes. The approach uses Support Vector Machine as the classification 

mechanism but it suffers from the issue of inaccurate results generation when it is trained 

with noisy data. The researchers use K-Nearest Neighbor algorithm over the training data to 

reduce the noise first and then applied the SVN which yields an effective classifier. This dual 

mechanism minimizes the effect of noise on filtration. The knowledge used for the filtration 
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process is hypertext like HTML tags, hyperlinks, meta-tags, etc which by their nature is very 

rich in information. 

Nguyen et al. [7] propose a fast template based approach that automatically identifies the 

primary text content within the web-pages. There are two phases of the approach. In the first 

phase content preparation is done where templates are created with necessary information to 

retain the document structure. In the second phase, the contents of interest are detected 

against the created templates. This approach makes content block extraction of web-pages 

quicker. 

Polpinij et al. [8] propose a text and image content analysis based Web Pornographic Patrol 

system. The system known as Anti-X system consists of two analyzers for text and images 

each. The analyzer results are converted into a definite single result using a Boolean model. 

The porn URLs are maintained in a black-list for future requests validation.  The method used 

for classification is SVM and for preparing training data is N-Gram model based on Bayes 

Theorem. 

 

3. Internet Content Regulation Framework (ICRF) 
 

Our proposed ICRF is a robust regulation framework is capable of dynamically handling 

website requests and involving every concerned stakeholder. Fig. 1 shows the deployment 

architecture of the proposed framework. 

 

 

Fig.1 – Deployment Architecture of ICRF. 
 

The projected regulation framework constitutes of seven key components that account for 

its operations. There is a “Regulation Manager” for validating a request for access, an 

“Access Frequency Management” module for managing the access statistics of web requests, 

a “Rating system” for classification of requested content, a “Black-List” and a “White-List” 

for retaining site references for blocking and allowing access to in future requests 

respectively, a “Cyber Admin” module for exercising authority as a whole, and a 

“Community” module for involving key members of the society as active participants in 
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reporting harmful content. All these components as a whole regulate the system by 

dynamically eliminating the hazardous internet contents detrimental to the society. Fig. 2 

shows the proposed framework and its components. 

 

 

Fig.2 - Key Components of ICRF. 
 

The comprehensive description of the components is as follows: 
 

3.1.  Access Frequency Management (AFM) Module 
 

This module handles web request as a list of URL record references by calculating the 

access frequency for each of the URL. Access Frequency Manager (AFM) manages two lists 

namely PFL and BFL. The AFM monitors web requests and calculates the access frequency 

followed by preparing an updated report in a sprint of time period. The records are then 

updated in the appropriate lists.  

When web content requests are made, the system analyses the requests and searches for 

new requests that have never been analyzed. All such new requests are handled by the AFM, 

which does a Probabilistic statistical analysis of the requests made against each new request, 

and over a sprint period it prepares an access frequency report with records sorted as per 

frequency values with higher values at top. The report data is then segregated into two 

categories based on a record count formula which are subsequently updated in the appropriate 

lists after each sprint. This probabilistic analysis sprint is a dynamic approach which gets the 

important data references that are in high demand. Thus, the framework focuses at the latest 

content that requires urgent attention. 

The two lists for handling the web-request records frequency data are: 

a. Priority Frequency List (PFL): The PFL contains all the requests data that 

have a higher access frequency over the sprint period. These are analysed by 

the Rating system on priority basis. The existing records left unanalyzed are 

retained in the list with new sprint records appended. 

b. Batch Frequency List (BFL): The BFL contains all the requests data that 

have a relatively low access frequency over the sprint period. These are 

analysed by the Rating system as a batch activity when there is less load 

requesting activity. 
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After each sprint with fixed number of result records, say 20, the above lists are updated 

with latest records.  

There are three main operations after a sprint which are: 

a. For the very first time or in cases when there is no data in the lists, the sprint 

data is divided into half and explicitly updated to the lists. The higher and 

lower frequency references of the sorted sprint list are written to PFL and to 

the BFL respectively. 

b. In cases when there is data in the lists, processing analysis is done at Rating 

System end for segregation of data of sub-sequent sprints. Before each sprint 

data entry in the lists, the RS capacity to process 'A' number of records out of 

the first sprint output list in a sprint time is calculated. After a sprint completes, 

this 'A' count is used to update the B = 'A'+ (20% of A) records of high 

frequency from sprint sorted list to the PFL with the rest updated in BFL. The 

previous sprint un-dealt records in PFL are also left in existing list making the 

total PFL count as C = (B + Existing un-processed Records). Thus, any new 

sprint data is entered into PFL and BFL based on the processing capacity value 

„A‟ of the Rating System in the sprint duration of AFM. Thus, a statistical 

management of the system is ensured by accommodating high priority records 

with the RS capacity being considered. 

c. The number of records to be selected for entry in PFL and BFL is chosen on 

the basis of the count of records that RS can process in that sprint time; this 

way demand and supply balance between the RS performance and updated 

data is maintained. Selecting the records count to be updated, these records 

will be updated in list with data records. Previous records in PFL that were not 

processed by RS are appended to the BFL list and then the slots are updated 

with new sprint records. 

Table I and table II illustrate an example of the two lists containing sample web references 

 
Table I. Sample web references PFL list. 

PFL 

Access Frequency URL Reference 

100 http://www.yahoo.com 

80 http://www.dirtysite.com 

77 http://www.Cars.pk 

.... ... 

.. .. 

 

Table II. Sample web references BFL list. 

BFL 

Access Frequency URL Reference 

5 http://www.GoodBooks.com 

3 http://www.AutoSearch.com 

2 http://www.GameFever.pk 

.... ... 

.. .. 
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The pseudo code for the AFM module is given below in Fig. 3: 

 

 

Fig. 3- Pseudo code of AFM. 
 

3.2.  Regulation Manager (RM) 

 

When a new web request is encountered, the “Regulation Manager” verifies its presence in 

the Black-List first, then the White-List, and finally the Cyber Admin module data to confirm 

if it has already been dealt by the Rating system. If the request is found in any of the lists then 

no further subsequent verifications is performed. 

The incoming web-request is treated in one of the following manner: 

a. If the request reference is found in the Black-List, then this means it is an 

objectionable content request and is out rightly turned down. 

b. If the request reference is found in the White-List, then this means it has been 

cleared recently and the access is granted. 

c. If the request reference is not found in either of the above lists, then it is 

verified in the Cyber Admin Module data i.e., the Cyber Police List (CPL) to 

confirm if a decision is pending against it and has been processed by the 

Rating system. 

d. The final operation by the Regulation Manager is when the request reference is 

not found in any of the three possible lists. A request found missing means that 

it is a new content request or a request with no decision in the system and 

requires to be processed. In this case, the request is passed on to the Access 

ACCESS FREQUENCY MANAGER 

(AFM) 
 

1. Start New Analysis Sprint 

  Accept Web-Req. from RM

  Update reference Frequency 

  Continue with Sprint  

 Sprint Ends 

2. Segregate Ref. into Priority and Batch 

lists on the basis of most and least 

Access Frequencies respectively 

3. Check Priority Ref. in PFL (?) 

 If Exists! 

 Update Reference 

 Go to next Sprint 

 Record 

 Not Exist! 

 Enter the Record 
4. Check Batch Ref. in BFL (?) 

 If Exists!  

 Update Reference 

 Go to next Sprint 

 Record 

 Not Exist! 

 Store the Record 
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Frequency Module for processing which is ultimately analyzed for assessing 

its contents by Rating system. 

Thus, the Regulation Manager is the main controller for managing all the requests and 

routing in the ICRF system. 

The pseudo code for the RM is provided in Fig. 4. 

 

 

Fig.4 - Pseudo code of RM. 
 

3.3.  Rating System (RS) 

 

Rating system in fact is a classification algorithm that analyzes different webpage contents 

and passes an appropriate verdict on them. RS is either a self ownership or is provided by a 

third party which is monitored over time. Requests to be analysed are retrieved from 

appropriate location and analysed for the content covering videos, text, images, etc. in detail. 

There is a classification threshold or margin area for classification which can be configured 

against each implemented method such that the system results are effective. This will ensure 

no over-blocking and under-blocking issues to arise.  

After dealing a request, it is classified into one of the three categories and is updated in the 

appropriate location as follows:  

a. If the request is perceived suspicious of containing objectionable content then 

the request is updated in the Black-list and the content copy is saved as proof. 

And all the future requests will be validated against it. 

b. If the request is ascertained to be clear of objectionable content, then it is 

placed in the White-list. 

c. If a request after analysis is found to lie in the configured marginal region or 

near the threshold value where the request result is considered as dubious, then 

it is referred to the Cyber Admin system and is updated in the CPL (Cyber 

REGULATION MANAGER (RM) 

 
1. Accept New Web-Request 

2. Check Request in Black-List (?) 

 If Exists!  

 Deny Access 

 Go to Step1 
3. Check Request in White-List (?) 

 If Exists!  

 Allow Access 

 Go to Step1 

Not Exist! 

Search in Next List 
4. Check Request in CPL-List (?) 

 If Exists!  

 Allow Access 

 Go to Step1 
5. Request not found in any list (?) 

 Route Req. to AFM-

Module 
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Police List). Further operations on such cases are performed manually to 

validate the RS result.  

The RS can be any indigenous or third-party provided system whose performance and 

success rate is monitored over time. The RS system can be replaced with newer ones based 

on the success rate. The best RS can be adopted after an evaluation period where results 

success (considering confirmed results by RS and unconfirmed results near threshold), low 

referrals to Cyber Admin system, processing power etc. are used as the evaluation criteria. 

The pseudo code for the RS is exhibited in Fig. 5. 

 

 

Fig.5 - Pseudo code of RS. 

 
3.4.  White-List 

 

This list contains requests on the basis of the prior decisions of RS that are to be allowed in 

the near future when requested. The list contains URL references of sites that were found to 

be clear in recent time and assists in quick access granting and minimizes the unnecessary 

load of processing on the rating system. A request already marked clear does not need to be 

processed again and again upon future references. The White-list records are reconsidered for 

analysis by RS once the list gets new records and a record is flushed from it. The next time 

the flushed record, if requested, gets re-analysed by the RS which ensures that nothing gets 

cleared life-long. 

This dynamic approach of handling recently referenced cleared requests help in 

performance gain by minimizing unnecessary frequent treatment of request and considering a 

recent verdict valid for some duration. 

 

RATING SYSTEM (RS) 

 
1. RS in Idle Mode 

2. Check Web-Request in PR-List 

(?) 

 If Exists! 

   Retrieve 

Record 

 Not Exist! 

   Go to Next 

List 
3. Web-Request Exist in PFL (?) 

 If Exists! 

   Retrieve 

Record 

 Not Exist! 

   Go to Next 

List  
4. Web-Request Exist in BFL (?) 

 If Exists! 

   Retrieve 

Record 

 Not Exist! 

   Go to Next 

List  
5. Process the Record 

6. Result is Above Threshold (?) 

  Write site Ref. To 

Black-List 
7. Result is Below Threshold (?) 

  Write site Ref. To 

White-List 
8. Result is Near Margin Line (?) 

  Refer site Ref. To CPL 
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3.5.  Black-List 

 

This list contains requests that are not to be allowed in future as decided by the RS or 

CAM. It contains all the sites URL references that were requested and found objectionable. 

All future requests are verified against it to decide whether to grant access or not. Rating 

system cannot change a result but can be overridden by CAM. 

 

3.6.  Cyber Administration Module (CAM) 

 

The CAM serves the purpose of validating tentative decisions of the RS. All the referrals 

are stored in a Cyber Police List (CPL). The Cyber Police Rater (CPR) handles the Cyber 

Police (CP) operations where team members manually mark their results based on the same 

laid down classification rules that are applied to RS. Based on the validation result, the 

White-list or Black-list is updated with request reference. If a record is updating in the Black-

List, then its contents are also saved for proof. 

Through random verification of CAM results of unconfirmed decisions and other results 

from White-list and Black-list, an RS audit report is generated periodically to analyze the 

credibility of the RS. These Audit results will be used in selecting the effective RS module.  

The CP team members will also have the authority to override an existing result with 

proper access/blocking request process and an audit trail mechanism. 

The pseudo code for the CAM is shown in Fig. 6. 

 

 

Fig.6 - Pseudo code of CAM. 

CYBER POLICE RATER (CPR) 

(Pseudo A) 
1. Referral Record Exist in CPL 

(?) 

 If Exists! 

   Retrieve 

Record 

 Not Exist! 

   Wait for 

Ref. Record 
2. CP Validates the Record RS 

Result 

3. RS Result is accepted (?) 

  CP Confirms RS 

Result 

  CP Result is 

recorded 

  Write To 

White/Black-List 
  Info Stored for RS 

Audit 
4. RS Result is corrected (?) 

  CP Overwrites RS 

Result 

  CP Result is 

recorded 

  Write To 

White/Black-List 
  Info Stored for RS 

Audit 

 

(Pseudo B) 
1. Generate Periodic RS Audit 

Report 
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3.7.  Community module (CM) 

 

The CM module manages voluntary public complaints from legitimate community 

members who are designated responsible members from the society e.g., university 

professionals or cyber professionals who are authorized to launch request for blocking of 

certain web contents. These Priority requests are forwarded to the RS for swift reaction to 

identify and block potentially objectionable contents.  

All the public complaints are handled by a Public Request Analyzer (PRA) and are saved 

in a Public Request List (PRL). Such records are then retrieved by the RS from this PRL on 

priority basis. An audit process is also managed against the complaints to verify the 

credibility of complaints by each member to decide to continue entertaining subsequent 

request of a particular member or otherwise. 

This way, every stakeholder of the system, direct or indirect, gets involved in this 

mechanism ensuring the regulation from multiple dimensions. 

The pseudo code for the CM is given in Fig. 7. 

 

 

Fig.7 - Pseudo code of CM. 

 

4. ICRF Operational Flow 
 

While web traffic keeps flowing through the system, the web browsing requests are 

captured by the Regulation Manager.  

The Regulation Manager handles the request and verifies if it has been processed in the 

past. If the answer is positive then appropriate action is taken to block or allow access to it. 

An entry found in the White-List would lead to grant of access whereas an entry in Black-

List would lead to blocking the access. If an entry is found in a pending state in the Cyber 

Administration module, then access would be allowed as long as the result is not validated 

by Cyber police members. 

In case where the Regulation Manager does not a reference to a web request in exiting data 

stores, it is considered as a new request and is forwarded to the Access Frequency 

Management module. This module analyzes various new requests made and provides 

statistics relating to the access frequencies. The module produces two lists; one list contains 

high frequency requests to be treated on priority basis and another list contains requests that 

PUBLIC REQUESET ANALYZER (PRA) 

 

(Pseudo A) 
1. CM Logins and Lodges Complaint 

2. PRA Waits for Complaint from CM 

3. New Complaint Received (?) 

  Write To PR-List for RS 

  Record Req. & Source details 

 

(Pseudo B) 
1. Generate Periodic CM Audit Report 
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are required to be treated in a batch mode when load on the system is relatively low e.g., off-

peak times in the evenings or at night. This data is regulated by passing through the Rating 

system. 

There is a Community module which involves the society members with designated 

accounts. The members intermittently make complaints about the web contents that are 

potentially considered harmful and such request are treated on priority basis. This complaint 

data is also regulated by passing through a classification system.  

The Rating system is the classification system where data to be regulated is processed. 

The data from Access Frequency Management module and from Community module are 

retrieved for processing. The system writes the appropriate result to the White-List or Black-

List, or refers it for further validation. 

The Cyber Administration module is where the referrals are handled. These referrals are 

written either to the White-List or Black-List. 

This way, live web requests are handled through a statistical analysis from multiple 

domains. The automated analysis system and the social responsibility involvement enable a 

tightly regulated internet use on a geographical level. 

 

5. Validation 
 

In the area of internet regulation is of much concern for almost all the nations of the world 

particularly for the leading developed countries like China, Australia, UK and U.SA. etc.  

In general, China has been in focus for a long time due to the latest technology and 

techniques used by her to counter internal cyber threats and, of course, her commitment to 

regulate internet contents. In the findings reported by OpenNet Initiatives [9], China is 

exceedingly committed to regulate internet with particular reference to operational working to 

investigate global filtering and surveillance practices. Chinese government has carried out 

proper legislations to safeguard youth by taking rudimentary measures like software 

installations on ISPs and Internet content providers, software at internet Cafes, Green Dam 

project on computer manufacturers and importers etc. The “Golden Shield” project, also 

known as “The Great Firewall of China”, is one of china‟s successes on a geographical scale. 

It is essentially a digital national surveillance network across China that targets content 

regardless of where it is hosted and blocks its access using different strategies. The content 

filtration occurs at TCP packet level.  Furthermore, there is a policing team and formal 

federal body for supervising the regulation process. The policing team is claimed to be 

around 30,000 employees duly having support from community members. 

The proposed Internet Content Regulation Framework in this paper aims at regulation on 

geographical scale and proposes similar kind of implementation at ISP and other heavy traffic 

areas as reported in [9]. The concept of content filtration is used in the proposed framework 

so that the actual material gets analyzed. The analysis mechanism in our case is independent 

components namely the Rating System which will automatically deal requests and decide 

about confirm results and referral results to retain quality of blocking. Similar to the case of 

internet content regulation implemented by Chinese government, a TCP packet level filtration 

is done. Our system does not force any specific method though it stresses on content detailed 

filtration, but in fact relies on RS to comply with the regulations. The results audit report will 

matter at the end. Our framework has appropriate modules to cater for Community 

complaints in an organized manner and policing team smaller in count just to assist the 

Rating system results which are enabled to closely monitor the system results and produce 

swift analysis. The proposed framework has statistical request analysis module that calculates 

access frequency of live traffic and based on the importance of requested content are dealt so 
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that the communities are protected from internal and external cyber threats to a larger level. 

The contents that are rarely requested are not left out but are dealt in free time. The system 

works on a knowledgebase which will be the asset and can be shared across the implemented 

system. Self Auditing mechanism is in place against every activity that will assist in finding 

loopholes in performance or make realize the benefits of the RS system.  

Thus, the proposed framework covers every implementation domain and stakeholders are 

got involved by sharing the common goal and responsibility. Moreover, Automatic and self 

coordinated regulating system will be guaranteed by the framework. 

 

6. Discussion and Future Work 
 

In the proposed framework the content regulation is performed in dynamic and real time 

internet environment. Contrary to what is seen in existing work, in our system   there is no 

outdating of White-list and Black-list. The manual management of these data lists, which are 

used to get outdated over time, is abolished with real time processing of requests. 

Significant performance is achieved in terms of low time consumption, as the RS analysis 

results are considered from the Black and White-Lists rather than working out each incoming 

request every time it is being requested. Optimum regulation results are ensured by 

considering live content access request frequencies using the Access Frequency Management 

Module. 

The society involvement in the form of Community Module is another aspect which 

ensures to handle complaints that are potentially objectionable on urgent basis. 

The framework incorporates an automated Rating system which can be picked from 

anywhere. Audit of the rating system results ensures credibility of the classification system 

which in turn ensures that effective engine is integrated. Similarly, audit of the complaints 

lodged by the community system‟s member accounts also ensures the complaint credibility. 

Problems of under-blocking and over-blocking are handled using the unconfirmed result 

validation by the Cyber Admin module and overriding of a decision with audit trail 

information by the Cyber Administration module. This makes the framework a tightly bonded 

system for quality tracking. 

At the start, the ICRF begins building up its knowledgebase and with the passage of time, 

the regulation will become effective enough to verify automatically against its decisions. 

In future, the framework can be implemented and optimized for different application 

domains as it is intended for areas with massive traffic flow. Work can be done at the 

architectural level where different modules of ICRF can be made to work on Service Oriented 

architecture. This will enable the ICRS to operate in a distributed environment and its 

components inter-operate to share results. The implementation of ICRF using SOA on a 

localized distributed level can be employed for controlling different regions and to keep a 

centralized track of the overall malicious internet activity on a geographical scale. Work can 

also be done to make the system assist in tracking the source and destination of any 

objectionable activity on the internet. 

 

7. Conclusion 
 

There are different methods where internet content is regulated like classification of 

content, hard blocking using IP address or URL, learning machines implementation etc., but 

each has its shortcoming to comprehensively regulate the content. Some of the methodologies 

have become outdated over time due to the dynamic nature of internet as many of them were 

hard to maintain manually; and issues of over-blocking and under-blocking of content were 
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faced which made them difficult to continue in tangible and real implementation. These 

bottlenecks can be overcome with the proposed ICRF framework. The proposed framework 

can be applied to regulate almost any network with any type of content Rating system. The 

true benefits can be realized by applying this framework on a geographical basis where bulk 

data is frequently requested. 
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