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Abstract 

A supply chain should ensure survivability and sustainability. However, a supply chain 

has been exposed to various risks because of uncertainty, complexity, ambiguity, and etc. 

These risks expose the vulnerability of a supply chain and threaten the survivability and 

sustainability of the chain. If a risk occurs in a supply chain, it should be removed or 

weaken from the supply chain. But, it is not easy to remove or weaken from the chain. 

Therefore, this study proposes a method to prioritize the risks and to establish a 

corresponding strategy about them after considering the relationship and fatality of the 

risks which occur in a supply chain. This study uses Grey approach and Interpretive 

Structural Modeling (ISM) to propose a method which finds the location, the most 

vulnerable place, about the risks in a supply chain. 
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1. Introduction 

A supply chain should ensure survivability and sustainability. However, a supply chain 

has been exposed to various risks because of uncertainty, complexity, ambiguity, and etc. 

According to the increasing of social complexity and uncertainty, it is great on not only 

the sustainability of a company, but also the sustainability of the supply chain that 

includes the company [1, 2, 3, 4, 5]. The sustainability of a supply chain is differently 

influenced by the counter strategy of companies in a supply chain about risks. 

The concept of risk in a supply chain is still vague and often ill-defined and Heckmann 

et al., [6] expressed risk as “the fear that economic activities lead to the loss or 

devaluation of an important asset or a decrease in the performance of the business”. 

March & Shapira [7] defined supply chain risk as “variation in the distribution of possible 

supply chain outcomes, their likelihood, and their subjective values”. Peck [8] defined 

supply chain risk as “anything that (disrupts or impedes) the information, material or 

product flows from original suppliers to the delivery of the final product to the ultimate 

end user”. Venkatesh et al., [9] classified that “risk is measurable and can be estimated 

from the probabilities of the outcome” and Knignt [10] classified that “uncertainty is not 

quantifiable and probabilities of the outcome are not known”. But Yates & Stone [11] 

argued that “risk implies uncertainty about the prospective outcome and if the probability 

of the outcome is known then there is no risk”. 

Christopher et al., [12] defined supply chain risk as “any risk to material, product and 

information flow from the original supplier to the delivery of the final product”. Supply 

chain risk is defined as three general types of risk or threats which impact the supply 

chain: natural accidents (fire, earthquake, etc.), normal accidents (technology 

failure/breakdowns), and abnormal accidents (ill-will by insiders/outsiders) [13].  
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A supply chain is easily exposed to various risks and the type and intensity of risks are 

different by the circumstance of a supply chain.  The risk which occurs in a supply chain 

should managed by the concept of supply chain risk management (SCRM). SCRM is 

defined as “the implementation of strategies to manage both every day and exceptional 

risks along the supply chain based on continuous risk assessment with the objective of 

reducing vulnerability and ensuring continuity” [14].  

Basically, a supply chain uses the preventive approach before a risk occurs and it uses 

the interceptive approach after a risk is realized.  But, a supply chain cannot prevent all 

risks which occur in advance and cannot recover the status of a supply chain into the 

status before there is any risk. Therefore, it may be realistic to find the most vulnerable 

position in a risk and then manage it after considering the possibility and impact of a risk. 

This study will propose a priority rule about a risk in a supply chain in order to select the 

most vulnerable position of the chain considering the impact of the risk which is possible 

to occur. This paper applies Interpretive Structural Modeling (ISM) and Grey approach to 

find the most vulnerable position about a risk which occurs in a supply chain. 

This paper explained that a risk in a supply chain and the research purpose in Section 1 

and will explain the related researches to select the priority of a risk in Section 2. In 

Section 3, this study will propose a method to select the most vulnerable position about a 

risk in a supply chain and in Section 4, the proposed method will be examined by a 

numerical example and the result is analyzed. Finally, the conclusion and future 

researches will be proposed in Section 5. 

 

2. Related Researches 

Supply chain risks are diverse and the risks depend on the environment and condition 

of a company. And the effect of a risk to the company is different. Business Continuity 

Institute Survey [15] explained the top three causes of supply chain disruptions as 

unplanned IT & telecommunications outage (64%), cyberattack & data breach (54%), 

adverse weather (50%) and etc., (Figure 1). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Causes of Supply Chain Disruption 
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Also, Business Continuity Institute Survey [15] explained the consequences of supply 

chain disruptions as loss of productivity (58%), customer complaints received (40%), 

increased cost of working (39%), loss of revenue (38%), service outcome impaired (36%), 

and etc. (Figure 2). Business Continuity Institute Survey [15] revealed that “the most 

common consequences of disruption such as the loss of productivity (58%), customer 

complaints (40%), and increased cost of working (39%). The percentage of responses 

indicating the consequences of supply chain disruption falls across the board this year, 

notably damage to brand reputation (34.6% to 27%) and delayed cash flows (34.1% to 

21%). The only exception is product recall or withdrawal (6.5% to 10%).” 
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Figure 2. Consequences of Supply Chain Disruption 

As shown in Figures 1 and 2, the causes of a risk in a supply chain are various and the 

results of a risk are various. So, in the view of a supply chain, it is difficult to detect and 

remove all of the cause of a risk. Also, it is necessary to calculate the effect of a risk 

quantitatively to remove a risk in a supply chain. The study proposed quantitative risk 

measures as standard deviation, mean-variance approaches, value-at-risk (VaR), 

conditional-value-at-risk (CVaR), premiums, likelihood, the severity of adverse effects, 

and the extent of loss to measure a supply chain [6]. Khan et al. [16] explained the models 

for the prioritization of risk as Failure Mode Effect Analysis (FMEA), Risk Benefit 

Analysis (RBA), and Cost Benefit Analysis (CBA). The models are based on factors like 

the probability of occurrence, severity, and the detection ease. 

Because risks that occur in a supply chain take affect each other, a risk cannot simply 

be considered as the problem of only the risk. It is possible to accurately measure the 

impact of a risk after the impact it receives from another risk and gives to another risk 

should be considered at the same time. ISM is one of the ways that measure objectively 

the impact among risks. 

ISM is defined as a process which modifies the unclear and poorly articulated mental 

models of systems into the visible, well-defined models useful for many purposes [9, 17]. 

That is, if ISM is used in the evaluations of risks in a supply chain, it takes into account 
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the interdependency between the various risks with the meaning of showing a driver risk 

of multiple other risks [9, 18, 19]. 

Grey system theory has been studied to overcome the vague and ambiguous 

phenomenon and to propose an objective solution [20, 21]. Memon et al. [22] applied 

Grey system theory and uncertainty theory for selecting suppliers in a supply chain and 

Baskaran et al. [23] applied Grey approach to evaluate the sustainability of textile 

providers. Brito et al. [24] applied Grey-based ELECTRE approach to sort risk factors in 

a supply chain. 

 

3. The Prosed Method 

This paper applies 2 Stages as follows in Figure 3 to increase the accuracy for selecting 

the risk priority in a supply chain. In Stage 1, this study identifies the association between 

2 risks using ISM. In Stage 2, this article determines linguistic variables and Grey 

numbers for each attribute after giving the relevant information between 2 risks to experts 

and applies Grey approach using the Grey numbers. Finally, it selects the location which 

influences on the most serious effect.  

ISM algorithm used in Stage 1 can be described as follows in Table 1 to determine the 

relationship among risks [9, 25]. ISM is used instead of the traditional cause effect, 

fishbone, Ishikawa diagram, and etc. because it is easier to understand the relationship 

among various interrelated factors which lead a particular effect [9]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. A Proposed Algorithm using ISM and Grey Approach 
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Table 1. Stage 1. The Algorithm of ISM 

Step Explanation 

1: Identification of 

variables 

Key parameters of the system are determined by checking through a 

literature survey and brain storming (in this paper, Focus Group 

Interview (FGI)) with the experts. 

2: Constitution of 

contextual 

relationship 

Contextual relationship identifies the pairs of variables for variables 

which are determined in Step 1. Contextual relationship is a matrix 

which is called as a structural self-interaction matrix (SSIM). 

The notations used to develop SSIM are as follows. 

F: Risk variable i leads to variable j  

B: Risk variable j leads to variable i  

T: Risk variable i leads to variable j and vice versa 

N: No relationship between the variables 

3: Constitution of 

Initial Reachability 

Matrix 

In SSIM, F, B, T, and N are replaced by 1 or 0 by the following rule. 

SSIM is converted to a binary matrix called the initial reachability 

matrix. 

Rule 1: If the (i, j) entry in the SSIM is F, then the (i, j) entry in the 

reachability matrix becomes 1 and the (j, i) entry is 0.  

Rule 2: If the (i, j) entry in the SSIM is B, then the (i, j) entry in the 

reachability matrix is 0 and the (j, i) entry becomes 1.  

Rule 3: If the (i, j) entry in the SSIM is T, then the (i, j) entry in the 

reachability matrix becomes 1 and the (j, i) entry also becomes 1. 

Rule 4: If the (i, j) entry in the SSIM is N, then the (i, j) entry in the 

reachability matrix becomes 0 and the (j, i) entry also becomes 0.  

4: Transitivity check 

Transitivity check inspects the reachability matrix created by SSIM 

and constitutes the transitivity matrix.  

Transitivity check means that if a variable, a, is related to a variable, 

b, and if the variable, b, is related to a variable, c, and then where the 

variable, a, has inevitably the relationship with the variable, c. 

5: Decision of levels 
Transitivity matrix is converted into the canonical matrix format 

which arranges elements by levels. 

6: Building of ISM 

model 

Variables in each level identify the connection among risks based on 

the relationship defined by SSIM.  

 

Table 2 which is described as Stage 2 is the algorithm which determines weight values 

by supply chain experts utilizing relevant information proposed in Stage 1 and applies 

Grey approach [20, 21, 23, 26]. 

Table 2. Stage 2. The Algorithm of Grey Approach 

Step Explanation 

1 Gathering of decision makers’ opinion about attributes and 

alternatives 

2 Evaluation of Grey weight of each attribute 

3 Evaluation of attribute rating value of each alternative 

4 Establishment of Grey weighted average and Grey decision matrix 

5 Normalization of Grey decision matrix 

6 Establishment of the weighted and normalized Grey decision matrix 

7 Making of the ideal alternative 

8 Calculation of the Grey possibility 

9 Ranking the order of the alternatives 
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4. Experiment 

The risks which destroy a supply chain are various. This paper proposes a method to 

find the most vulnerable position for 8 risks represent the most frequent in the 

investigation of Business Continuity Institute Survey [15]. The selected 8 risks are 

summarized in the following Table 3. This study aims to extend the study of Park [27] 

and describe in detail the study. 

Table 3. The Selected Risk Attribute 

Risk # Attribute 

R1 Unplanned IT & telecommunications outage (72%) 

R2 Cyberattack & data breach (50%) 

R3 Adverse weather (41%) 

R4 Transport network or disruption (38%) 

R5 Loss of talent/skills (36%) 

R6 Outsourcer failure (34%) 

R7 New laws or regulation (31%) 

R8 Product quality incident (e.g. human recall) (29%) 

 

The process which determines the position that the selected 8 risks give a supply chain 

the fatal effect applies the ISM of Stage 1 and the Grey approach of Stage 2. The 

explanation is as follows. Supply chain experts evaluate subjectively importance, 

destructive power, continuity, and etc. However, the risk arising in a supply chain should 

be evaluated objectively if possible and then the result is agreed by all. Therefore, ISM 

steps of Stage 1 give experts the relevant information of the selected risks before applying 

Grey approach and select objective grey numbers about linguistic variables. Finally, the 

ISM algorithm makes the relationship map shown on Figure 4. 
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Figure 4. ISM for Risk Relationship in a Supply Chain 

This study applies Grey approach considering the risk relationship of Figure 4 obtained 

by ISM of Stage 2. It is supposed that supply chain risk experts are 4 members and the 

supply chain consists of 6 tiers (Group 1 ~ Group 6). Supply chain reflects Figure 4 and 

evaluates Grey number into Table 4 and 5 about risk seriousness.  
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Table 4. The Linguistic Attribute Weights in Grey Numbers 

The seriousness of attribute 

Linguistic variables grey numbers 

Very Low (VL) 0.0 0.2 

Low (L) 0.2 0.4 

Medium Low (ML) 0.4 0.5 

Medium (M) 0.5 0.6 

Medium High (MH) 0.6 0.8 

High (H) 0.8 0.9 

Very High (VH) 0.9 1.0 

Table 5. The Attribute Ratings Value of Alternatives in Grey Numbers 

The rating value of alternative 

Linguistic variables for risk index 

(preventable risk  resulting risk) 

grey numbers 

None (N) 0 2 

Pretty Rare (PR) 2 4 

Rare (R) 4 5 

Usual (U) 5 6 

Serious (S) 6 8 

Very Serious (VS) 8 9 

Uncontrollable (UC) 9 10 

 

Table 4 and 5 which are decided by the experts of a supply chain help that this study 

connects the ambiguity and uncertainty which are the properties of the risks of a supply 

chain to fuzzy concept and gives the quantitative result. The impact of a risk is not easy 

quantified in a supply chain because a risk which occurs in a supply chain influences on 

the different results to the supply chain by location, time, response strategy, response time, 

and etc. Therefore, this paper applies Grey approach in order to consider fuzzy 

information which reflects the risk of a supply chain and to make the result. 

Also, because the result is varied by the impact of the risks in a supply chain, this study 

gives information which considers the relationship among risks using ISM and decides 

effectively Grey numbers. 

This paper applies the Grey approach of Table 2 using Table 4 and 5. And then the 

most vulnerable tier about the proposed risks is T1 among 6 tiers. After that it is 

vulnerable to risks of T5, T4, T3, T2, and T6 order. 

 

5. Conclusions and Further Studies  

The This study proposed a method to determine the priority of locations (tiers) which 

should respond first of all for the risks which arise in various forms by various causes in a 

supply chain. The assessment of the risks arising from a supply chain gives different 

results by a variety of indicators such as characteristics of supply chain experts, supply 

chain environment, associations among risks, and etc. Therefore, this study objectified the 

risks which occur in a supply chain within the possible range and then proposed a method 

to find the place that have the greatest impact. 

This study applied ISM to consider the impact of risks which occur in a supply chain. 

The method is a process which is defined as visible and well-defined models useful for 

many purposes about unclear and poorly articulated mental models of systems. And if it is 
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used to evaluate risks in a supply chain, it is taken to account the interdependency 

between the various risks because it is possible to show a driver risk of multiple other 

risks. 

Because the risks arising from a supply chain itself are ambiguous and an evaluator 

gives subjective result for risks, this paper applied Grey approach to find the weakest 

position at risks while ensuring the objectivity. The method presented the opinion of 

supply chain experts about risks in an objective value that Grey numbers using ISM and 

Grey approach. Using this value, the method finds the location which is the weakest 

position to next and responds it. 

This study presented sequentially one by one from the most vulnerable location to the 

nest. However, it is necessary to present objectively that the most vulnerable location is 

how much more vulnerable compared to the next weaker position. So, this paper proposes 

it to further study. 
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