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Abstract 

This paper points out the importance of research in the field of the perception of security. 

It starts with the lack of usability of state of the art methods for gathering passenger 

perception of security in public mass transportation. Based on defined problems and 

requirements, a new methodical approach for detecting and analyzing objective situation 

data and subjective passenger perception is described. Afterwards, the test run of this new 

approach at Cologne main station is described and findings on customer perception during 

events like soccer games are presented. Finally, the conclusion sums up the results of this 

research on the new approach for measuring passenger perception of security in public mass 

transportation systems. 
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1. Introduction 

Critical infrastructures, in this case public mass transportation, must kept safe and secure 

[1]. Night traffic, changing demographic environment conditions, attacks (e.g. through young 

people on platforms in Berlin, 2011) or even assaults (Madrid 2004, London 2005) have 

shown the vulnerability of public mass transportation [2-4]. In context of improving safety 

and security, data have to be gathered and interpreted permanently. Initially, the terms 

security and safety, whereat this paper focuses security, are defined: the term safety is used if 

“the hazard directs from one’s own object to an exposed object within the environment. The 

occurrence of hazard is unintended and thus not foreseeable on a temporal basis” [5]. 

Whereas security “includes the intentional creation of hazard to create maximum damage 

with minimal effort” [5]. Therefore, the new methodical approach for measuring passenger 

perception of security is a chance to evaluate mass transportation security. Perception is a 

subjective factor, which is influenced by objective factors, e.g., police presence. The 

measurement of subjective perception in real situations, in this case public mass 

transportation, is challenging. 

Nowadays data collection in the context of perception of customer, for instance 

quantitative questionnaires and qualitative interviews applied within marketing mainstream, 

reach their limitation in dynamic situations like public mass transportation [6]. Measuring the 

subjective perception of security, while using public mass transportation, takes too much 

time. It does not link the real objective with the specific subjective perception. A new 

methodical approach, taking engineering and social science aspects into account, is 

appropriate to gain a measurement method for objective and subjective values. This 

differentiation between objective, situational data and subjective, perception of security is a 
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basic demand in order to understand how public mass transportation customers feel in real 

situations [7]. A further reason is that perception of security change regarding the nationality 

of the customers [8]. Afterwards the problem of the measurement of perception of customer 

and its requirements are described. Based on these results, a new methodical approach, which 

can be used to measure the passenger perception of security in the subway, will be developed. 

Finally the results and conclusions of this method will be discussed critically following a test 

run at the Cologne main station.  

Furthermore, the presented research shows the connection of video analysis and survey 

data for simulating customers’ behavior, since the objective data of the camera recording can 

be coupled with the subjective security perception of passenger to be subsequently displayed 

in the simulation. In specific terms, the subjective statements of passengers will be quantified 

and connected to the detected video analysis data. These objectified sensitivities of 

passengers are used as a parameter in the simulation. The collected knowledge and the 

framework will be used as basic parameter and integrated into the digital planning manual.  

 

2. Methodological Approach 

In the age of major events such as public viewing, festivals and sporting events the 

perceived security of people becomes more and more a focus of science. Several studies 

have investigated perceived satisfaction in context of public transport services [8, 9]. 

Currently, there is small knowledge about the behavior of crowds. Data are only 

available from simulations created in laboratory tests [10] or by surveys that are not 

connected to the real situation the passenger is involved in [8] . However it is not always 

possible to transfer data into reality, because situational conditions can vary each time. 

Also laboratory tests cannot imitate real situations so that the respondent test behavior 

may differ from their real behavior and their feelings. Though, perception of security 

people or in this case passenger of public mass transportation is still inexplicable and 

therefore not predictable. 

In this new methodical approach, technical and social science perspectives are 

combined to close this knowledge gap. With the help of engineering approaches some 

shortcomings of classical questioning methods are recorded and resolved. It has been 

difficult for existing questioning methods to capture the latent sense of security [11, 12, 

13]. The reason for this fact is that the perception of people can only be captured within 

the situation. Surveys following a situation or hypothetical questions lead to inaccurate 

or even falsified results, because the situation is not comprehensible and the experience 

of customers cannot be assessed correctly [14]. 

Accordingly the “Research Group Product Safety and Quality Engineering” of the 

University of Wuppertal developed within the project VeRSiert [15] a new methodical 

approach which allows to assess the costumer as part of the situation and the customer-

related processes according to his feeling of security. The new methodical approach 

enables an investigation of the basic need of “safety” (see Maslow’s Hierarchy of Needs 

[16]). 

The underground station of Cologne’s main station was used as test field where the 

passengers (i.e., the costumers) in terms of a high density of people on the platform (i.e. 

the customer related process “walking along the platform”) were consulted about their 

sense of security. The theoretical basic considerations, the experimental setup, and the 

first findings are presented in the following chapter. 
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2.1. Basic issues of the Security Surveys 

To record the passengers’ sense of security, fundamental considerations are required. 

It has to be figured out which factors make passengers feel secure or rather insecure. 

Certainly, the extent of influencing factors needs to be explored. 

In contrast to previous surveys using questionnaires [8, 17] or telephone surveys, a 

recording in situ is required, regarding the sense of security, to obtain accurate data 

(impression of passengers). Therefore the survey must not restrict the passengers while 

using public mass transportation systems. This means, that the investigation must 

contain a very low effort in terms of time and distance for the passengers. Furthermore 

this survey method shall allow the survey of a large number of people within a very 

short time. In addition the subjective impressions of passengers have to be linked to the  

prevailing objective value which influences the perception of security. 

Figure 1. Simulating the Feeling of Security Combining Objective An 
Subjective Measurements 

The latter leads to the conclusion that the processes, which a passenger needs to run 

through, have to be known for the measurement (see Figure 1). In order to illustrate the 

real situation by a simulation, the objective and subjective measurement data must be 

brought together. In addition to that, it must be determined which influences or 

characteristics have a bearing on the individual processes and lead passengers to change 

their perception of security. As a result it must be defined, which costumer-related 

processes (what?) at which measurement point (where?) by appropriate technology and 

methods (how?) are investigated as a basis for measurement. 

 

2.2. Concept of the Security Surveys 

The first step is a concept for identifying costumer-related processes. The respective 

processes for subway passengers in the main station of Cologne were analyzed with the 

help of Service Blueprinting. This event-orientated method was developed in the early 

80s by Shostack [18]. The purpose of this method is to identify customer participation 

and contact points, which are often very different and divergent within processes [19, 

20]. Therefore the enterprises’, as well as customers’ processes have to captured and 
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afterwards visualized to bring them into a temporal, transparent, and logical exposure. 

Hence, the blueprint must be aligned to the specific application [21]. 

The Service Blueprint itself divides the processes (customer/enterprise) into different 

sub-categories and contact points, to make obvious which process an enterprise realizes 

(direct) as a customer contact point. For this subdivision different types of lines are 

used [22-25]. These lines are: 

 Line of interaction: Distinction between customer and performance providers 

activity. 

 Line of visibility: Separation between enterprises’ activities which are 

invisible for customers and those which are visible. 

 Line of internal interaction: Division between the activities of the customer 

contact personnel and those of other employees. 

 Line of order penetration: Segregation among activities for market 

development which are not depending on customer orders. 

 Line of implementation: Definition of implementation activities compared to 

planning and control activities. 

The following Figure 2 visualizes the basic application of the service blueprint.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Service Blueprint, According to [21] 
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At the identified customer contact points it is possible to measure customer 

perception of security, also regarding the provided performances through the enterprise 

processes. In addition, the appropriate influences on the perception of security could be 

detected and associated with the processes by performing literature research in the area 

of basic needs. The applicable measurement methods are derived from the type of 

exposure [26, 27]. The measurement concept (shown in Figure 3) represents the 

relationship between the costumers  ́ processes, the key points or customer contact 

points and their acting influences on the costumer. In the following, the influences of 

perception of security are referred as security indicators (SI). They were confirmed by 

qualitative surveys of passengers at the station and completed where necessary. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3. Measurement Concept for Perception of Security 

The SI were measured objectively at appropriate points within the customer-related 

processes that were previously identified and documented with Service Blueprints. The 

subjective impressions of the customers have to be gathered at the same time by using 

the new methodical approach. The connection between the costumer-related processes 

and the objective and subjective measurements are documented in the performance-

cluster. 

The performance-cluster, as a data base, does not only show the SI and the effected 

processes, it also structures the various services and quality aspects, allowing a 

subsequent evaluation of measured data. Since a part of the measurement approach a 

large volume of data is generated, EDP-assistance is needed for the performance cluster 

[28]. On the one hand the software was loaded with the findings from the qualitative 

and quantitative surveys with all SI, and the customers  ́processes were deposited on the 

other hand in order to assign data to the processes and SI. 

This performance cluster does not only link the collected objective measurement data 

with the subjective data, but assigns the data to the respective security indicator that is 

queried and the involved processes the passengers go through. Thus, the perception of 
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security of the passenger within the processes of public transport services can be seen 

[14]. In detail, the performance-cluster of public mass transportation, which is used in 

this case, displays the processes of the passengers when they leave the subway and go 

to the main station. These processes will be compared with the indicators that are 

relevant for the sense of security in a matrix. The relevant factors identified in the 

project are listed in Figure 4 as an example. 

Figure 4. Exemplary List of Security Indicators for Subway Passengers 

However, not all indicators for the subsequent measurement could be considered as 

time and financial resources were limited in the project. The project consortium agreed 

on the indicator “Proximity to the next person” in the context of the networking of the 

work packages with the aim to depict the security indicators in a simulation. The 

subsequent measurements of the sense of security were focused on this security 

indicator, because the distance to the next person regarding to the subjective feeling of 

security for the passengers is a key-factor and the passenger perception of the “space” 

represents a special stress trigger [29]. Furthermore conducted surveys in the 

framework of the project at Cologne Main Station delivered same findings . The 

subsequent measurements of the perception of security were focused on this security 

indicator. 

Vertically-oriented cameras that were mounted on the ceiling of the subway station 

were used for the objective measurement. The cameras counted the number of people 

and thus delivered a statement about the density of people on the spot by taking the 

existing surface on the subway platform into account. 

Moreover, the “Cards&Lights” method was used for not constraining the passengers 

within the survey of the subjective sense of security at their way from one place to the 

other. This procedure is based on the distribution of survey cards to the passengers, 

which have to be posted in a ballot box [14]. The survey cards, which contain the 

information “distance to the next person” in a statement that refers to a security 

indicator (in this case “Person density” at the platform), is posted in a ballot box. The 

ballot box is divided in three sections (red/yellow/green). Depending on the current 

situation, the passenger can throw the statement “with the current number of people 

around me, I feel good” or “with the current number of people around me, I feel secure” 

in green - “I agree”, yellow - “I abstain (from voting)”, or red - “I disagree” slots. By 

emptying the boxes corresponding to the time intervals of the incoming subways and 
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the simultaneous counting of passengers disembarking from the subway it can be 

determined by which density of people the passengers feel secure or comfortable. 

The measurements themselves took place at the Cologne main station during soccer 

games of the “1. FC Köln”, “Cologne Lights” and during the Christmas market. The 

results prove that the developed measuring method for the detection of security feeling 

is suitable for passengers. In particular, the return rate of more than 35%, the usability 

of the survey results, the consideration of the given requirements, the survey of a large 

number of people in a short time without hindering their intentions (no stopping for 

passengers on their way to the place of destination), are the main advantages.  

 

3. Permanent Measurement Concept 

The general requirements for the measurement concept regarding the passenger 

perception of security was already fulfilled through the work described above, but some 

aspects of the potential users of the method have not been solved satisfactorily. The use 

of the described concept requires the assignment of a lot of personnel and therefore 

cannot be used permanently.  

In a first approach, this continuous measurement concept was developed without a 

digitally media link between objective camera data and subjective passenger perception. 

The consolidation of camera and security perception data was done afterwards by 

statistical analysis and uploaded as basic information for the simulation in order to 

reduce personnel resources as well as media breaks. This led to two variants of 

permanent measurement, which differ by the costs of the measurement system that is 

used. As a result a “Low-Tech”- and a “High-Tech”- concept for the permanent 

measurement was evolved. 

The “Low-Tech”-concept is based on electrical signals (for example a buzzer), which 

are coupled with a timestamp. The signals are digitally recorded and stored. They can 

be read out by using a laptop, as the following illustration shows. 

 

Figure 5. Concept Variant “Low-Tech” for Permanently Measurements 
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The “High-Tech”-concept includes a touch screen, which shows the questions and an 

answer scale (red/yellow/green). The collected data is time stamped and forwarded by 

using a Wi-Fi connection directly to the interface which connects the camera’s metering 

and evaluates the data to redirect it to the simulation (see Figure 6). 

 

Figure 6. Concept Variant “High-Tech” for Permanently Measurements 

Both concepts offer the opportunity of a permanent measurement. The more costly 

version also provides a direct feed of the data to the simulation. Which concept for the 

implementation of the measurement should be used, can be decided on the basis of the 

requirements concerning the measurement. The following Table 1 gives an overview of 

a comparison of the two permanent and the continuous measurement concepts. 

Table 1. Comparison of the Measurement Concepts 

Measurement 

Concept 

Continuously Low-Tech High-Tech 

Informational 

Value 

+ + + 

Response Time Days Hours/Days Seconds 

Number of 

interviewed Persons 

+ + + 

Low expenditure of 

time 

+ + + 

No obstruction + + + 

Fixed costs Low Middle High 

Variable costs High Middle Low 
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4. Findings in Relation to the Security Indicator "People Density" 

First findings about the influence of passenger perception of security by a crowd of people 

could be achieved with the continuous measurement concept in the context of the project 

VeRSiert. Therefore, the underground station of the Cologne transport services (Kölner 

Verkehrsbetriebe - KVB) at the Cologne main station was chosen as test field. A total of six 

measurements took place. A distinction was made by: 

 

 Railroad lines (U18, U5, U16, special additional trains for soccer matches) 

 Types of passengers (fans/no fans; female/male) 

 Number of people present at the platform 

 Events (soccer match, Cologne Lights, Christmas market) 

 

First of all it must be noted that the survey concept “Cards & Lights” achieves a high 

response rate. The rate varies between 35% - 60%. Usually questionnaires only reach 10% to 

20%. On this basis it can be assumed that the achieved results of the surveys are valid, 

according to statistical calculations. For example, the results of the measurement event on the 

day of the "Cologne Lights" on 17 July 2010 are explained in Figure 7. The measurements of 

the subjective sense of security with the "Cards & Lights" method at the Cologne main station 

“Main Station – Cologne Cathedral“ demonstrated gendered specific results. 

 

Figure 7. Evaluation of a Measurement Event 
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The illustrated results show the positive subjective security feeling dominates among male 

respondents, while the percentage of votes to the question "I feel comfortable" are almost 

identical. The evaluation and analysis of all results have been carried out by statistical 

methods (regression analysis). This was intended to check the validity of the feature 

dependency between the percentage of votes of the measured sense of security and the total 

number of passing passengers on the platform [30]. Overall, it shows that for example 

football fans have a higher tolerance threshold for being comfortable than “normal” 

passengers of a train. Perhaps, football fans have a different sense of security or well-being 

because of the cohesiveness. It can be assumed that this group has an increased tolerance 

threshold for the well-being in the crowd, but no studies have been done specifically on this 

subject yet.  

The results of the measurements mainly show that the passengers do not feel comfortable 

rather than unsecure. That means with a large number of people the well-being of the 

passenger tend to decrease. However, no comparable insecurity is reached for the passenger. 

With large number of people around, women tend to feel more uncomfortable than men. This 

applies only to the well-being, but not for the sense of security that remains apparently 

unaffected in the crowd of the passengers. 

 

5. Conclusion 

The presented method solves the issue of capturing emotions demonstrably. Thus, it offers 

an important addition to the usual marketing methods and new opportunities in security 

research. The new methodical approach enables not only the collection of perception of 

security. It also meets the requirements imposed on the survey of customers in a given 

situation without affecting or hindering. It was defined where (contact points), what (which 

customer relevant processes), and how (which technique and method) the measurement has to 

be done. 

Furthermore, the exact situational coupling of the objective and subjective data at the key 

points enables an accurate statement about the perception of security in accordance with the 

degree of "threat". However, new issues relating to the costs and the analysis arise despite this 

success. The knowledge gained constitutes only a small area of the complex of perception. 

Not only the crowd on the platform, which was measured by the security indicator “Distance 

to the next person” affects passenger perception of security, but also many other factors such 

as temperature, presence of drunks etc. (further influences can be found in [9]). Only for tests 

of all security indicators and their correlations among themselves, a good understanding of 

the perception of security and the predicting of panics, using simulations, are possible. Thus, 

relevant indicators of the sense of security should be recognized objectively and query 

subjectively. To identify correlations, the acquired data has to be evaluated with various 

criteria, which therefore involves the creation of analytics to build complex correlations. 

Depending on the examination space, the use of modern technology for the realization of an 

efficient measure must be investigated.  

Therefore an advanced approach has to be developed, with the help of the gained 

knowledge through the measurements [7]. This new approach must combine several scientific 

and industrial disciplines which should be interlinked together (quality management, 

acceptance measurements, regulatory frameworks for public mass transportation, sensor 

technologies etc.). Objective and subjective data measurement must be handled by two 

systems: the first gathers and handles objective detected data (e.g., temperature, air humidity 

etc.), the second the subjective data which is gathered directly from customers’ view. The 

development of such systems must include multi-criteria analysis to achieve the correlations 
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of several parameters. Therefore the combination of process workflows, performances, 

influences, security and safety parameters require the above mentioned multi-criteria, 

empirical data analysis to examine effects and reasons of dangerous situations in the field of 

public mass transportation.  
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