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Abstract
The EMD method proposed by Zhang and Wang fully exploited modification directions. Modifications in different directions were used to represent different secret data. According to the
experimental results, the highest capacity was demonstrated in the 5-ary notational system, where
only one secret digit is embedded for each two pixels. But this is an inefficient method because
it can be hidden more secret data without revealing to the human visual system. To improve an
embedding capacity, Chang et al. proposed two-stage EMD method, Lee et al. restricted to 8-ary
embedding for the EMD method, and also Lee et al. segmented the pair of cover data into two
parts to embed higher secret data. But still have a room for hiding more secret data. This paper
proposes an improved method of the EMD method to hide more secret data while maintaining a
high PSNR value. The proposed method can embed secret bit on every pixel of cover data. The
experimental results demonstrate that the proposed method has a high capacity and good visual
quality.

1. Introduction
As the computer and communication technology grow up rapidly, the digital contents like images, audio, and video are distributed easily to the internet. However, this also causes substantial
financial damage and becomes an imperative concern of copyright protection. To prevent digital
contents from being intercepted by unauthorized parties is a critical demand in information security. Data hiding or information hiding techniques have generated much interest on that. The most
important requirement in data hiding is that the presence of the hidden message be undetectable.
Secret data can be hidden many different ways in images. Generally common approaches are categorized as least significant bit insertion, masking and filtering, and algorithms and transformations
[6][7]. LSB insertion is a common method that replaces two or more of the least significant bits
of each pixel. Masking and filtering methods embed secret data in significant areas, so the secret
data are more integral to the cover image than hidden in the noise level as in the LSB substitution
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method. On the internet, high compression quality images are becoming more abundant, so embedding methods applied to transformation algorithms like DCT, DFT, and DWT were proposed.
The primary challenge of hiding data in other cover data is a large amount of data that requires a
special data embedding method that offers high capacity as well as transparency and robustness.
The peak signal-to-noise ration (PSNR) is used to judge the quality of the embedded image. In
general, if the PSNR value is higher than the standard measurement of 30 dB, then the secret data
which is embedded in the cover data is imperceptible to human vision.
This paper proposes a method that yields a high capacity by improving the EMD embedding
method proposed by X. Zhang and S. Wang and demonstrates the experimental results have high
quality than four methods related to the EMD method which is described in Section 2.
This paper is organized as follows. Section 2 reviews the EMD and other embedding methods
which improved the EMD method. In Section 3, our proposed method is described. In Section
4, the experimental results are presented and discussed. Finally, the conclusions are presented in
Section 5.

2. Related Work
Steganographic embedding by exploiting modification directions (EMD) requires that each secret sub-stream in a (2n+1)-ary notational system is carried on n cover pixels, where n is a system
parameter [17]. For high capacity, the two-stage, the 8-ary EMD, and pixel segmentation strategy
methods were proposed [5][10][11]. In this section, the EMD method and three methods which
proposed to improve a high quality than the EMD method are described.

2.1. EMD Method
Assume that gray pixel values of the cover images are grouped into g1 , g2 , ..., gn , each group
is segmented into L bits, and the decimal value of each secret piece is represented by K digits in a
(2n+1)-ary notational system.
L = bK × log2 (2n + 1)c

(1)

In this system, let a secret digit be d and assume an extraction function f(g1 , g2 , ..., gn ) as a
weighted sum modulo (2n+1). The difference value s is calculated as s = d − f.
n
X
f = f(g1 , g2 , ..., gn ) = [ (gi × i)] mod (2n + 1)

(2)

i=1

If f = d, no modification is needed. In the case of f 6= d and s ≤ n, increase the value of gs by 1.
If f 6= d and s > n, decrease the value of g2n+1−s by 1.
In the extracting process, let the stego data be g01 , g02 , ..., g0n for each sub-group. A secret digit d
is calculated by Eq. (3).
n
X
d = f(g01 , g02 , ..., g0n ) = [ (g0i × i)] mod (2n + 1)

(3)

i=1

For example, let n = 2, g1 =104, g2 =11. When d is 15 , f = f (g1 , g2 ) = (104×1 + 11×2) mod 5 =
126 mod 5 = 1. Since f is equal to d, there is no change, so g01 = 104, g02 = 11. In extraction, d =
f (g01 , g02 ) = (104×1 + 11×2) mod 5 = 126 mod 5 = 1, so a secret digit d = 1 is extracted. When d
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value is 25 , f = 1 and s = d − f = 2 − 1 = 1. Since this case belongs to the case f 6= d and s ≤ n,
a new pixel value is obtained by gs = g1 + 1 = 104 + 1 = 105 and so g01 = 105. In extraction, d =
f (g01 , g02 ) = (105×1 + 11×2) mod 5 = 127 mod 5 = 2, so a secret digit d = 2 is extracted. When
d is 45 , f = 1 and s = d − f = 4 − 1 = 3. Since this belongs to the case f 6= d and s > n, a new
pixel value is obtained by g2n+1−s = g2 − 1 = 11 − 1 = 10 and so g02 = 10. In extraction, d = f (g01 ,
g02 ) = (104×1 + 10×2) mod 5 = 114 mod 5 = 4, so a secret digit d = 4 is extracted. If n is set to
2 in the EMD embedding method, only one secret digit is embedded for two consecutive pixels,
where the secret is converted to its 5-ary value. This is less efficient and yields a lower capacity
compared with other embedding methods like LSB substitution which embeds 2 or 3 bits for one
pixel without impinging on the human visual system.

2.2. Two-stage EMD Method
In the two-stage method, the gray values of pixels g1 , g2 , ..., gn are divided into buckets with
an equal interval size, m like as bg1 /mc, bg2 /mc, ..., bgn /mc. f and d values are calculated by Eq.
(1) and (2), where the new gray value of pixel is used instead of gi . After first stage embedding,
the original EMD embedding algorithm is applied to n pixels on the second stage. If the bucket
number of the pixel is changed, the second stage can not be allowed. This method provide about
two times capacity larger than the EMD and can hide the largest secret data when m = 2.

2.3. The 8-ary EMD Method
Lee et al. proposed high quality and capacity method by transforming secret messages into the
8-ary notational system, and the cover image is grouped into two sequence pixels, g1 and g2 for all
pixels.
fe = (g1 × 1 + g2 × 3) mod 8

(4)

In this method, one 8-ary secret digit can be embedded by two cover pixels, which only one pixel
is increased or decreased by one if the value of extraction algorithm is not equal. Compared with
the EMD method, the embedding capacity is 1.5 times without loss of visual quality and security.

2.4. Pixel Segmentation Strategy EMD Method
Lee et al. proposed an improvement of the EMD method by pixel segmentation strategy which
could hide large payloads [10]. In the proposed method, each secret bit in a (2n+1)-ary notational
system was carried by a pair of cover data. The embedding method segmented the pair of cover data
into two parts: a vector of coordinates (VCA) and a coordinate vector modification area (VMA).
For two pixel group gi and gj , each pixel consists of most significant bits and least significant bits
lsb
msb + gmsb bits and VMA
which are denoted as gmsb
, gmsb
, glsb
j
j
i , and gj . VCA are defined as the gi
i
msb
msb
are the 16 − (gi + gj ) bits. For given n positive integer which sub-group number of VCA,
extraction function f is given as Eq. (2). If a secret digit d is equal to f, no modification is needed.
For the difference value s = d − f, when s is greater than n, the value of sub-group g(2n+1)−s
has to be logically decreased by one, otherwise the value of gs has to be increased by one. The
embedding rate R = log2 (2n + 1)/2 was greater than that of R = log2 (2n + 1)/n which the EMD
embedding method proposed when n got larger without loss of quality and security.
Though the embedding methods above mentioned have high quality for the resulted image, it is
possible to improve the embedding capacity. This paper proposes an improved embedding method
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for exploiting modification direction, which yields a high capacity and good PSNR compared with
other methods relating to the EMD.

3. Proposed Method
The main idea of the proposed data hiding method is that each secret digit in a (2n+1)-ary
notational system can be carried by one cover pixel. By using one pixel for cover data, the method
achieves a capacity double that of the EMD method.

3.1. Embedding Procedure
For a pixel value, gi on each cover data, the function value f is calculated by Eq. (5), where |
x | ≤ n. If the value of a pixel falls between 0 ≤ gi ≤ 1 and 254 ≤ gi ≤ 255 for each, then x is
selected satisfying the condition 0 ≤ x < 2n+1 and −(2n+1) < x ≤ 0 respectively.
f = (gi + x) mod (2n + 1)

(5)

A new pixel value g0i is obtained by Eq. (6), where the value x is selected to satisfy the f = d
condition.
g0i = gi + x

(6)

For example, let n = 2, g1 = 153, and d = 25 . In the first case, f is calculated by f = ( g1 + x)
mod (2n + 1) = (153 + 2) mod 5 = 0, (153 + 1) mod 5 = 4, (153 + 0) mod 5 = 3, (153 + (−1))
mod 5 = 2, (153 + (−2)) mod 5 = 1 for each x value. Then, since f is equal to d when x = −1, a
new pixel value g01 = g1 + x = 153 + (−1) = 152 is obtained as shown Fig. 1.

Figure 1. An example of the embedding method
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3.2. Extracting Procedure
In the extraction method, a secret digit d is calculated by Eq. (7).
d = g0i mod (2n + 1)

(7)

For the embedding result depicted in Fig. 2, a secret digit d = g0i mod (2n + 1) = 152 mod 5 =
2 is calculated directly.

Figure 2. An example of the extracting method

Consider the pixel value belongs to 0 ≤ gi ≤ 1. Let n = 2, g1 = 0, and d = 45 , then f is
calculated by f = ( g1 + x) mod (2n + 1) = (0 + 0) mod 5 = 0, (0 + 1) mod 5 = 1, (0 + 2) mod 5
= 2, (0 + 3) mod 5 = 3, (0 + 4) mod 5 = 4 for each x value. The x = 4 is selected and a new pixel
value g01 = g1 + x = 0 + 4 = 4 is obtained. On the extracting process, d = g0i mod (2n + 1) = 4 mod
5 = 4 can be calculated directly, In the case of 254 ≤ gi ≤ 255. Let n = 2, g1 = 254, and d = 45 ,
then f is calculated by f = ( g1 + x ) mod (2n + 1) = (254 + (−4)) mod 5 = 0, (254 + (−3)) mod
5 = 1, (254 + (−2)) mod 5 = 2, (254 + (−1)) mod 5 = 3, (254 + 0) mod 5 = 4. Finally, if the x =
0 is selected, then the new pixel g01 = g1 + x = 254 + 0 = 254 is obtained. Also, d = g0i mod (2n +
1) = 254 mod 5 = 4 can be extracted on the receiver.

4. Experimental Results
The peak signal-to-noise ratio (PSNR) is employed to evaluate the stego-image quality. If the
PSNR for the embedding range is higher than the standard measurement of 30 dB, the secret which
is stored behind the host image is imperceptible to the human visual system. Let width and height
of cover image be w and h respectively.
PSNR = 10 log10 2552 / MSE

(8)

Where MSE is the mean square error, which is defined as
MSE =

w×h
X

(gi − g0i )2 /(w × h)

(9)

i=1

In our experiments, the four 512 × 512 gray images shown in Fig. 3 were used as cover data.
Randomized data was used as secret data for each cover image.
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(a) Baboon

(b) Peppers

(c) Lena

(d) Airplane

Figure 3. Four cover images
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(a) Baboon (PSNR=47.95dB)

(b) Peppers (PSNR=47.96dB)

(c) Lena (PSNR=47.92dB)

(d) Airplane (PSNR=47.97dB)

Figure 4. Four stego-images for the proposed method
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Table 1. The results of comparison with four EMD methods
Cover
image
Baboon

EMD

Two-stage EMD

The 8-ary EMD

Lee et al.’s EMD

Proposed

Capacity

PSNR

Capacity

PSNR

Capacity

PSNR

Capacity

PSNR

Capacity

(byte)

(dB)

(byte)

(dB)

(byte)

(dB)

(byte)

(dB)

(byte)

PSNR
(dB)

45,551

51.80

91,012

41.87

87,374

44.36

57,006

44.28

91,141

47.95
47.96

Peppers

45,703

51.81

91,257

44.65

87,624

52.11

57,015

44.32

91,261

Lena

45,568

51.80

91,199

44.63

87,215

52.11

57,461

44.31

91,151

47.92

Airplane

45,625

51.79

91,213

44.62

87,628

52.1

55,239

44.45

91,197

47.97

Table 1 shows the results of detailed comparisons of three methods in terms of PSNR and capacity with different cover images. According to the table, the proposed method has higher capacity
and good quality compared with other exploiting modification direction methods. The proposed
method can hide 91,129 bytes sustaining 47.95 dB on average. Compared with the EMD method,
the proposed method can hide more than 45,558 bytes. For the two-stage EMD method, the image
quality is higher 4.01 dB and 12.5 bytes higher capacity on average. Also for the 8-ary and the
pixel segmentation strategy EMD method, the proposed method can embed 3,793 and 34,449 bytes
higher respectively.
The experimental results show that the stego-image after embedding secret data has 47.95 dB
on average for the image quality, so the secret data are difficult to be detected by the human visual
system.

5. Conclusions
We have proposed a data hiding method to improve the embedding capacity by exploiting modification direction proposed by Zhang and Wang. In the EMD embedding method, only one secret
digit was embedded for two consecutive pixels, and the secret digit was converted to 5-ary value
before embedding, which had the highest capacity. Three embedding methods like as the two-stage
EMD method, the 8-ary EMD method, and pixel segmentation strategy EMD method were proposed to embed higher secret data, but still had a room for hiding more secret data. The proposed
method for improving the capacity of the exploiting modification direction method could embed a
secret digit in a (2n+1)-ary notational system on every pixel of the cover image. Our experimental
results have shown that the proposed method could embed more secret data and obtained good
image quality, which achieved 91,129 bytes and 47.95 dB on average.
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