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Abstract 

Steganography has been emerged as a prominent technique for communicating secret 

information in a proper multimedia career. In image steganography, least significant bit 

(LSB) substitution method is popular but vulnerable to numerous security attacks. Hence, 

it is always imperative to make the steganographic technique more robust and secure. 

This paper presents a new approach to hiding text messages within red-green-blue 

(RGB) images based on LSB technique. Unlike the standard LSB technique, where 

message bits are directly embedded in the LSB positions, our proposed algorithm encodes 

these message bits before embedding in the LSB positions. This embedding and encoding 

process are done on the basis of most significant bit (MSB) values of RGB and the 

concept of odd and even parities of those pixels respectively. The main goal of the 

presented method is to improve the robustness and the image quality of the stego-image. 

The performance of stego-image quality is measured by mean square of error (MSE), 

peak signal-to-noise ratio (PSNR), structural similarity measure (SSIM), bits ratio (BR), 

and histogram analysis. Experimental results and comparative studies have revealed that 

the proposed technique is able to conceal message effectively, with there being little 

difference between the cover image and the stego-image. Results also show that our 

proposed approach can embed reasonable amount of information. 
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1. Introduction 

Information hiding research domain has attracted many researchers in producing the 

reliable technique to ensure the protection of digital contents from numerous security 

attacks, especially in the online domain. Such techniques seen in the literature include 

cryptography, watermarking and steganography [1-2]. One of the popular approaches is 

the steganography, which is the art and science of hiding information by embedding 

messages within cover media such as text, image, sound or video files [3]. For example, 

in image steganography, the cover medium is the image whereby information is 

embedded by altering some nonessential components of that image. 

Usually, in image steganography, there are two ways of steganographic algorithms, 

transform domain and spatial domain. Steganography in image transform domain includes 

performing a series of changes to the cover image before hiding the information. Discrete 

cosine transformation (DCT), fourier transformation (FT) and discrete wavelet 

transformation (DWT) are some techniques used for this purpose [4]. On the other hand, 

steganography in the image spatial domain generally uses a direct least significant 

bit (LSB) replacement technique — encoding at the level of the LSBs [5].  
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LSB image steganography is a popular approach due to its better imperceptibility and 

payload capacity [6]. Despite its simplicity, traditional LSB is vulnerable as the 

probability of detecting the secret message is high. Therefore, a series of methods have 

been proposed based on LSB substitution technique. Most of the existing approaches 

attempt to select a region or bit streams of a cover image and embed a message which is 

usually encoded based on cryptography or other mathematical functions, with a secret key 

employed for decoding the message [7-8]. Although performances of these methods are 

better compared with LSB substitution method, communication of secret key is 

challenging as well as in terms of overall efficiency, frequently those methods are not 

fully exploited.  

We propose a modified version of LSB that can increase imperceptibility and 

robustness of LSB image steganography. Rather than storing the message bits directly in 

LSB positions, each message bit is encoded and placed in one of the 3 channels of RGB 

pixel. The selection of a particular channel is done on the basis of MSB bits of that RGB 

pixel, whereas even and odd parity values of that selected channel biase the encoding 

process of the message bit. Although the proposed algorithm can be applied to lossless 

image formats like BMP, GIF, PNG or TIF, we have only concentrated on 24-bit TIF 

color image format for experimental purpose. 

The remainder of the paper is organized as follows: Section 2 describes works done in 

steganography, especially RGB image steganography, whereas Section 3 presents related 

theory – classical LSB algorithm and parity concept – needed for the current study. The 

description of the proposed model and encoding and decoding processes are presented in 

Section 4. In Section 5, experimental results and discussion are given. Finally, Section 6 

includes the conclusion and future studies. 

 

2. Related Works 

Recently, the popularity of the LSB method has attracted many researchers in 

modifying or hybridizing the standard LSB technique in image steganography. Some 

surveys on image steganography have highlighted different approaches [4-9]. Saha, et. al., 

[10] proposed a scheme for hiding messages in 24-bit bitmap image where most frequent 

pixel values and modification of those pixels are calculated to hide the information. It is 

observed that efficiency of the approach is highly attributed to the number of eligible 

pixels, with the moderate number of eligible pixels producing better results. On the other 

hand, Islam [11] used 24-bit bitmap image for embedding messages using stream builder 

and parity concept. One stream is built by aggregating LSBs of 8 bytes of pixels and then 

parity values of these pixels decide how the message will be embedded. This concept is 

effective, but the embedding capacity is low. Akhtar, et. al., [12] used bit-inversion 

strategy in such a way that less number of LSBs of pixels was altered. This strategy 

enhances imperceptibility significantly but requires extra storage to record the inversions. 

Jung and Yoo [13] proposed combining interpolation and LSB substitution for data 

hiding. Interpolation method, a preprocessing of cover images for getting better capacity 

and quality, scales up and down the cover image, whereas LSB substitute method is then 

applied for embedding. Secret data can be retrieved from stego image without extra 

information. 

Juneja and Sandhu [14] proposed an edge-detection technique. Pixels of edges of the 

cover image are detected by advanced edge detection filter and messages are embedded in 

LSBs of the pixels using pseudo-random numbers. Likewise, Jain, et. al., [15] also used 

edge detection technique to embed messages in cover images. Chakraborty, et. al., [16] 

devised edge predictor named Modified Median Edge Detector (MMED) along with the 

adaptive strategy for selecting edge portion of a cover image. The binary payload is then 

embedded in the edge area of the cover image. Results show better embedding capacity. 

Wu, et. al., [17] proposed a scheme using LSB replacement and pixel-value differencing 
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method. This method embeds more secret data in edge areas than smooth areas in the 

cover image. Here former areas use the LSB replacement and latter arrears use pixel-value 

methods respectively. Tyagi, et. al., [18] extended the approach where pixel-value 

differences along with pixel-value sum of two consecutive pixels are manipulated for 

hiding secret data. However, Mandal and Das [19] used pixel value differencing method 

for embedding the secret message in each of the components of a pixel in a color image.  

Another method proposed by Das and Tuithung [20] was using Huffman encoding for 

embedding messages. Huffman encoding is performed over the secret message prior to 

embedding at the LSB of each of the pixel’s intensities of a cover image. At the same 

time, Huffman encoded bit stream as well as Huffman table is also embedded into the 

cover image for standalone facilities of the stego-image. Sun [1] also employed Huffman 

table and Huffman encoding for embedding secret data into the edge of the cover image. 

At the same time, a correction technique called 
k2  correction is introduced to minimize 

the discrepancy between the stego and cover image. 

Many researchers have also expanded interest on embedding message not only in the 

1st LSB position but also in higher LSB position, generally called K-bit LSB substitution 

method. Parvez and Gutub [21] proposed RGB intensity values of the pixel. In their 

approach, the lower color component contains more bits than the higher color component, 

with more than one LSB bit substitution occurred in the lower color component. Other K-

bit substitution method in image steganography can be observed by Liao, et. al., [22] and 

Nag, et. al., [23] where 4 LSB bits of a cover image are replaced. Although embedding 

data in higher LSB layers is prone to less attack than those embedded in the lower layers, 

this enhances visual distortion in the stego-image. To minimize this noise, adaptive and 

optimized LSB methods have been used in some literature including [24-26]. 

 

3. Related Theory 
 

3.1. Classical LSB Algorithm 

In this technique, bits of the message are directly embedded into the LSB of the cover 

image in a deterministic sequence. This modification does not provide any impact on 

human perception due to the amplitude of the change being small. In terms of 24-bit RGB 

image, each pixel is derived from three primary colors: red, green and blue, and each 

primary color is represented by 8 bits. One can store 3 bits in each pixel by changing a bit 

of each of the red, green and blue color components. For example, inside 24-bit image we 

have three adjacent pixels (9 bytes), which are shown in Figure 1(a). Assume, we want to 

hide the letter ’a’ (ASCII code of ‘a’ is 97, which is 01100001 in binary). Superimposing 

these 8 bits in sequence over the LSB of the 9 bytes above, we get the result as in Figure 

1(b), (where bits in bold and underline indicate changes). In this way, message bits can be 

embedded in the cover image generating the stego-image from which message bit can be 

extracted. Figure 2, describes this overall process of LSB strategy. 

 

11010101 

(byte 1) 

10001100 

(byte 2) 

00011000 

(byte 3) 

 

11010100 

(byte 1) 

10001101 

(byte 2) 

00011001 

(byte 3) 

11010111 

(byte 4) 

10001110 

(byte 5) 

00011011 

(byte 6) 
11010110 

(byte 4) 

10001110 

(byte 5) 

00011010 

(byte 6) 

11010101 

(byte 7) 

11010000 

(byte 8) 

00001011 

(byte 9) 
11010100 

(byte 7) 

11010001 

(byte 8) 

00001010 

(byte 9) 

(a)                                                                                (b) 

Figure 1. Example of Embedding 0/1 into Binary String 
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Figure 2. Least Significant Bit (LSB) Strategy 

3.2. Parity Concept 

Usually, parity concept is intensively used in data communications for detecting errors 

[27]. It is the technique of sending a redundant bit to verify the integrity of the received 

data. In this paper, we simply define ‘parity’ as a number of 1s in a given binary stream. If 

a stream of bits with particular length L has an even number of binary 1, the parity of this 

stream is considered as even parity and we depict this as 1. On the other hand, when a 

stream of bits with particular length L has an odd number of binary 1, parity of this stream 

is considered as odd parity and we depict this as 0 (see Table 1). We can easily compute 

whether a stream is an even or odd parity by simply performing XNOR of all bits of a 

stream. For example, if
nXXXXB ...321  are n length bits, then parity 

is
nXxnorxnorXxnorXX ...321 . This   value is either 1 or 0, which represent even 

and odd parity respectively. 

Table 1. Example of Parity Concept 

Stream (L=8) Parity  

11010111 1 , even 

11010101 0 , odd 

 

4. Proposed Methodology 

In this section, we present our proposed solution in the sequence of description of a 

model, encoding and decoding of algorithms and explanation of the encoding and 

decoding process. 

 

4.1. Model Description 

Our proposed method uses 24-bit RGB images as cover images. Like other 24-bit RGB 

images, each of these cover images is a collection of pixels and each pixel is represented 

by 3 bytes indicating the intensities of red, green, and blue channels in that pixel. In 

Figure 3(a), during the embedding process, each pixel of the cover image is converted 

into a byte array of red, green and blue channels (RGB) or blocks. Next, MSB value of 

these three bytes (each of red, green and blue channels) of this pixel works as an indicator 

that determine in which channel the message bit is kept. After selecting the proper 

channel, now the message bit is embedded in the selected channel using encoding. This 

encoding is done with parity checking concepts. If the parity value of the selected channel 

coincides with message bit, there is no change of LSB of selected channel. Otherwise, the 

LSB bit of the selected channel is toggled. In this way, the entire message is embedded 

into the cover image. Once the embedding process is completed, the image is transformed 

into a stego-image. During extracting process –shown in Figure 3(b), each pixel of this 

stego-image is converted into a byte array of RGB channels where MSB of the three bytes 

selects the desired channel containing message bits. Finally, the parity value of the 

1. Select an  image and convert it into binary  

2. Convert the secret  message into binary 

3. while until all message bits are embedded 

4. Chose one pixel of an image and divide it into three channels: red, green and blue  

5. Select next three message bits sequence  

6. Replace LSB of each red, green and blue channel with these message bits 

7. 

8. 

end while 
Set the image to a new value and save it 
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selected channel indicates the desired message bit. In this way, the whole message is 

obtained by aggregating all message bits. Note that the following schematic diagram in 

Figure 3, depicts the entire concepts briefly, whereas pseudo-codes presented in following 

sub-section depict detailed explanation of the method.  

 

Secret Message Message in binary

Cover image Cover image in binary

Encoding

Selection of one of three  

 RGB  channels using 

MSB approach

Encoding message bit

 using parity checking

Stego image

Stego image Stego image in binary

Decoding

Selection of one of three  

 RGB  channels using 

MSB approach

Decoding message bit

 using parity checking

(a)

(b)

Secret message

 

Figure 3. Overall Structure of the Proposed Technique (a) Encoding 
Process (b) Decoding Process 

4.2. Encoding and Decoding Process Explanation 

Following pseudo-codes depict how message bits are encoded in a cover image and 

decoded from a stego-image. We have considered following notations in our encoding 

and decoding process: 

M: n-bit long embedding message 

Mi: 1-bit long message block 

Ic: Cover image  

Pi
r: 8-bit block of pixel from a cover image Ic (red channel); Pi

r[j] indicates jth bit in the 

block 

Pi
g: 8-bit block of pixel from a cover image Ic(green channel); Pi

g [j] indicates jth bit in the 

block 

Pi
b: 8-bit block of pixel from a cover image Ic(blue channel); Pi

b[j] indicates jth bit in the 

block 

Is:  Stego-image  

Pi
r′: 8-bit block of pixel from a stego-image Is (red channel); Pi

r′ [j] indicates jth bit in the 

block 

Pi
g′: 8-bit block of pixel from a stego-image Is (green channel); Pi

g′ [j] indicates jth bit in 

the block 

Pi
b′: 8-bit block of pixel from a stego-image Is (blue channel); Pi

b′ [j] indicates jth bit in the 

block 
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1. Procedure GET-PARITY(Pi
x)   

2    v←Pi
x [j]    

3    for j←1 to 7  /*check the parity of a particular  channel;*/ 

4       v←v xnor Pi
x [j]    /*performing XNOR ;*/ 

5    return v; 

6 end Procedure 

Figure 4. Procedure for Getting Parity 

1 Procedure SELECTOR_RGB(Pi
r, Pi

g,  Pi
b) 

2        Bi← Pi
r [7]*20+ Pi

g [7]*21+ Pi
b [7]*22  /*MSB of three channel in decimal */ 

3        if (Bi mod 3)=0 

4        then return Pi
x←Pi

r /*Red channel is selected */ 

5        if (Bi mod 3)=1 

6        then return Pi
x←Pi

g /*Green channel is selected */ 

7        if (Bi mod 3)=2 

8        then return Pi
x←Pi

b /*Blue channel is selected */ 

9 end Procedure 

Figure 5. Selection of Color Channel Steps 

1 Procedure  ENCODE-MESSAGE (M, Ic) /*Encoding process of message bit*/ 

2 for i←0 to n-1 

3       Pi
x ← SELECTOR_RGB (Pi

r,  Pi
g,  Pi

b) 

4       if GET-PARITY (Pi
x)=Mi 

5       then Pi
x [0] ← Pi

x [0]   /*no change*/ 

6       else if GET-PARITY (Pi
x)!=Mi 

7       then Pi
x [0] ← ¬Pi

x [0]  /*toggle*/ 

8 end Procedure 

Figure 6. Encoding Process 

1 Procedure DECODE-MESSAGE(Is)    /*Decoding process*/ 

2   for i←0 to n-1 

3       Pi
x′← SELECTOR_RGB(Pi

r′,  Pi
g′,  Pi

b′) 

4       if GET-PARITY (Pi
x′)=1 

5       then M[i] ←1 

6       else if GET-PARITY (Pi
x′)=0 

7       then M[i] ←0 

8   return M 

9 end Procedure 

Figure 7. Decoding Process 

4.2.1. Encoding Step: For embedding a message in a cover image, Figure 6, shows the 

encoding process along with additional procedures described in Figure 4, and 5. 

According to the algorithms, in order to hide a message bit Mi into a particular cover 

image pixel Pi (=Pi
r or Pi

g or Pi
b) in Ic, MSB of Pi

r, Pi
g, and Pi

b channels are collected and 

performed a modulo operation on it by 3. This mod value generates any of the value 0, 1, 

2 indicating Pi
r (red channel), Pi

g (green channel), and Pi
b (blue channel) respectively. In 

this way, a specific channel is selected for embedding. Afterward, parity value of the 

selected color channel Pi
x (=Pi

r or Pi
g or Pi

b) is compared with message bit Mi. This is 

important as it indicates how this message bit is encoded in that channel. For instance, if 

the parity value of Pi
x is even (p = 1) and message bit is 1, the LSB bit of this channel will 

be unchanged, but in the case of message bit being 0, single LSB of that channel Pi
x is 

toggled. All possible encoding actions can be described in Table 2. Above mentioned 

approach changes the LSB of each indicated RGB channels of Ic until the end of the 

embedding process of all message bits. 
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Table 2. Actions in Embedding a Message Bit in a Channel 

Case 
Parity of 

Channel 
Message Bit 

Action on LSB of 

channel 

1 Even (1) 1 No 

2 Even (1) 0 Toggle the bit 

3 Odd (0) 1 Toggle the bit 

4 Odd (0) 0 No 

In order to illustrate encoding algorithms, we take message bits 1100 and four pixels of 

a cover image, with each pixel containing R, G and B channels. First message bit, which 

is 1 has to be embedded in one of the channels of a first pixel. MSB of these three 

channels is 1012 = 510 and after the modulus arithmetic (5 mod 3), the result is 2. Note that 

modulo 3 indicates the number of channels. Therefore, according to the algorithm, the 

blue channel will be selected for embedding messages. Now, this blue channel has an odd 

number of 1, so its parity is 0. As the parity value is different from the message bit, LSB 

position of the blue channel will be toggled indicating message bit has been embedded. In 

this way, the first message bit is embedded. Similarly, 2nd, 3rd, and 4th message bits are 

embedded in 2nd, 3rd, and 4th pixels. Table 3, illustrates this process. It is also observed 

that only two LSB of 4 pixels has been altered for embedding 4 message bits (underlined 

fonts). 

Table 3. Embedding Message using Proposed Encoding Approach 

Pixel Channel 

Channels’ 

Values in 

Binary 

(Cover Image) 

MSB of 

Three 

Channels 

Selected 

Channel 

[MSB mod 3] 

Parity of 

the Selected 

Channel 

Message 

Bit 

Channels’ 

Values in 

Binary 

(stego-image) 

1nd 

R 10001010 

1012 

= 510 

2 

B 

 

0 

 

1 
10001010 

G 00011100 00011100 

B 11001110 11001111 

2rd 

R 11110000 
1102 

= 610 

0 

R 

 

1 

 

1 
11110000 

G 10001111 10001111 

B 01001110 01001110 

3th 

R 01001010 

0102 

=210 

2 

B 

 

1 

 

0 
01001010 

G 10001101 10001101 

B 00110000 00110001 

 

4th 

R 00001111  

0012 

= 110 
1 

G 

 

0 

 

0 
00001111 

G 00001101 00001101 

B 10000000 10000000 

 

4.2.2. Decoding Steps: Decoding process starts with the decoding algorithm presented in 

Figure 7, and additional procedures shown in Figure 4, and Figure 5. In order to extract 

the secret message bit Mi from the stego-image pixel Pi′=(Pi
r′, Pi

g′, Pi
b′) in Is, particular 

channel Pi
x′ (from the MSB of Pi

r′, Pi
g′ and Pi

b′) is selected by performing the modulo 

operation of MSB bits with 3. This selected channel contains the desired message bit, 

which can be obtained by the parity value of this channel. Even (p = 1) parity value of Pi
x′ 

indicates the message bit is 1, whereas odd (p = 0) parity value of Pi
x′ indicates the 

message bit is 0. The iteration will continue until all message bits are extracted. It is 

observed that the extracted message is the same as the embedded message.  
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To explain the decoding process with an example, we take the four stego-image pixels 

from previous encoding steps (See Table 4). MSB of the first pixel is 1012 = 510 and after 

a module it with 3 produces 2. Therefore, first message bit can be found from blue 

component. As the parity value of the blue component is even (1), the message bit is 1. 

Similarly, other message bits can be extracted from the rest of the pixels. Table 4, 

describes this decoding process. Moreover, it is observed from Table 3, and Table 4, that 

same message bits are obtained before encoding and after decoding process.   

Table 4. Extracting Message from a Stego-image Portion using Proposed 
Decoding Approach 

Pixel Channel 

Channels’ Values in 

Binary 

(stego- image) 

MSB of 

three 

Channels 

Selected  

Channel 

[MSB mod 3] 

Parity of the 

Selected 

Channel 

Message 

Bit 

1nd 

R 10001010 

1012 

= 510 

 

2 

B 

 

1 

 

1 
G 00011100 

B 11001111 

2rd 

R 11110000 

1102 

= 610 

 

0 

R 

 

1 

 

1 
G 10001111 

B 01001110 

3th 

R 01001010 

0102= 

210a 

 

2 

B 

 

0 

 

0 
G 10001101 

B 00110001 

 

4th 

R 00001111  

0012 

= 110 

 

1 

G 

 

0 

 

0 
G 00001101 

B 10000000 

 

5. Result and Discussion 
 

5.1. Experimental Setting and Assessment of Image Quality 

Several experiments were performed to evaluate the efficiency of the proposed scheme. 

18 colors (24 bits) images with size 512x 512 in TFT formats were used as cover media. 

These images are taken from the USC-SIPI Image Database (available at 

http://sipi.usc.edu/database/). For the case of Inserting a secret message, a series of 

pseudo-random numbers were generated and the bit streams of these numbers were 

embedded into the cover images. The experiment is simulated using MATLAB 10 as well 

as Java SE on Windows 7. Four different methods including MSE (mean square of error), 

PSNR (peak signal-to-noise ratio), SSIM (structural similarity measure), and bits ratio 

(BR) have been incorporated for evaluating the efficiency of the proposed method. 

Equation (1) - (5) shows these comparison metrics. 

MSE is cumulative squared error between cover and its corresponding stego-image. 

MSE can be defined as: 











1

0

1

0

2)],(),([
1 m

i

n

j

jiKjiI
mn

MSE               (1) 

3

BGR
avg

MSEMSEMSE
MSE


                (2) 
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Where m  and n signify the height and width of the images respectively. ),( jiI  and 

),( jiK  represent pixel values of the cover and the stego-images respectively. MSER, 

MSEG, and MSEB indicate mean square errors in red, green, and blue channels 

respectively. 

PSNR is a statistical measurement used for digital image or video quality assessment 

[28]. The PSNR is estimated in decibel (dB) and is defined as:  
















avgMSE
PSNR

2

10

255
log10                 (3) 

SSIM is also used for assessing the quality between original and distorted image. This 

metric shows better results than PSNR and MSE, which are inconsistent with human 

perception. SSIM is defined as [29] : 

))((

)2)(2(
),(

2

22

1

22

21

CC

CC
yxSSIM

yxyx

xyyx









              (4) 

Where 
x  is the mean of X , y is the mean of Y , 

2

x is the variance of X , 
2

y  is 

the variance of Y , and xy  is covariance of XY . 1C and 2C are constants with 

2

11 )( LkC  , and 
2

22 )( LkC  . L  is also the dynamic range of the pixel-values. 1k and 

2k have default values as 0.01 and 0.03 respectively.  

BR is a measurement which indicates exact number of bits changed within the image 

when imbedding the secret bits, i.e., generating the stego-image. It can be measured in 

percentage. 

%100
cov.

.


bitsimageerofno

bitsreplacedofno
BR               (5) 

After embedding full capacity secret messages in eighteen different cover images, the 

result of the stego-image for each cover image was produced and then MSEavg, PSNR, 

SSIM, BR values of the stego-images were calculated. Table 5, shows the comparison 

result of proposed algorithm between cover and stego image of eighteen 512*512 (24 bit 

color) size. Besides, embedding capacity of each image is 262000 bits. It is observed that 

for all eighteen stego-images, the mean of MSEavg values were between 0.034680 and 

0.243265±0.055779, PSNR values were between 54.27 dB and 62.73dB±2.289, SSIM 

values were between 0.999459and 0.999932±0.000109, BR values were between 

0.2869and 0.6237±0.0988. 

Table 5. Performance Result of Proposed Algorithm 

Color image of 

Size (512*512) 

MSEavg PSNR SSIM BR % 

Lena 0.03468 62.73 0.999869 0.2869 

Baboon 0.075003 59.38 0.999852 0.4160 

Peppers 0.088937 58.64 0.999782 0.4622 

Sailboat 0.178271 55.62 0.999811 0.5943 

Tiffany 0.123618 57.21 0.999459 0.5042 

Splash 0.150689 56.35 0.999898 0.5273 

Airplane 0.046782 61.43 0.999932 0.3200 

San Francisco 0.048762 61.25 0.999915 0.3395 
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Oakland 0.058895 60.43 0.999924 0.3531 

Woodland Hills 0.067621 59.83 0.999731 0.3823 

Foster City 0.171427 55.79 0.999795 0.5769 

Earth from space 0.133684 56.87 0.999801 0.5200 

Downtown 0.073296 59.48 0.999878 0.4059 

Shelter Island 0.061529 60.24 0.999910 0.3639 

Point Loma 0.086513 58.76 0.999883 0.4497 

North Island 

NAS 

0.106189 57.87 0.999812 0.4679 

Golden Gate 0.243265 54.27 0.999789 0.6237 

Miramar NAS 0.064429 60.04 0.999899 0.3781 

Min* 0.034680 54.27 0.999459 0.2869 

Max* 0.243265 62.73 0.999932 0.6237 

SD* 0.055779 2.289 0.000109 0.0988 
*Min=minimum, Max=maximum, SD=standard deviation 

Figure 8(a), shows the cover and corresponding stego image of Lena with color 

histogram plots for all three channels. It is observed that there are little differences in the 

histograms of cover and stego image of Lena. For other images, similar characteristics are 

obtained.  

 

(a) 

                  R                                                                   G                                  B 

 

 

(b) 

                  R                                                                  G                                  B 

 

Figure 8. Cover and Stego Images of Lena: (a) Cover Image and RGB 
Histograms (b) Stego Image and RGB Histogram  

From above experimental results, it is apparent that each stego-image is almost 

analogous to corresponding cover image and shows better imperceptibility. That is, 

deterioration of the quality of images due to the embedding of the secret messages cannot 

be distinguished. Our proposed method is robust and secure in the sense that the algorithm 

alters a small number of bits during embedding a large message and makes the text 

message difficult to identify. Besides, if stego-analyzer detects our stego-images anyway, 

it is not easy to reveal the message bits due to the fact that proposed approach does not 

put the message directly at LSB positions. 

 

5.2. Comparison with the State-of-the-Arts 

In order to get the viability of the proposed system, we compared it with several 

previous works done on LSB image steganography. For comparison purpose, the same 

cover images with the same resolution (512*512) were considered.  
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Table 6. Comparison of the Proposed Approach with the Literature 

Steganographic 

Methods 

Cover 

Images 

(512*512) 

Payload Capacity 

(Bits) 

PSNR of Stego-

Images in(dB) 

Mandal and Das [19] Lena 145,787 42.26 

Lin, et. al., [30] Lena 20,032 53.78 

Wu, et. al., [17] Airplane 409,752 40.13 

Islam [11] Lena 98,285 60.35 

Abduallah, et. al., [31] Lena 609,129 32.87 

Our proposed method Lena 262,000 62.73 

Our Proposed Method Airplane 262,000 61.43 

 

From the Table 6, it is observed that our proposed approach is able to produce better 

capacity and PSNR value compared to approaches introduced by Mandal and Das [19], 

Lin, et. al., [30] and Islam [11]. Moreover, although methods proposed by Wu, et. al., 

[17] and Abduallah, et. al., [31] have higher hiding capacity than our approach, in terms 

of PSNR value our approach outweighs them. In general, our method is able to produce 

better results compared to others in terms of PSNR values. However, our approach did not 

always produce higher payload values but it does produce a competitive results. The 

explanation can be expressed in following ways: 

In steganography, it is always desirable to increase the steganographic capacity and 

enhance imperceptibility (PSNR in our case). However, steganographic capacity and 

imperceptibility conflict with each other [10-32]. Therefore, it is not possible to 

simultaneously maximize the imperceptibility and capacity of steganography systems 

[33]. Usually, those methods producing better payload capacity might not be good at in 

producing well PSNR values and vice-versa. Characteristics observed in Table 6 support 

this statement as well. Therefore, researchers have to always trade-off between two 

purposes. As our focus was given to increase imperceptibility, we have to trade-off with 

payload capacity. The capacity, however, is not inferior. 

 

6. Conclusions 

In this paper, we have devised a novel approach to hiding messages in lossless RGB 

images. It presents an improved LSB image steganography method where each encoded 

message bit is embedded in one of the three RGB channels (indicator/selector) on the 

basis of the MSBs of channels, with encoding being obtained based on the parity values 

of that selected channel. The experimental results demonstrate that our method has 

primarily shown significant improvements in terms of imperceptibility and robustness. 

Although the capacity is not very high, higher payload capacity has to be sacrificed for 

higher imperceptibility. The main contribution of this study is that decent number of 

secret message bits is encoded into LSB positions effectively by altering comparatively a 

few numbers of cover image bits and without direct involvement of any stego-keys. Our 

scheme is straightforward in generating quality stego-image, and feasible for other 

steganographic fields such as audio/video steganography. In the future, we could extend 

our study by adding more LSB (Kth LSB bit) bits. This is likely to improve the capacity of 

image steganography. Besides, employing other transformation equation in the selection 

of proper channel might strengthen the security of the stego-image. 
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