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Abstract 

Quantum key distribution (QKD) protocol techniques are used in the distribution of 

keys using the laws of physics. Quantum secret sharing (QSS), quantum secure direct 

communication, and quantum teleportation, which are all included under QKD, are used 

to share or distribute a secure key in a quantum environment. In QSS, we share a key 

based on the quantum properties of light. We emphasize cooperation between 

communicating parties to eliminate untrustworthy members and to improve the strength 

of the key. The results obtained showed that using the proposed method, it is difficult for 

eavesdroppers to obtain the key. 
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1. Introduction 

Conventional cryptosystems such as ENIGMA, DES, or even RSA, are based on a 

mixture of guess-work and mathematics. Information theory shows that traditional secret-

key cryptosystems cannot be totally secure unless the key, used once only, is at least as 

long as the cleartext. On the other hand, the theory of computational complexity is not yet 

well enough understood to prove the computational security of public-key cryptosystems 

[1]. 

In traditional public-key cryptography, trapdoor functions are used to conceal the 

meaning of messages between two users from a passive eavesdropper, despite the lack of 

any initial shared secret information between the two users. In quantum public key 

distribution, the quantum channel is not used directly to send meaningful messages, but is 

rather used to transmit a supply of random bits between two users who share no secret 

information initially, in such a way that the users, by subsequent consultation over an 

ordinary ono-quantum channel subject to passive eavesdropping, can tell with high 

probability whether the original quantum transmission has been disturbed in transit, as it 

would be by an eavesdropper (it is the quantum channel’s peculiar virtue to compel 

eavesdropping to be active). If the transmission has not been disturbed, they agree to use 

these shared secret bits in the well- known way as a one-time pad to conceal the meaning 

of subsequent meaningful communications, or for other cryptographic applications. If 

transmission has been disturbed, they discard it and try again, deferring any meaningful 

communications until they have succeeded in transmitting enough random bits through 

the quantum channel to serve as an on-time pad [1]. 

Key distribution is the term applied to techniques allowing two parities to acquire a 

random bit sequence with a high level of confidence that no one else knows it or has 

significant partial information about it. One party might generate the key by a physically 

random process, make a copy of it, and hand deliver the copy to the other party. Such 

shared secret key bits, although random and meaningless in themselves, are a valuable 

resource because they allow the communicating parties to achieve, with provable security, 
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two of the main goals of cryptography: encrypting a subsequent meaningful message to 

make it unintelligible to a third party [2], and certifying to the legitimate receiver that a 

message has not been altered in transit [3]. 

The ability to secure information has been a key objective for many years, and is 

necessary to prevent the unwanted access by individuals. Suppose Alice, who is the head 

of a bank, wants an action to be taken on her behalf by two individuals, Bob and Charlie. 

Alice knows that one of the two individuals is untrustworthy. Therefore, she has to make 

sure that the untrustworthy individual is not the only one to receive her message, but if 

both individuals work together, they should be able to receive Alice’s message. 

One of the techniques used to secure information is secret sharing, which was first 

proposed independently by Shamir [4] and Blakley [5]. In a (k, n)-threshold secret-sharing 

scheme [6], any k shares can decrypt a key, but if there are k-1 or fewer shares, the 

information cannot be decrypted. In a similar manner, if n-k shares are lost, the secret can 

still be recovered. If an adversary has k-1 shares, he/she will not be able to obtain any 

information about the secret. A similar analogy exists in quantum computing or quantum 

information processing, and is called quantum secret sharing (QSS), which was proposed 

in [7, 8]. 

Most secret-sharing techniques that are currently used rely on classical cryptography to 

ensure secure message transmission. However, these schemes are vulnerable to 

technological advancements, which can result in the schemes becoming broken as 

computational power increases. These schemes are also vulnerable to eavesdropping, and 

the parties involved in the communication may not be aware that eavesdropping is taking 

place [9]. 

QSS, which was first proposed in [7], is a generalization of classical secret sharing, and 

can be used to distribute both classical messages and quantum information. When QSS is 

fully realized, it is likely to play a key role in protecting secret quantum information. This 

may include the secure operations of distributed quantum computation, sharing difficult to 

construct ancillary states, and the joint sharing of quantum money, among many more 

applications. There has been a significant amount of research focus on QSS from both a 

theoretical and experimental perspective. QSS prevents eavesdroppers from obtaining 

information about the key. It does this by breaking the key into parts, and allowing 

reconstruction to occur only with the parties working together. There is also a need to 

check for eavesdroppers during the process [10]. 

The paper is organized as follows; section 2 gives the related studies including 

quantum properties and literatures review. Section 3 discusses the proposed quantum 

secret sharing protocol, section 4 gives a security analysis of our protocol and finally 

section 5 gives the conclusions. 

 

2. Related Studies 

This section shortly mentions the concept of a quantum bit, quantum entanglement, 

quantum key distribution and typical protocols. 

 

2.1. Quantum Bits 

Classical computing represents information in terms of two binary digits, 0 and 1. In 

quantum computing, there is a similar analogy, which is called a quantum bit or qubit. 

Qubits can be represented using the Dirac notation. |0> represents bit 0 and |1> represents 

bit 1, where |> is called “ket”. However, a qubit can also exist as a superposition of both 

states, and this is represented as 

     |ψ>=α|0>+β|1>     (1) 

where |α|
2
 + |β|

2
 = 1, and α and β are complex numbers. α represents the probability of 

measuring a 0, while β represents the probability of measuring a 1. The two qubits |0> and 

|1> can be represented using ground and excited states, respectively [11]. Qubits can be 
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generated and measured in two different bases. The Z basis is represented as |0> and |1>, 

and the other basis is the X basis, which is represented as |+> = 1/(√ 2) (|0>+|1>) and |-> 

= 1/(√ 2) (|0>-|1>) [12]. 

Figure 1 shows a qubit in a block sphere, where the two basic states |0> and |1> and a 

generalization of a quantum superposition state are represented by |ψ> [13]. 

 

|1>

|0>

|ψ>

 

Figure 1. Block sphere representation of a qubit 

2.2. Quantum entanglement 

In quantum mechanics, quantum entanglement is an important re-source, as well as 

quantum information processing. It can be implemented in different disciplines such as 

quantum teleportation and quantum cryptography [14]. In a perfectly correlated quantum 

entanglement system, one can determine the state of the one qubit once its entangled 

counterpart has been determined (e.g., a two-qubit system in this case). The examples of a 

two qubit maximally entangled system are the Bell basis [15]: 

) >10|->01(| 2 /1 = > Ψ|

) >10|+>01(| 2 /1 = > Ψ|

) >11|->00(| 2 /1 = > Φ|

) >11|+>00(| 2 /1 = > Φ|

√

√

√

√









           (2)  

For example, in a two-qubit Bell basis (1/√ 2(|00>+|11>)) that is perfectly entangled, 

assume that two individuals, A and B, share the sys-tem. If A measures the system, then 

the probability of the system col-lapsing to |0> is 50%. This will let A know that the B’s 

qubit must col-lapse to |0>. Similarly, if the result of A’s measurement collapses to |1>, 

then A will immediately know that B’s qubit is |1> with a probability of 50%. This means 

that in a perfectly correlated quantum system, if the state of one qubit is known, then it is 

easy to determine the state of the other qubit. This happens regardless of the distance 

between the two qubits [15, 16]. 

 

2.3. Quantum Key Distribution 

Charles H. Bennett and Gilles Brassard were the first individuals to introduce quantum 

key distribution (QKD) in 1984 [1]. QKD uses quantum mechanics to guarantee the 

security of the secret key. QKD also uses a one-time pad (Vernam cipher) to provide an 

unconditional secure encryption [17]. The fundamental aim of the QKD protocol is not to 

use the quantum states directly to share secret information, but to use the quantum states 

to generate a secret cryptographic key that will be shared among the communicating 

parties [18]. 

In general, QKD can be summarized into three phases, the bit-transmission phase, the 

channel-estimation phase, and the post-processing phase. During bit transmission, the bits 
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are transmitted between the communicating parties. During channel estimation, the 

communicating parties estimate the channel and the amount of information that has been 

leaked to an adversary. The final step is the post-processing phase, where the parties share 

the secret key depending on the bit sequence used in the bit-transmission phase [19]. 

QKD systems require the use of dedicated fiber optic cable because QKD is very 

sensitive to noise and losses. Noise and losses affect the overall performance of the 

system, so it is very important for them to be minimized [20]. 

Although QKD shows promising signs of providing unconditional secure key 

distribution, it still has problems such as low key-generation speeds, costly equipment for 

key generation, and short transmission distances compared to currently used technologies 

[21]. It has been reported that there are two important problems that need to be considered 

in order to achieve high speed QKD systems. These are the key-distillation step (i.e., 

sifting, privacy amplification, error correction frame synchronization, and random 

permutation) and the photon-transmission step. Fig. 6 shows an example of a QKD 

transmission [21]. 

 

2.4. BB84 and B92 Protocols 

The first QKD protocol was introduced in 1984 which is called BB84 protocol [1]. 

This protocol uses two polarization bases with four states, rectilinear basis(R basis) and 

diagonal basis (D basis) which are corresponding to the mentioned Z and X bases, 

respectively. The next protocol which was proposed in [1] also uses two polarization 

bases but two states. In these protocols, a single photon may be polarized with four 

states: |h>, |v>, |l> and |r>. The states |h> and |v> in R basis reveal ‘0’ and ‘1’, and the 

states |l> and |r> in D basis reveal ‘0’ and ‘1’, respectively [22]. 

 

2.4.1. BB84 

1) Alice sends a random sequence of photons, one of |h>, |v>, |l> and |r>. 

2) Bob randomly chooses his detector basis from R basis or D basis to measure each 

photon. 

3) Results of Bob’s measurement. Then, the states are interpreted as a binary sequence. 

4) Bob reports his detector bases for each photon. 

5) Alice tells Bob which bases were correct 

6) Finally, Alice and Bob will share the bits where A’s response is ‘Y’, discarding all 

other bits. 

Table 1. 12-bit Sample of BB84 Protocol 

Sequence of bits 1 2 3 4 5 6 7 8 9 10 11 12 

(1) A’s random bits 1 1 0 0 1 0 1 0 0 0 1 1 

A’s source basis D R R R D D R D R D R D 

A’s polarization  |r> |v> |h> |h> |r> |l> |v> |l> |h> |l> |v> |r> 

(2) B’s detector basis D D R R R R R D D R D D 

(3) B’s measurement |r> |l> |h> |h> |h> |v> |v> |l> |l> |v> |r> |r> 

B’s bits 1 0 0 0 0 1 1 0 0 1 1 1 

(4) B reports basis D D R R R R R D D R D D 

(5) A’s response Y N Y Y N N Y Y N N N Y 

(6) Shared secret key 1 - 0 0 - - 1 0 - - - 1 
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2.4.2. B92 

1) Alice sends a random sequence of photons, one of |h> and |r>. 

2) Bob randomly chooses his detector basis from |l> basis or |v> basis to measure 

each photon, and bases are interpreted as a binary sequence. 

3) Results of Bob’s measurement. Alice and Bob will share the bits where the 

measurement results are ‘Y’, discarding all other bits. 

Table 2. 12-bit Sample of B92 Protocol 

Sequence of bits 1 2 3 4 5 6 7 8 9 10 11 12 

(1) A’s bits 1 1 0 0 1 0 1 0 0 0 1 1 

A’s polarization  |r> |r> |h> |h> |r> |h> |r> |h> |h> |h> |r> |r> 

(2) B’s detector basis |l> |v> |l> |v> |l> |l> |l> |v> |l> |l> |v> |l> 

B’s bits 0 1 0 1 0 0 0 1 0 0 1 0 

(3) B’s measurement N Y N N N Y N N Y N N N 

Shared secret key - 1 - - - 0 - - 0 - - - 

 

2.5. Liao et al.’s Protocol 

In [11], they proposed a quantum secret sharing protocol where they used a bit for 

steganographic purposes. This bit is used to hide information that an outside observer will 

not notice that covert communication is taking place. First, Alice generates two random 

2n-bit strings l = (l1, l2,…,l2n) and a = (a1, a2,…,a2n). She randomly selects a 

“steganographic bit” aq (1 ≤ q ≤ 2n) whose value equals to the XOR result of Alice’s 

secret bit s and r. aq = s⊕r. 

Table 3. Coding Qubits in the Corresponding Basis 

l 0 1 

a 0 1 0 1 

bc 00 01 00 10 

11 10 11 01 

BC |0>|0> |0>|1> |+>|+> |->|+> 

|1>|1> |1>|0> |->|-> |+>|-> 

 

For each bit of l and a, she creates qubits Bi and Ci in the Z basis (if li =0) or X basis (if 

li = 1), where ai = bi⊕ci. Alice sends 2n-qubit strings B = (B1, B2, … , B2n) and C = 

(C1,C2,…, C2n) to Bob and Charlie, respectively. 

1) When both Bob and Charlie announce that they have received their strings, 

Alice announces l. Bob and Charlie measure each qubit in the Z basis or X basis 

according to the corresponding bit value of l. 

2) Alice will select n check bits in a. The first n-1 check bits from the 2n-1 bits (aq 

is excluded from the original 2n bits) are randomly selected, while the last one 

is chosen intentionally. Suppose the remaining n+1 bits are v = (v0,v1,v2,…,vn) 

and the “steganographic bit” is vt (i.e. aq in a). The last check bit vx is chosen 

such that x = (t-d)mod(n+1) Bob and Charlie are required to announce the 

measurement results of their corresponding check qubits in B and C. 

3) If Alice finds the number of agreed values is unacceptably few, she aborts this 

run and restarts from step 1. Otherwise, she continues to the next step. 
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4) They perform information reconciliation and privacy amplification to generate 

three m-bit keys ka,kb and kc from the remaining n bits. Alice, Bob and Charlie 

can obtain ka, kb and kc separately, where ka = kb⊕kc. 

 

3. Proposed Protocol 

We presented a QSS protocol between two parties. Our protocol does not depend on 

quantum entanglement, which is used in most QSS protocols; these protocols directly 

encode the qubits, making them easy to realize and implement. Authentication is done 

before the parties can start the process. This is done to prevent unauthorized individuals 

from masquerading and taking part in the key-sharing process [23].  

This two-party quantum secret-sharing protocol is described as the basis for the other 

protocols, where the number of users exceeds two. Suppose we have two individuals, 

Alice and Bob. Let Alice be the one to initiate the whole process. 

1) Alice generates two random 2l-bit strings m = (m1, m2, … , m2l) and n = (n1, n2, … , 

n2l). For each bit of m and n, Alice creates qubits Bi in the Z basis (if mi = 0) or X 

basis (if mi  = 1), where bi = ni, and sends 2l-qubit strings B = (B1, B2,…, B2l) to Bob. 

2) When Bob announces that he has received the qubit string, Alice announces m. Bob 

measures each qubit in Z basis or X basis according to the corresponding bit value of 

m. 

3) Bob will then recover the corresponding bit values from the qubits. Alice randomly 

selects l check bits in n. 

4) Bob announces his results to Alice. Alice then compares the result with that of Bob. 

If Alice finds that the number of agreed values is unacceptably small, this run is 

aborted and restarted from step 1. Otherwise, two parties recognize the shift amount 

which is already compromised by the number of the shared secret bits so that shift the 

result to the right or left as promised, and Alice continues to the next step. 

5) They perform information reconciliation and privacy amplification to generate a 

shared key, ka and kb, from the remaining n bits.  

 

Figure 2 illustrates the proposed two party protocol based on shift operation. 

 

 

Figure 2. Proposed Two-party QSS Protocol 
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4. Security Analysis 

The security analysis approach that was used is similar to the security analysis used in 

[11]. This is so because instead of using a steganography bit, we used a shift amount that 

is unknown to an eavesdropper. This is based on the probability of the attacker obtaining 

the key and the shift amount (an integer value that is less than n of the bits). Because 

quantum cryptography uses the laws of physics such that all the eavesdroppers can be 

revealed, the eavesdropper can be revealed because if they try to measure the qubits, they 

will disturb the qubits, resulting in an error. The other reason is that the rules of quantum 

mechanics guarantee that any measurement performed on the qubits modifies the state of 

those qubits. This can be discovered by both the sender and receiver. The analysis is as 

follows. 

The probability of Eve causing an error is 1/4.=1/2)×1/2+1/2×(1/2 ×1/2 Therefore, the 

probability of Eve receiving the right qubit is 1-1/4 = 3/4. According to [11], if θ is the 

proportion of particles that Eve measures during transmission from Alice to Bob, the 

probability that Eve knows the value of the qubit is .214/)121)43( /+=θ-θ(/θ+/p=  

Similarly, Eve guesses the probability of the shift amount with probability, p/n)1( . The 

probability that Eve guesses the wrong shift amount is .1121 /n)- (/  Therefore, the 

probability of obtaining the value of Bob’s qubit is  

.214)11(21)1( 2 /n+/=Θ/n-/p+/n=pb  

Suppose Eve obtains the value of the qubit of Bob and Charlie with the same 

probability, i.e., cb pp  . The probability that Eve knows Alice’s qubit is 

.218)1()1( 22 /+n/=Θppppp cbcba   

Therefore, Eve does not know the value of the shift amount of the key, and she cannot 

determine the value of the key. If the proportion of particles Bob measures from Alice to 

Charlie is given by β, the probability of obtaining Alice’s key is given by .4/2/1 n=pb   

because Bob does not know the shift amount. Therefore, the probability that Bob obtains 

the value of Alice’s secret shift amount is .2/12/1)1(2/1  aaBob ppP  Hence, Bob 

does not know Alice’s secret. 

The secrecy of the key is enhanced by the use of the secretive shift amount. The shift 

amount adds to secrecy enhancement because an eavesdropper does not know the value of 

the shift. Therefore, it will be difficult for the eavesdropper to know the key. This is so 

because once the eavesdropper obtains the bits that are being transferred, he/she will not 

know that that is not the final key. For the attacker to obtain the key, he/she should 

perform the left cyclic shift with an amount similar to that of the communicating parties. 

In the proposed protocol, the assumption is that it is a perfect channel, such that there 

are no errors. However, if there are errors, the error-correction techniques described in 

this paper can be used. The errors that occur can also be mistaken as the work of an 

eavesdropper, which would result in the cancellation of the entire key-distribution 

protocol. Error correction codes can be used to correct all of the errors that occur as long 

as the error rate is not higher than what is normal for QKD. 

Meanwhile, all of the participants should have mutual information for the entire 

process to be completed smoothly. Otherwise, if the parties do not have mutual 

information, then the communication will be aborted because it can be interpreted as an 

attempt by an eavesdropper to obtain the key. 

With the proposed protocols, when the users perform information reconciliation and 

find that the number of identical bits are below an agreed threshold (whether due to 

eavesdropping or noise in the channel), they can discard the communication. This can 

happen in the middle of the process before the key has been communicated. This is an 

advantage because they will then be able to abort the communication before the key is 

known. 



International Journal of Security and Its Applications 

Vol.9, No.8 (2015) 

 

 

300   Copyright ⓒ 2015 SERSC 

5. Conclusions 

In this paper, we proposed QSS schemes that encourage cooperation between parties. 

Our protocol has shown a fundamental communication protocol which shares a secret 

between only two parties. In addition, the security of the key is enhanced by using a secret 

shift operation of the key. This improves the secrecy of the key in the proposed protocol 

compared to the case with other protocols. The proposed protocol has a number of 

advantages, which includes ease of scalability because as the number of parties increases, 

the complexity of the system will not increase as in other protocols. The communication 

time of the protocol was also reduced by making sure their certainty. Our protocol 

can be used as a basic algorithm of multi-party protocols and other applications. 
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