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Abstract 

Quick response (QR) code is the prevalent trademark for a type of matrix barcode 

symbol. That code is always scanned to efficiently acquire data, especially for mobile 

device users. It involves the capabilities of data storage, reliable readability and strong 

error correction. This paper utilizes these properties of a QR code to propose an image 

tamper detection and recovery scheme for grayscale images. The image to be protected is 

first subsampled and decomposed the principal energy compaction for image blocks. 

These are regarded as the image authentication and recovery data and then are encoded 

into the pattern of a QR code. The QR code is subsequently embedded into the original 

image. Experimental results showed that the authentication and recovery data in a QR 

code is able to sustain certain perceptible distortions such that the proposed scheme can 

detect tampered regions clearly and recover them roughly. Moreover, the proposed 

scheme also provides a better embedded image quality in comparison with the previous 

method. 

 

Keywords: Image authentication, tamper detection, QR code, error correction, discrete 

cosine transform, subsampling 

 

1. Introduction 

In recent years, digital technology has gradually progressed, making mobile 

devices more and more popular. People can easily read the news and other 

information by using various mobile devices such as cellular phones and tablets, 

which enable them to browse web pages anywhere and anytime. Before linking to 

the website, a designated uniform resource locator (URL) must be inputted  in 

advance. As we all know, it is more difficult and time-consuming to type using a 

phone keypad than a common keyboard [8, 15]. To solve this problem, the quick 

response code [5, 11, 14], QR code for short, was introduced in 1994. The QR code 

is a convenient product for users of mobile devices. With a cellular phone for 

example, people can use a smartphone camera to capture the code, and then decode 

it through a dedicated reader application. Generally, the code contains concise text, 

contact information or a web hyperlink. This way, it directly helps phone users to 

type on their keypads more easily and faster. 

The QR code, a type of 2-D matrix code, is an extension of the older linear 

barcode. It increases the vertical dimension (the height), so that more data can be 

encoded. Figure 1 shows the images of a 2-D QR code and a 1-D barcode. A typical 

barcode has a series of vertical lines and spaces [5]. Different combinations of lines 

and spaces represent numbers and other symbols. Unlike 1-D barcodes, data in a QR 

code are encoded in both the vertical and horizontal directions. Hence, a QR code 

can hold up to 700 times more data than a barcode. Figure 2 shows the structural 

design of a QR code which consists of black and white dots arranged in a square. 
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Specifically, special position detection patterns are placed in three corners, which 

allow them to be scanned from any direction so that users can decode correctly.  

 

Figure 1. 2-D QR Code and 1-D Barcode 

 

Figure 2. Structural Design of a QR Code [5] 

A QR code can be produced in 40 different symbol versions [11] with 4 error 

correction levels (L, M, Q, and H). The higher the level, the larger the QR code 

version and the greater the error correction. Listed below are the approximate 

correction capabilities at four levels: 

 

(1) Level Low (L): 7% of content can be recovered; 

(2) Level Medium (M):15% of content can be recovered; 

(3) Level Quartile (Q): 25% of content can be recovered; 

(4) Level High (H): 30% content can be recovered. 

 

Error correction makes the QR code more powerful and useful. It allows a QR 

code to be read correctly even if it is slightly dirty or damaged. This property is 

applied to the following image protection application. 

Security is the most important issue in digital multimedia communication. Image 

authentication is one of the techniques to protect content integrity of digital images 

and prevent them from malicious modification, destruction and unauthorized 

reproduction. Traditional data encryption technologies, such as RSA, DES or AES, 

are only used for data or password encryption, but they are not suitable for image 

content protection. The main reason is that any changes or tampered areas in the 

image cannot be detected and located by using these cryptograph schemes. In 

general, image authentication schemes can be classified into two categories. One is 

the signature-based approach [1, 13] and the other is the fragile watermarking 

approach [2-7, 12, 16]. In signature-based schemes, a host image is applied to the 

hash function and the hashed result is then encoded by using a public key 

cryptosystem to produce the corresponding digital signature. This signature is not 
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embedded into the original image, but kept as additional data and stored carefully in 

a trusted third party. 

Fragile watermarking schemes extract a set of features from the image content 

and these features are treated as the authentication data of the original image. Then, 

the authentication data are embedded into the image itself through data hiding 

techniques for the purpose of verifying the integrity or fidelity of the image. If it is 

necessary to check integrity and authenticity, the authentication data can be 

extracted from the authenticated image. By comparing it with the authenticated 

image’s features, this kind of approach can detect whether the authenticated image 

has been tampered with or not. In 2008, Wang and Tsai [16] proposed an automatic 

image authentication method by using the fractal encoding technique. This approach 

further performs image inpainting technique to recover tampered regions. Chen and 

Wang [7] applied the fuzzy c-means clustering technique to establish the 

relationship between blocks as the actual authentication data. Ahmed et al. [2] 

proposed a hash-based image authentication scheme to make image features random 

and secure against malicious tampering. Patra et al. [12] performed the Chinese 

Remainder Theorem (CRT) on discrete cosine transform (DCT) coefficients of a 

frequency domain to produce the image’s authentication data. 

Subsequently, Chan [3] applied the hamming code technique to rearrange pixel 

bits for detecting the tampered area. Chuang et al. [6] presented a tamper detection 

and image recovery method based on the compression of vector quantization (VQ). 

Each image block is encoded to generate its VQ index. Multi-copies of VQ indexes 

are considered important verification and recovery data. Chen and Chen [4] drew 

the low-frequency wavelet subband out of the image content and then encoded the 

subband into a QR code. In order to verify the authenticity, the QR code is 

embedded into a few designated DCT coefficients of the original image. Although 

images are authenticated successfully, this scheme cannot precisely identify where 

the tampered regions are. In this paper, we propose a QR code based image 

authentication scheme to address this problem. The rest of this paper is organized as 

follows. Section 2 is our review of Chen and Chen’s scheme. Section 3 presents the 

proposed scheme. Section 4 presents the results of the experiment which shows the 

improvement of the scheme. The last section presents our conclusions. 

 

2. Review of Chen and Chen’s Scheme 

Unlike previous studies, Chen and Chen [4] offered a distinct solution to image 

authentication. They mainly employed the fashionable QR code symbol for the 

purpose of authentication and data protection, which meant applying the error 

correction property of QR codes to the scheme. Figure 3 shows the flowchart of data 

generation and the embedding procedure in the scheme. Initially, it was necessary to 

perform discrete wavelet transform (DWT) [10] on a cover image to form a subband 

of LL3 block. DWT is a hierarchical subband system for decomposing an image into 

a set of band limited components. Each decomposition derives four non-overlapping 

multi-resolution subbands, which are the lower resolution approximation image 

(LL) as well as the vertical (LH), horizontal (HL) and diagonal (HH) detail images. 

Figure 4 is the structure of 3-level DWT decomposition, where LL3 is the extremely 

important region that represents a coarse scale of the cover image. Secondly, the 

LL3 block is encoded into a QR code. The authors suggested using level M of error 

correction in order to produce a smaller-size QR code. Since QR code has a few 

regular patterns, such as position detection, alignment and timing patterns, these 

areas would be omitted when the QR code serves as the authentication data . 
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Figure 3. Flowchart of Chen and Chen’s Embedding Procedure 

 

Figure 4. The 3-level Discrete Wavelet Transform Structure 

The authentication data must definitely be embedded into the cover image for the 

future tamper detection procedure. In Chen and Chen’s scheme, they were hidden in 

specific DCT coefficients AC3, AC4, AC5, AC6, and AC7, indicated in gray in Figure 

5. Through a set of 64 basis functions, DCT [9] is able to separate an image into 

parts of different importance. Eqs. (1) and (2) show the general DCT transformation 

and the corresponding inverse transformation, where I(i,j) is the image pixel value 

situated at coordinate (i,j) and F(u,v) is the frequency coefficient situated at 

coordinate (u,v). The low-frequency region represents high energy compaction, 

which is usually used instead of the whole set of pixels, while the high-frequency 

region situated at the bottom-right corner of Figure 5 relatively corresponds to 

insignificant components. Hence, the authors employed the five DCT coefficients, 

AC3, AC4, AC5, AC6, and AC7, to conceal 5 bits of the authentication data. After the 

embedding procedure, the scheme would finally perform the inverse DCT operation 

of Eq. (2) to receive an authenticated image. 
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Figure 5. Significant Order of DCT Block Coefficients 

In a tamper detection procedure, the authenticated image mentioned above would 

verify the authenticity of the extracted hidden data. A verifier can perform the same 

3-level DWT process like the embedding procedure to draw the LL 3 block from the 

authenticated image. This is followed by an extraction of the hidden data through 

DCT operation and filling it with the removed areas to recover its standard QR 

pattern. If the recovered QR code is neither readable nor identical by comparing the 

LL3 block with the decoded result from the QR code, this means that there is some 

form of tampering in the authenticated image. Otherwise, the image would never 

undergo any modification attacks. With the help of QR codes, this scheme could 

verify image integrity. However, it cannot localize tampering of regions whenever it 

occurs. It also doesn’t utilize QR error correction. If want to localize the 

modification, the original authenticated image must be reserved. 

 

3. The proposed Scheme 

In this section, we present an image authentication and recovery scheme based on QR 

code in order to address the problem of the previous scheme. The proposed scheme 

includes three procedures: authentication data generation and embedding procedure, 

image tamper detection procedure, and image content recovery procedure. Before 

performing the authentication data generation and embedding procedure, it is necessary to 

prepare grayscale image I, named as the cover image, with h×w pixels to be authenticated. 

 

3.1. Authentication Data Generation and Embedding Procedure 

The purpose of this procedure is to generate features or authentication data from 

the cover image and then conceal them underneath. Figure 6 is the flowchart of our 

proposed authentication data generation and embedding procedure. First is the LSB 

elimination operation to clear least significant n bits of each pixel to zero. This is 

mainly for future data embedding. Note that the value of n shown in Eq. (3) is 

determined by the sizes of the cover image and QR code, where q represents the 

width as well as the height for the later QR code. The resulting image is then 

separated into 8×8 non-overlapping blocks. DCT transformation [9] is applied to 

each of these blocks. For each block, the DC value which is an important feature 

would be acquired from this frequency operation. These DC coefficients are 

collected in set S = {dc1, dc2, ..., dc(h×w)/ (8×8)} which is encoded into a corresponding 

QR code using a dedicated code generator that levels M and Q are suggested to 

adopt. 
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Figure 6. Flowchart of the Proposed Embedding Procedure 

A QR code can contain various data types, alphanumeric characters and binary 

data for example, but the capacity of encoding data is limited. In order to reduce QR 

code size, we adjust the eliminated result using the image subsampling technique. 

Figure 7 shows an example of how to subsample down image pixels. The said 

example is an image block of 4×4 pixels. The subsampling process is to select pixels 

or elements at a regular interval. In this case, the values of horizontal and vertical 

intervals are both set at 2. Hence, that process generates four 2×2 sub-images. Given 

the similarity between neighboring pixels, any one of these is the thumbnail image 

and is enough to represent the whole image. Eq. (4) is a subsampling operation, 

described mathematically as follows: I1, I2, I3 and I4 denote four sub-images and i＝

0, 1, ..., h/2−1, j＝0, 1, ..., w/2−1. Here, our scheme adopts horizontal direction 

subsampling of interval factor 2 with only one sub-image used in the later DCT 

manipulation. And, the DC collection set is S = {dc1, dc2, ..., dc(h×w/2)/ (8×8)}. 
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Figure 7. Example of Image Subsampling 

Before data embedding, the preceding QR code must be rearranged and combined 

into a random and chaotic state using a secret key. This can ensure that 

modifications are widely distributed over the QR code. In addition, the mixed QR 

code is named as the authentication data for the cover image. This is actually a 

binary image that is translated into a 0/1 bitstream and then hidden into the  LSB-

cleared image by using traditional LSB replacement method. Since the amount of 

authentication data is not proportional to the cover image size, certain image pixels 

only hide n bits while other pixels embed n−1 bits. Given the equation and 

calculation Eq. (5), it is easy to see that there are k image pixels carrying n bits of 

authentication data, where k ≤ h×w. The larger the size of the QR code, the more 

image pixels would be requested to carry n data bits. Due to the advantage of error 

correction, however, the QR code can be condensed in order to reduce its scale 

before rearrangement is performed. Finally, an authenticated image I  

corresponding to the cover image I would be obtained. 
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3.2. Image Tamper Detection Procedure 

The goal of image tamper detection procedure is to verify whether a suspicious 

image has been tampered with. Figure 8 shows several operating processes for a 

legal user to detect an authenticated image I  . Initially, the preceding n-LSB bits 

are extracted from each pixel and translated into a 2-D binary image which is in turn 

rearranged by the same secret key such as that in the embedding procedure,  to 

become a regular QR code. Simultaneously, n-LSBs of each pixel in the 

authenticated image are regarded as zero. Then, it is horizontally subsampled down 

using Eq. (4) to obtain one sub-image. After subsampling, the resultant image goes 

through DCT operation to generate the major DC value of each block. These DC 

values (i.e. S' = {dc'1, dc'2, ..., dc' (h×w/2)/ (8×8)}) are collected and compared with those 

decoded by the QR code. If they are equal to each other, it means that the i-th block 

with dc'i might be undamaged and this is marked in white. Otherwise, it could be 

tampered with attacks; thus, it is marked in black. Note that 1≦i≦(h×w/2)/(8×8). 

Owing to the subsampling, the detected result must be horizontally enlarged by the 

scale factor 2. Finally, we obtain a detected image of size h by w that is only in 

white and black colors. 

It is evident that the proposed scheme is able to localize the regions whenever 

they have been tampered with. Because of the error correction property, the original 

DC coefficients encoded in the QR code are rarely affected except for serious 

attacks. Even if the QR code was slightly different, the data inside it can still be 

decoded. As mentioned in the part of Introduction, a QR code possesses the 

capability of tolerance and error correction. There are approximately 15% of data 

content can be recovered for a QR code with Medium (M) level of error correction. 

Once the degree of tampering significantly exceeds the tolerance of QR code, then 

the code will not be read by any dedicated QR readers. Also, this indicates that the 

authenticated image was considerably modified. In contrast, the DC coefficients ar e 

preserved and intact. For this reason, the authentication data in the QR code can be 

used for the tamper detection procedure. Moreover, these data can be applied further 

to the following image recovery procedure. 

 

Figure 8. Flowchart of the Proposed Tamper Detection Procedure 
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Figure 9. Example of simple image upsampling 

 

3.3. Image content recovery procedure 

After the tamper detection procedure, we derive an h×w detected image marked 

with white and black colors. At the same time, we hold the QR code and the 

authenticated image. The image content recovery procedure is performed on the 

three images. First is to divide the binary detected image into 8×16 non-overlapping 

blocks. If an i-th block in the detected image is colored in black, the proposed 

scheme would recover the i-th block of authenticated image by using the dci 

coefficient, where the value is derived from the QR decoding result. Otherwise, the 

block keeps the original pixel content unchanged. This means that it is necessary to 

decompress the frequency dci coefficient by using the inverse DCT transform to 

restore an image block of 8×8 pixels. Note that our proposed scheme has adopted 

the horizontal subsampling technique in the beginning. Hence, an image upsampling 

process must be performed to restore the original 8×16 block from this 8×8 block. 

Figure 9 for example, shows how sampling signals are increased assuming that the 

4×2 sub-image is the result of a 4×4 block that was horizontally downsampled by 

scale factor 2. We reconstruct 4×4 pixels from the sub-image using the nearest-

neighbor interpolation. It should be noted that the pixels colored in white are the 

interpolation result. The detailed steps for the image content recovery procedure are 

stated below. 

The image content recovery algorithm: 

Input: The binary detected image, the authenticated image and those DC values 

decoded by the QR code. 

Output: The recovered image. 

Step 1: Partition the detected image and the authenticated image into 8×16 non-overlapping 

blocks, where their sizes are both h by w. 

Step 2: Get a block from the detected image and then check to see if it is colored black. If it 

is, continue the next steps; or else, repeat Step 2. 

Step 3: Derive the i-th DC value dci, which corresponds to the block number i, from the QR 

decoded result. 

Step 4: Transform dci into a spatial-domain 8×8 block using Eq. (2). 

Step 5: Enlarge the block size from 8×8 to 8×16 using the interpolation technique. And then, 

that resized block is used instead of the original i-th 8×16 block in the authenticated 

image. 

Step 6: Repeat Step 2 above again and again until all the blocks in the detected image have 

been processed. 



International Journal of Security and Its Applications  

Vol.9, No.7 (2015) 

 

 

Copyright ⓒ 2015 SERSC  209 

   
(a) Lena (b) Toys (c) Jelly Beans 

   
(d) Chart (e) Sailboat (f) Jet 

Figure 10. Six 256×256 Pixel Test Images 

4. Experimental Results and Discussion 

In our experiments, six grayscale 256×256 pixel images (i.e. “Lena”, “Toys”, 

“Jelly Beans”, “Chart”, “Sailboat” and “Jet”) shown in Figure 10, served as test 

images. The experiments were performed on Intel platform with a 2.8GHz CPU as 

well as a 3GB RAM, implemented using Bloodshed Dev C++. First, a test image is  

to clear every LSB bit of pixels, horizontally subsampled and compressed using 

DCT operation to derive leading DC coefficients. These coefficients are then 

encoded using the QRCodeGui-win32 [17] tool in order to obtain the size of QR 

code, which is the value of q. Based on the equation (3), it is clear that the value of 

n can be sequentially calculated. Afterward, the proposed embedding procedure is 

carried out. Here, we adopt the ruling metrics of peak-signal-to-noise ratio (PSNR) 

to evaluate the qualities of embedded, tampered and recovered images. The PSNR 

value indicates the fidelity between the original image and other modified images. 

General speaking, the higher the PSNR value is, the better the quality of the 

modified or reconstructed image will be, and vice versa.  

Tables 1 and 2 present the experimental results of our proposed scheme for the 

image “Lena” under M- and Q-level error corrections, respectively. The original 

size of the generated QR code is too large that it could affect more pixels in the 

cover image. In order to reduce its size, we narrow the QR code down to specific 

scales. As shown in the two tables, the smaller the QR size, the less the value of n 

but the better the quality of the authenticated image. Even a 60% scale of the 

original QR code can still be accurately decoded. This is because a QR code is 

provided with a tolerance property. In addition, using different error correction 

levels affects the authenticated image quality. The size of QR code generated by 

level Q is relatively larger than level M’s. This also means that the amount of LSB 

bits to be embedded is greater, as such, and the quality of authenticated image 

would become poor. Considering the qualities of authenticated and recovered 

images, a 70% scale of a QR image is recommended for use in the proposed scheme.  
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Table 1. Result of our Scheme using Level M Error Correction for the Image 
“Lena” 

Scale  

(%) 

QR size 

(pixels) 

n  

(bits) 

Embedded 

quality (dB) 

Tampered 

quality (dB) 

Recovered 

quality (dB) 

60 279×279 2 44.067 32.626 42.745 

70 326×326 2 43.680 33.196 42.850 

80 372×372 3 37.582 31.800 37.225 

90 419×419 3 36.919 31.797 36.611 

Table 2. Result of our Scheme using Level Q Error Correction for the Image 
“Lena” 

Scale  

(%) 

QR size 

(pixels) 

n  

(bits) 

Embedded 

quality (dB) 

Tampered 

quality (dB) 

Recovered 

quality (dB) 

60 322×322 2 43.778 32.941 42.531 

70 376×376 3 37.596 31.854 37.181 

80 430×430 3 36.902 31.739 36.596 

90 483×483 4 30.792 28.830 30.702 

 

Figures 11 and 12 present the subjective results based on the visual quality of the 

cover images “Lena” and “Jelly Beans” shown in Figures 10(a) and 10(c), 

respectively. Note that M level and 70% scale are used in these simulations. Figures 

11(a) and 12(a) are the embedded results using the proposed scheme. It is assumed 

that the two resultant images are subject to some modification attacks, as shown in 

Figures 11(b) and 12(b). Our proposed scheme produced the detected results shown 

in Figures 11(c) and 12(c) for the two tampered images, where the pixels colored in 

black are the suspected regions tampered by attackers. It is obvious that the detected 

region is relatively bigger than the actual tampered area. This is because our 

proposed scheme is performed based on block domain and image subsampling. 

Figures 11(d) and 12(d) are the recovered results using the extracted QR codes 

shown in Figures 11(f) and 12(f), respectively. Based on the subjective evaluation 

of the visual quality of recovered images, we can clearly observe that the proposed 

scheme is more suitable for tampering smooth areas than complex ones. Once the 

complex areas of an image are modified, the recovered area would be slightly 

blurred and a block effect would become rather visible. 

   
(a) Embedded image 

(PSNR=43.680dB) 

(b) Tampered image 

(PSNR=33.196dB) 

(c) Detected result 
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(d) Recovered image 

(PSNR=42.850dB) 

(e) Embedded QR code 

 

(f) Extracted QR code 

 

Figure 11. Visual Results using Level M and 70% Scale for the Image 
“Lena” 

   
(a) Embedded image 

(PSNR=43.612dB) 

(b) Tampered image 

(PSNR=28.508dB) 

(c) Detected result 

 

   
(d) Recovered image 

(PSNR=43.440dB) 

(e) Embedded QR code 

 

(f) Extracted QR code 

 

Figure 12. Visual Results using Level M and 70% Scale for the Image “Jelly 
Beans” 

Table 3 shows the comparative results of the six cover images using Chen and 

Chen’s scheme [4] and the proposed scheme to determine PSNR quality. The QR 

error correction used for both schemes is level M. The two schemes both adopt a 

70% scale to reduce the QR code size. Because the sizes of test  images are only 

256×256, here the scheme [4] uses 20 DCT coefficients to embed the QR bits in 

each block. Compared with the previous scheme [4], the proposed scheme has a 

better embedded quality for authenticated images. On average, the embedded quality 

in the proposed scheme is 43.4dB, which is superior to 30.3dB of Chen and Chen’s 

scheme. We can also observe from Figure 13 that Chen and Chen’s scheme is not 

suitable for the image “Chart” that is nearly in white and black colors. The reason 
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for this situation is that binary images are not applicable to DCT frequency 

operation. In addition, the previous scheme had some defects, making it inadequate 

to accurately detect the tampered regions and to restore these areas. In contrast, the 

proposed scheme is not only capable of accurately detecting the possible modified 

area, but also of virtually restoring its original state. 

Table 3. Performance of the Schemes using Level M Error Correction 

Test 

Images 

Chen and Chen’s scheme [4] Our proposed scheme 

Embedde

d quality 

Tampered 

quality 

Recovere

d quality 

Embedde

d quality 

Tampered 

quality 

Recovere

d quality 

Lena 35.904 31.277 N/A 43.680 33.196 42.850 

Toys 33.342 25.018 N/A 43.764 26.001 43.462 

Jelly 

Beans 
35.615 27.873 N/A 43.612 28.508 43.440 

Chart  5.270  5.248 N/A 41.920 25.483 37.511 

Sailboat 35.629 31.520 N/A 43.686 32.856 42.846 

Jet 35.908 30.175 N/A 43.642 31.209 43.246 

Average 30.278 25.185 N/A 43.384 29.542 42.226 

Note: N/A means that image is not available by using the previous scheme [4]. 

  
(a) Embedded image of our scheme 

(PSNR=41.920dB) 

(b) Tampered image of our scheme 

(PSNR=25.483dB) 

  
(c) Embedded image of the scheme [4] 

(PSNR=5.270dB) 

(d) Tampered image of the scheme [4] 

(PSNR=5.248dB) 

Figure 13. Visual Results Produced by Different Schemes for the Image 
“Chart” 
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Table 4. Result of our Scheme under Distinct Tamper Tests for the Image 
‘Jet’ 

The 

number of 

tampered 

objects 

The amount 

of tampered 

pixels 

The ratio of 

tampered 

pixels (%) 

The ratio of 

damaged 

QR bits 

(%) 

Tampered 

quality 

(dB) 

Recovered 

quality 

(dB) 

1 471 0.7 0.4 31.209 43.246 

2 940 1.4 0.9 28.006 42.855 

3 1410 2.2 1.1 26.118 42.351 

4 1880 2.9 1.5 25.165 41.575 

5 2349 3.6 1.9 24.144 41.416 

6 2820 4.3 2.1 23.406 40.578 

7 3291 5.0 2.5 22.769 N/A 

Note: N/A means that image is not available under such a tampering. 

 

Table 4 explicitly shows the numerical results of the proposed scheme under 

distinct tamper tests in order to evaluate the tolerance of a QR code. In each tamper 

test, one more aircraft is added on the background of the image ‘Jet’ shown in 

Figure 14. One more aircraft will certainly increase the total amount of tampered 

pixels. From Table 4, it can be clearly seen the degradation of tampered image 

quality while the number of tampered objects is increased. When adding 7 aircrafts, 

the extracted QR code is so damaged that it cannot be recognized by dedicated QR 

readers. Hence, the proposed scheme is not able to detect the tampering and then 

recovery those. Nevertheless, Figure 14 shows the proposed scheme performs well 

for the other tamper tests. All the Detected results in Figure 14 are rather correct 

and the corresponding recovered images are also good. Clearly, the qualities of 

recovered images are all higher than 40dB. Thus, the proposed scheme can recover 

well especially for the tiny modifications. 

   
(a) Tampered image 

(PSNR=31.209dB) 

(b) Detected result of (a) 

 

(c) Recovered image of (a) 

(PSNR=43.246dB) 
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(d) Tampered image 

(PSNR=28.006dB) 

(e) Detected result of (d) 

 

(f) Recovered image of (d) 

(PSNR=42.855dB) 

   
(g) Tampered image 

(PSNR=26.118dB) 

(h) Detected result of (g) 

 

(i) Recovered image of (g) 

(PSNR=42.351dB) 

   
(j) Tampered image 

(PSNR=25.165dB) 

(k) Detected result of (j) 

 

(l) Recovered image of (j) 

(PSNR=41.575dB) 

   
(m) Tampered image 

(PSNR=24.144dB) 

(n) Detected result of (m) 

 

(o) Recovered image of (m) 

(PSNR=41.416dB) 
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(p) Tampered image 

(PSNR=23.406dB) 

(q) Detected result of (p) 

 

(r) Recovered image of (p) 

(PSNR=40.578dB) 

Figure 14. Visual Results under Distinct Tamper Tests for the Image “Jet” 

5. Conclusions 

In an earlier scheme, the common matrix image of QR code is employed to 

develop a novel image authentication. That scheme is able to protect the content 

integrity of an image. However, it cannot identify the tampered regions. In this 

paper, we attempt to improve the tamper localization ability by using DCT 

coefficients so that it can locate the modifications as well as relatively recover 

tampered regions. In addition, we make the best use of QR error correction and 

tolerance to ensure the integrity of DCT coefficients. Simulation experiments show 

that the proposed scheme has better PSNR quality of authenticated images and can 

detect modifications. The average image quality is 43.3dB when the QR error 

correction is at medium level. These tampered areas can also be recovered, 

especially for smooth regions. In conclusion, the proposed scheme is rather simple 

and effective in protecting the integrity of a grayscale image. 
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