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Abstract

Cryptography can be defined as the art of secret writing or protecting information by
transforming it (encrypting it) into an unreadable format, called cipher text and then
transmitting it across insecure networks, so that it cannot be read by anyone except the
intended recipient. Only those who possess a secret key can decipher (or decrypt) the
message into plain text. Encrypted information can sometimes be broken by cryptanalysis,
also called code breaking, although modern cryptography techniques are virtually
unbreakable. Various algorithms help achieve flawless encryption results which are
mostly unbreakable. This paper is an attempt to improve one such algorithm, i.e. RC6 by
adding on to its existing functionalities.
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1. Introduction

As e-mail, chat and other forms of electronic communication become increasingly
necessary by the day, it becomes all the more important to simultaneously protect and
maintain the security of all the data involved in these operations. To achieve this,
cryptography comes into the picture. Cryptography is achieved by using various
algorithms which are based on either substitution of plain text with some cipher text, or
by using certain transcription techniques, or a combination of both. Based on the type of
key being used, the algorithms could be classified into Symmetric key algorithms (e.g.,
AES, DES, RC5, Blowfish, etc.,) and Asymmetric key algorithms (e.g., RSA, MD5, SHA,
etc.,).

Symmetric key algorithms are those in which encryption and decryption are performed
using the same key. Asymmetric key algorithms are the ones in which encryption and
decryption are performed using different keys.

The RC algorithms are a set of symmetric-key encryption algorithms invented by Ron
Rivest. The "RC" may stand for either Rivest's Cipher or, more informally, Ron's code.
There have been six RC algorithms so far. We have proposed an improvised version of the
RC-6 algorithm, namely RC-7 in our paper.

2. Related Work

RC4 is a stream cipher designed in 1987 by Ron Rivest for RSA data Security (now
RSA Security) [1, 2]. It is a variable key-size stream cipher with byte-oriented operations.
This algorithm is used for random permutation. RC4 is used in the Secure Sockets
Layer/Transport Layer Security (SSL/TLS) standards that have been defined for
communication between Web browsers and servers [3].
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In 1995, Ronald L. Rivest described the RC5 algorithm [4], keeping in mind a
number of objectives such as RC5 being a symmetric block cipher, fast, suitable for
hardware and software implementation, adaptable to processors of different word-
lengths, iterative in structure (with variable no. of rounds) and with variable-length
cryptographic key [5]. RC5 was a parameterized algorithm which was intended to be
easy to implement.

Further, in 1998, Ronald L. Rivest, M. J. B. Robshaw, R. Sidney and Y. L. Yin gave
the RC6 algorithm [6], which was a new block cipher submitted to NIST for consideration
as the new Advanced Encryption Standard (AES) [7, 8]. The design of RC6 began with a
consideration of RCS5 as a potential candidate for an [9] AES submission. Modifications
were then made to meet the AES requirements, to increase security, and to improve
performance [10, 11]. The inner loop however, is based around the same ‘half-round’
found in RC5 [12]. Like RC5, RC6 is also parameterized.

2.1 RC5 & RC6 Block Ciphers

RC6 operates on units of 4 w-bit words using the 6 operations as follows [13]:
O a+ b: integer addition modulo 2w
@® a - b: integer subtraction modulo 2w
© a @ b: bitwise exclusive-or of w-bit words
O a* b: integer multiplication modulo 2w
© <<< b: rotate the w-bit word 'a' to the left by the given amount by the least significant
Igw bits of b
® a >>> b: rotate the w-bit word a to the right by the amount given by the least
significant Igw bits of b.
The two main features in RC6 compared to RC5 are [14, 15]:
A. Inclusion of Integer Multiplication: - It is used to increase the diffusion achieved
per round so that fewer rounds were needed and the speed of cipher increased.
B. Use of 4-bit Register: - The reason for using 4-bit working registers instead of 2-bit
is technical.
RC6 is a secure, compact and simple block cipher. It offers considerable flexibility
and good performance [16, 17]. Its simplicity allows analysts to quickly
refine and improve estimates of its security [18, 19].

Table I. Comparison between RC5 and RC6 Block Ciphers

Parameters Algorithm type
RCS RC6

W ( word size 1n bits) 16.32. 64 16, 32, 64

r (No. of rounds) 0.1.2...255 0. 1.2... 255
b (Key length) in bytes 0.1,2... 255 0,1.2... 255
Block size in words 2w 4W

Block size in bits 32.64. 128 64.128, 256
Max. block size 1n bits 128 156

No. of keys derived 2r+2 2r+4
from key schedule

Transformation Does not x(2x+1) mod
Function f(x) exist 2w

Used Operation +., -, @, +, -, * @D,

<<, >>> <<, >>>
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3. RC7 Block Cipher

To improve the encryption efficiency of the already existing RC6 algorithm [20], RC7 has been
proposed which takes relatively less time to encrypt data and is comparatively more flexible. Instead
of four working registers, RC7 makes use of six such registers which makes it a better alternative to
RC6.

3.1. Algorithm

Input: Plaintext stored in six w-bit input registers “A, B, C, D, E, and F”
Number of rounds “r”

W-bit round keys “S [0 ... 2r + 1]”

Output: Cipher text stored in A, B, C, D, E, F

Procedure:
B=B+S|[0]
D=D+S[1]
F=F+S[2]
fori=1tordo
{
t=(Bx (2B + 1)) <<<Igw
u=(Dx (2D + 1)) <<<Igw
v=(Fx (2F + 1)) <<<lgw
A= ((ADt)<<<u) +S[2i+1]
C=((C & u) <<<t) + S [2i+ 2]
E=((E® v) <<<t) + S [2i+ 3]
(A,B,C,D,E,F)=(B,C,D,E, F, A}
A=A+S[2r-1]
C=C+S[2r]
E=E+S[2r+1]

4. Design

B D
S [0] 1 S[_‘i]”_l_T 3[2]_’.
%LI

s [2r-1] i s 21 -|v|_.§.—_|<f3[2””
* * v
- o[c]

Figure 1. Design of RC7
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5. Tools used

For the implementation of RC7, specifications of the computer system used are as
follows:

Table II. Tools used During Study

Operating system Windows 7
RAM 1Gb
Processor Intel Coreis
Hard disk 450 Gb

Text editor used Notepad
Compiler used DevC++55.3

6. Results and Discussion

Table Ill. Comparison between RC6 and RC7

REFERENCE RC6 RC7 (Proposed)
Plain text 00000000-00000000-00000000- 00000000-00000000-
00000000 00000000-00000000
Key 36a5c38{-78f7b16-4edf29c1- 1af9897d-0adedec3-
lead43893 7804776e-11f7ae69
Cipher text cb1lbd66¢-38300b19-163f8ade- 05bd5f8f-a85fd110-
82ae9086 da3ffa93-c27e856e-
00000000-00000000
Compilation time 0.38 seconds 0.33 seconds
Encryption time (approx.) 0.076 seconds 0.066 seconds

It is thus evident from the above results that the proposed algorithm RC7 has an
encryption time less than that of RC6, thereby easier to implement and more efficient to
use.

7. Conclusion

Following are the conclusions that can be drawn from our paper:-
i. Among RC6 and RC7 (proposed), the latter is found to be better owing to
increased throughput, increased efficiency and decreased encryption time.
ii. RC6 also has some loopholes which can be overcome by RC7. Its advantages over
RC6 are enumerated as follows:-

a. More secure and compact block cipher.

b. Offers good performance and suggestively more flexible.
c. Makes use of 6 working registers instead of 4.
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d. It has a block-size of 256 bits. When using this block size, 32-bit operations are
preferable given the intended architecture of AES.

e. The implementation of the cipher works according to the restrictions provided by the
respective individual systems.

8. Implications of Future Research

Changing the existing modules or adding new ones can append improvements.
Further enhancements can be made to the algorithm, so that it becomes more effective
for encryption/decryption.
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