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Abstract

Trustiness of software dynamic behavior is always the research hotpot and difficult
point in the field of trusted computing. Dynamic trustiness model of software behavior
relies on three basic aspects including the extraction and description of intended software
behavior, real-time monitoring of software behavior and a contrastive analysis of
intended software behavior and running-time behavior. It is a hard nut to extract and
describe intended software behavior. In our paper, we present a method of extracting and
describing of software trajectory based on cross-references of binary file. Our method is
thinking from the perspective of the attacker, and constructing suitable size function chain
starting at input variables. Then we optimize and simplify of the chain in order to make it
practical. Our specific experiment indicates the effectiveness of our way.
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1. Introduction

Trusted computing is becoming a new trend of computer security fields. Trustiness of
software is a focus of trusted computing research. Current static trusted authentication of
software is via checking hash value of binary codes or critical files before software
running. However, it just guarantees data integrity of program before running.

The aim of dynamic trusted authentication of software is to make sure the real time
behavior of software according to expecting behavior. Dynamic trusted authentication is
an unavoidable obstacle in the trusted computing field. Dynamic trustiness model of
software behavior depends on three key aspects, including the extraction and description
of intended software behavior, real-time monitoring of software behavior and a
contrastive analysis of intended software behavior and running-time behavior. How to
abstract and describe the behavior of software is the paramount task of dynamic
authentication. The accuracy and simplicity of the software behavior affect validity and
practicability of the model. There is no generally acceptable theoretical method and the
theoretical research lags behind the technical practice.

In our article, we present a means of extracting and describing of software trajectory
based on cross-references of binary file. Our method is thinking from the perspective of
the attacker, and constructing suitable size function chain starting at input variables. Then
we optimize and simplify of the chain in order to make it practical and valid. Our specific
experiment indicates the effectiveness of our way.

In recent years, many artful methods based on dynamic software behavior have been
proposed for defending against these software abnormal behaviors; these include
subverting the intended data flow in the program, subverting machine-code execution. For
example, [2, 4, 7, 8, 9, 11, 12]. In general, the methods of software behavior were two
patterns. Both of them are supported by reverse technology.

One of the patterns is that based on vitual technology, namely, in the vitual
environment, researchers observe and study the behavior of the software, or, researchers
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implant codes to source codes and set checking points. And researchers will propose
various intelligent learning algorithms to the modeling of software motion. But this
pattern is not having completeness of the behavior. It depends on specific input. Dynamic
analysis involves allowing the malware to execute in a carefully controlled environment
(sandbox) while recording every observable aspect of its behavior using any number of
system instrumentation utilities [22].

The other one is that based on these analytic techniques, these techniques include
analysis of control flow, analysis data flow, codes dependence. Researchers divide the
whole disassembly code into basic blocks and analyze control flow between basic blocks.
Data flow analysis is different from control flow. Data flow is following with interest of
data changes and relationships of data objects. Data flow analysis is complex than
analysis of control flow. The most complex one is analysis of code dependence. It shows
both information about control flow and data flow. This pattern is having completeness of
the software behavior.

2. Related Works

Study of software behavior involves four aspects works. The theoretic research is lag
behind the actual technology. These theoretic models are based on statistics model [14],
fuzzy mathematics model [15], subjective logic model [16, 17], software behavior model
[2, 18], and finite state automaton model [19].

The research area of subverting control flow and data flow gives us an angle of
attacker’ view [20, 21]. M. Abadi, et al., has present two important papers. The one
illustrates the theory of secure control flow [20]. In this article, they gives us the basic
theory with precise and rigorious formulations of hypotheses and guarantees. And another
shows us the principles, implementations and applications of control -flow. In companion
paper, they regard that the enforcement of control-flow integrity (CFI) is simple and
practical for existing software to avert shadow calling stack and accessing control for
memory regions. They explore the benefits for CFl and present an implementation [21].

Reverse technology is often to facilitate understanding of programs when source code
is unavailable. Common situations in which disassembly is used include these: analysis of
malware, closed-source software for wvulnerabilities, closed-source software for
interoperability. That is a very important supporting technology [22]. Static analysis
attempts to understand the behavior of a program simply by reading through the program
code, which, in the case of malware, generally consists of a disassembly listing.
Disassembly listings also provide the only means to determine exactly how a compiler
has chosen to order all of the variables declared globally or within functions.
Understanding the spatial relationships among variables is often essential when
attempting to develop exploits. Ultimately, by using a disassembler and a debugger
together, an exploit may be developed [22].

The system call sequence is used to depict software behavior. It is also for this reason;
the extracting and describing of software trajectory must match needs of practicability.
The research on system call is indispensable. Remarkable works include Forrest, et al.,
[1], Giffin, et al., [23], Spivey [24], Bond and McKinley [25]. Forrest firstly proposed
distinguishing program self using system call. Giffin, et al., proposed considering system
context. Spivey, et al., presented calling context tree (CCT). Bond and McKinley
presented probabilistic calling context (PCC).

Of course, other skill is indispensable, such as software testing technology and
hardware technology [3, 5, 6, 10, 13] .

3. Analysis of Software Defects

3.1. The View of Program Generation
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In a traditional software development model, compilers, assemblers, and linkers are
used by themselves or in combination to create executable programs. The third-generation
languages are generally platform independent, though programs written using them may
be platform dependent as a result of using features unique to a specific operating system
[22]. So the software defects are associate with these factors, these include, operation
system, compilers, assemblers, linkers, CPU and so on.

3.2 The View of Attacker

How did the attacker make it after they have gotten the fundamental principles? We
have made synthesis of responsible disclosure. Briefly, there are 4 common steps. The
first step in the process is to discover a potentially exploitable condition in a program.
This is often accomplished using dynamic techniques such as fuzzing [22]. Secondly,
attackers analyze the control flow of software and master the control flow in order to
discover vulnerabilities. In addition, recognizing input data of application program.
Thirdly, tracing the input data until discovering the hole of the software. Finally,
attackers inject illegal code and hijack the legal control flow. So, we assert that attackers
can not directly modify the PC and reserved registers without key variable data. And now,
let me review previous meaningful work. The enforcement of control flow integrity is an
effective method adopted for software behavior. A control flow graph is considered as the
normal behavior of software after statically specified. We suppose that the software is
trusted when the program run dynamically follows the former path.

4. The Models of Extracting the Software Intended Behavior

v

Load Binary File Construct Function Chain
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M sassembling Slmplification of The Functlon
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Figure 1. The Flow Chart of Abstracting Intended Behavior

Figure 1. Shows 6 Steps of our Abstracting Model

Step 1. Load the new file of binary file.

The authors of application software seldom to provide the source code of their
productions. It is virtually important to know the file type before loading the binary file.

Step 2. Preliminary analysis of Binary File by IDA pro

IDA is a comprehensive and recursive disassembler. It makes every effort to present
code as close to source code as possible. It also goes to great lengths to annotate
generated disassemblies with not only datatype information but also derived variable and
function names. We mainly use the information of data cross-reference and code
cross-reference in our analysis of intended software behavior.

Step 3. Analysis of Cross-references

Some of the more common questions asked while reverse engineering a binary are
along the lines of “Where is this function called from?” and “What functions access this
data?” These and other similar questions seek to catalog the references to and from
various resources in a program. Two examples serve to show the usefulness of such
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questions [22].

Program changed the status one after another along with the control-flow. Traditionaly,
analyzer lists all the possible path including conditional branches, jumps, procedure calls
and procedure returns. All the instructions likely composite infinite combination paths.
Our strategy is used to optimize the set of combination paths, concentrating on the most
possible path which contains data closely related to input. We must analyze all
cross-references of code and data firstly, and then monitor all paths containing variables
related to the input, including direct and indirect. The overhead of prior approach is huge
and waste more expansive time .We only tried to record paths that are closely related to
the input data without all variables in all paths. We focused on optimization program to
eliminate the overhead and tracing time.

Step 4.Construct function chain

Our object of study in our work is function chain. The function is a suitable size object
in software behavior research. The cross-references of data, codes and functions are made
from one address to another address in IDA. We exploit cross-references information that
IDA makes available and the tools for accessing cross-references data. We choose to think
of the addresses of functions as nodes in a directed graph and cross-references as the
edges in that graph. In Figure 2, it shows a simple graph that was consisted of three node
and two directed edges. Firstly, we create a graph node for each function. Secondly, on the
basis of the call cross-reference between two functions, we generated function call graph
by connecting function nodes.

Ctext:060323CA jz I

N

. text:060323CD pop O ‘ ‘ _text:06048A11 f1: mov eax, [ebp+p]

Figure 2. Basic Directed Graph

Step 5. Optimization and simplification the function chain.

In general, we will get a nasty mess graph. Because the compiler has inserted wrapper
code for initialization, termination and configuration. We will optimize and simplify the
whole function calling graph in virtue of graph theory and restrictive condition of input
parameters. Finally, the whole calling graph will transformed into function chain with 6
functions at most.

Step 6. Abstraction and Description of the function chain.

We must abstract and description the function chain in order to contrast with the
real-time behavior. We choose a linear structure to save the function nodes information. It
shows in Figure 3. The precursor domain represents the function node before current
function node. The subsequent domain represents the function node after current function
node. The order domain represents the location order of current function in the function
chain. And the name domain indicates the name of current function node.

Precursor |Subsequent| Order Name

Figure 3. The Storage Structure

5. Experiment and Evaluation
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In the previous section we provide 6 steps for abstracting intended behavior, based on
short sequences of system calls. These sections propose the details and related
experiment.

We ran the experiment on a laptop with i3-370M 2.4G processor and 4G memory. The
operating system is windows 7 Ultimate. We selected the trivial example program from
website in order to illustrate the problem. Figure 4 shows the source code of the program.
Figure 5 shows the function calls of disassembling binary file of the source code after
compiling by gcc.

#include <stdio.h>

int main O 1{

layer1 1();

layerl 2():}

void laverl 10 |

layer? 10);

layer 2 2();

Frintf ("This is the first layer ‘n"):}
void laverl 20) {

layer? 30);

layer2 4();

Frintf ("Thiz iz the first laver ‘n");]1
void laver? 10

printf "This is the second layer n™);l
void laver? 20 |

forintf ("This is the second laver ™) ;1
void laver? 30 {

printf ("This is the second layer \n™); ]
void laver? 40 {

fprintf (“This is the second layer n™) ]

Figure 4. Source Code
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Figure 5. Function Calls
There are 4 function chains from function main (In Figure 6). These four chains are the

optimal chains. Then we save all the function nodes as shown in the Figure 3. We give the
node of layer2_2 as shown in the Figure 7.
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main el Jayerl 1 Ml laver2 1 Hee .puts
main el layerl 1 M laver? 2 el . furite
mein el layerl 2 Ml laverZ 3 e . puis
madin el Jayerl 20 Ml laver2 4 el L fwrite

100

Figure 6. Function Chains
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Figure 7. The Structure of Node
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Figure 9. Radio of False Execution
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Figure 10. Instruction Number
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Figure 11. Mean Time

In Figure 8, our strategy shows higher radio of successful execution than nonoptimized
program and program based on system calling, and our strategy shows lower radio of
false execution as show in Figure 9. In Figure 10, our strategy shows lower number in
1-3T than non-optimized program and program based on system calling, and our strategy
shows lower mean time execution as show in Figure 11.

6. Conclusions

We present an effective strategy to abstract and describe the intended behavior of
software. We are following 6 steps to build the trace model of software based on function
chains. The evaluation of the example shows that our model is an effective model.
However the experiment of our model was applied in trivial program. Our next target is
complex program.
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