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Abstract

Recently, the e-Navigation is main flow of worldwide maritime communications. The e-
Navigation suggested by the International Maritime Organization (IMO) and International
Association of Lighthouse Authorities (IALA) is about collecting/integrating/expressing
/analyzing/exchanging the marine data between ships and the land in harmony through the
electronic method for protecting marine environment, keeping safe navigation, and maintain-
ing marine safety/security [2]. However, the e-Navigation is concentrated only the maritime
service and a common data structure to share maritime information, so security considera-
tions especially when ship starts to communicate other ships is insufficient. In this paper, we
analyze the e-Navigation Maritime Service Portfolios (MSPs) and ship-to-ship information
sharing protocol. We propose security requirements of MSPs and secure ship-to-ship infor-
mation sharing scheme to provide reliable communication between ships based on the analy-
sis results. Our proposed scheme has 3 steps to authenticate each other using the each ship’s
Maritime Mobile Sevice Identify (MMSI) is a unique key of each ship and increases the secu-
rity of reliable ship-to-ship communication.
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1. Introduction

The e-Navigation suggested by IMO and IALA is discussed on the importance of collect-
ing/integrating /expressing/analyzing/exchanging the marine data for the safe navigation
and marine environmental protection in maritime communications. In particular, the e-
Navigation focuses on developing data structure and services for the marine data exchange
between the ship and the shore-side systems (for example Vessel Traffic Service (VTS)).
However, the e-Navigation is the lack of security considerations for reliable information shar-
ing. Therefore, the consideration of the security aspects has emerged as an important problem
to be leading.

We deduce the security requirements by analysis of the possible security threats and vul-
nerabilities in the e-Navigation environment and propose reliable ship-to-ship communica-
tions scheme using mutual authentication mechanism which consists of 3 steps.

This paper is organized as follows. In section 2, we introduce the architecture and service
portfolios of the e-Navigation and Automatic Identification System (AIS) communication.
Section 3 analyses existing ship-to-ship information sharing schemes and the proposed secure
ship-to-ship information sharing scheme for the e-Navigation is addressed in section 4. Sec-
tion 5 describes the analysis of proposed S3 (Secure ship-to-ship) information sharing
scheme. Finally, section 6 gives conclusion and directions for future works.
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2. The Overview of the e-Navigation Architecture and AIS

In this sector we look at the structure of the e-Navigation, MSPs (Maritime Service Portfo-
lios), and AIS which is the standard communication method between ships. After then, we
analyze the requirements for the MSPs [16].

2.1. The e-Navigation

The e-Navigation is an ongoing standardization strategy to the 2018 target co-
organized by IMO, IALA, IHO (International Hydrographic Organization). Its purpose
is to provide data exchange between ship-to-ship and between shore-side systems (for
example VTS) for better safety and more various maritime services expansion of the
existing marine vessels and shore-side VTS. This is the definition of e-Navigation [18].

The e-Navigation is the harmonized collection, integration, exchange, presentation
and analysis of marine information onboard and ashore by electronic means to enhance
berth to berth navigation and related services for safety and security at sea and protec-
tion of the marine environment.

The e-Navigation would help reduce navigational accidents, errors and failures by
developing standards.

Shipboard environment Shore-based authority/stakeholder

e 4 A
— TSRy
Ship-side
Shore-side
Shipboard technical i Common technical
equipment supporting shore-based system
e-Navigation harmonized for e-
Navigation

Common Maritime Data
Structure(CMDS)

Figure 1. The Architecture of CMDS in e-Navigation

In other words, the e-Navigation focus on not only integration of equipment but also
integration of information. In addition, the e-Navigation contains information service
structure to provide safe navigation, and marine environment and resources protection
using exchanging, sharing, and integrating of a variety of marine-related information
from marine and land [19]. The CMDS (Common Maritime Data Structure) is to send
and receive the e-Navigation data in order to exchange information in heterogeneous
equipment for next generation maritime network.

It is organized into 17 major services for the e-Navigation MSPs shown as below Ta-
ble 1 and MSP 1, 2, 3, and 5 are related to ship-to-ship communication.

Table 1. The MSPs Related to Ship-to-ship Communication

MSP No. Identified Services
MSP1 VTS Information Service(INS)
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MSP2 Navigation Assistance Service(NAS)
MSP3 Traffic Organization Service(TQOS)

MSP4 Local Port Service(LPS)

MSP5 Maritime Safety Information(MSI) Service
MSP6 Pilotage Service

MSP7 Tugs service

MSP8 Vessel shore reporting

MSP9 Remote monitoring of ships systems
MSP10 Telemedical Assistance Service(TMAS)
MSP11 Maritime Assistance Service(MAS)
MSP12 Nautical Chart Service

MSP13 Nautical publications service

MSP14 Ice navigation service

MSP15 Meteorological information service
MSP16 Real-time hydrographic and environmental information services
MSP17 Search and Rescue(SAR) service

2.2. Ship-to-Ship information Sharing

The AIS was developed primarily as a tool for maritime safety - vessel collision
avoidance, use by VTS and as a means for littoral states to get information on vessels
operating near their coasts.

The IMO recommends to install AIS equipment in ship typically more than 300-ton,
depending on Safety of Life at Sea (SOLAS) Convention since 2005. The AIS equip-
ment installed on ships continuously and autonomously transmits ship information in-
cluding its identity, position, course and speed to enhance safety. The technology char-
acteristic of the AIS is according to ITU-R recommendation M.1371-4 [20] and the user
and operator requirements referring to IMO Resolution MSC.74 (69) [17]. However,
these documents do not include the security threats and method for providing safety.

Currently, AIS message defined 1~27 types and 1, 2, 3 messages are used to ex-
change the information about current location of ship. When sending and receiving po-
sition information between ships, inaccurate location information or malicious forgery
/modification of location information is an important threatening factor of maritime.
Therefore, it is the one of the most urgent issue and must be handled as soon as possible
to prevent security threats. In addition, AIS 1, 2, and 3 messages should be used to sup-
port MSP 1, 2, 3, and 5 referred to in Section 2.1.

2.3. Basic Requirements (BR) and Security Requirements (SR) in MSPs

In this section, we analyze basic requirements and security requirements for support-
ing MSP 1, 2, 3, and 5 services to exchange information securely between ships in the
e-Navigation. The SRs are the same as the security requirements on the wireless net-
work [2, 9-11].

These are the BRs in MSPs (for the e-Navigation).

® BR1-MSPs: Requires the network to collect and exchange the information of ships.
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® BR2-MSPs: Requires the information about the individual ship’s location, speed, route
and the peripheral ships information.

©® BR3-MSPs: Require the essential information for the control area within the ship.

® BR4-MSPs: Require a network connection to the service internationally for exchanging
information on the safety.

These are the Security Requirements in MSPs for exchange maritime information in

the e-Navigation environment.

® SR-1: The wired/wireless network between ship-to-ship, ship to shoreside system or
shoreside systems must be connected seamlessly and should be able to trust each other.

® SR-2: The ship information including basic information/location information/emergency
warning/signal and traffic control information should be trusted between ship-to-ship,
ship to shoreside system or shoreside systems.

® SR-3: The information between ship-to-ship, ship to shoreside system or shoreside sys-
tems should not be forged or tampered during send and receive.

® SR-4: The information between ship-to-ship, ship to shoreside system or shoreside sys-
tems should not be exposed to the user that is not allowed during send and receive (in-
cluding other ships, agencies, and etc).

Table 2 is shown the relationships between the security requirements and the need
for MSPs.

Table 2. Security Requirements in MSPs

Security Requirements MSP

SR-1. Reliable Network for connectionless and mu- BR1-MSPs, BR2-MSPs,
tual trust BR3-MSPs, BR4-MSPs
SR-2. Trusted ship information between ships or BR1-MSPs, BR2-MSPs,
ship-to-shore system or shore systems BR3-MSPs, BR4-MSPs
SR-3. Maintain integrity of the receiving information | BR1-MSPs, BR2-MSPs,
against malicious forgery or modification BR3-MSPs, BR4-MSPs
SR-4. I_\/Iamtam confldent!allty of the receiving in- BR1-MSPs, BR2-MSPs
formation for only authorized user

The required security technologies for trusted/reliable communication in general dig-
ital communication are below.

o Authentication: Especially, Extensible Authentication Protocol (EAP) is an authentication
framework frequently used in wireless networks and point-to-point connections and is de-
fined in RFC 5247 [21].

o Authorization: It is the function of specifying access rights to resources related to infor-
mation security and computer security in general and to access control in particular.

o Transferring Data Encryption: It is the function of preventing transmitted data forgery or
modification.

o Network Security: It is the function of maintaining data network without interruption to be
sent and received.
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3. Analysis of Existing Ship-to-Ship information Sharing Schemes

This sector analyzes existing two ship-to-ship information sharing schemes. One is Nerea
Toledo’s scheme and the other is polish approach to the e-Navigation scheme.

3.1. Nerea Toledo’s Scheme

The Nerea Toledo’s paper analyses the requirements of maritime communication for e-
navigation strategy implementation. Nerea Teledo’s suggested enhanced ship-shore commu-
nications, always-best-connected procedures as shown Figure 2 [13].

In that paper, the Host Identity Protocol (HIP) as the mobility management protocol are
applied for secure mobility while enhancing performance of handover processes. It mentions
secure communication in ship-shore communication environment not ship-to-ship communi-
cation.

The integration of the HIP protocol and the always-best connected mechanisms leads to an
architecture which supports secure and seamless mobility while covering ship-shore commu-
nications in an efficient and affordable manner.

Figure 2. Architecture to cover ship-shore communications in Nerea toledo’s
scheme

This paper is a system architecture for communication between ship and shore systems.
Neraa Toledo’s scheme can be applied BR1-MSPs, BR2-MSPs, and BR3-MSPs in Section
2.3, can, but are excluded BR4-MSPs. In addition, it supports SR-1, but it does not support
SR-2, SR-3, and SR-4.

3.2. Polish Approach to the e-Navigation Scheme

The A. Weintrit’s paper predicts future e-navigation system deployment as two main direc-
tions shown like Figure 3 [14]. One is integrated system where information from ships will be
send to shore data processing centers and the main decisions about the ship navigation assist
will be made onshore; and the other is distributed system based on development of ship intel-
ligent self-organizing systems which will be able to exchange the information between the
other ships and will be able to process the information and to support the decision of naviga-
tors.

It also presents that the e-navigation systems will be most likely developed in two stages:

o First stage: It will be totally based on existing bridge and communication systems (AlIS,

Electronic Chart Display & Information System (ECDIS) and voice Very High Frequency

(VHF)) only development of shore navigation
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o Final stage: The dedicated system based on created ship e-navigation support platform
where satellite communication will be applied.

Figure 3. Polish e-Navigation System Configuration

It is addressed as one of the issues about the protocol to prevent unauthorized access to
safety or security-critical, real-time data transmissions. However, it did not mention the detail
security mechanism.

This paper concerned BR1-MSPs, BR2-MSPs, BR3-MSPs, and BR4-MSPs in Section 2.3.
It refers to SR-1 which is the communication security between ships, but it do not include SR-
2, SR-3, and SR-4, and the method how to apply other security requirements.

4. Proposed S3 (Secure Ship-to-Ship) Information Sharing Scheme

In this section, the default scenario, assumptions, and authentication 3 steps of the pro-
posed mutual authentication method for providing secure communications between ship-to-
ship in the e-Navigation environment are described. The data communications in the e-
Navigation environment are divided into (1) ship-to-ship communication; (2) a communica-
tion between ships and shoreside systems; (3) a communication between shoreside systems.

We limited only (1) ship-to-ship communication which is wireless communication using
AIS in proposed scheme. The proposed scheme applies trusted third party (TTP) based au-
thentication using MMSI as a unique key before starting the communication and it has three
steps to provide authentication as such Pre-Authentication, Mutual Authentication, Mul-
ti_Ship Group Authentication [4-5].

4.1. Scenario of S3 Information Sharing Scheme

The security threats such as unauthorized access, Denial of Service (DoS) attack, the mes-
sage modulation/forgery, replay attack are possible in the communication between ships. We
mentioned related technical security elements that support to send and receive information
safely between the domains as described in Section 2.3 [1, 3, 7-8].

In this paper, we propose the communication scheme including reliable authentication pro-
cess between ships before starting ship communication using AIS network layer. Our authen-
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tication scheme focus on MSP1, 2, 3, and 5 as described in Section 2.1. It follows the authen-
tication process to each other via the TTP as shown in Figure 4, to configure the e-Navigation
environment that is mutual trust between ships.

= 8

Internet
Y—av‘%j i (@ Trusted Third Party

" $ (exc IMO,
L, gy
& TN

shore-based system,
etc)
Figure 4. Explicit Authentication between Ships using TTP in the e-Navigation
Environment

The proposed S3 information exchange scheme assumes the following:

® To communicate with ships, AIS equipment is provided.

® A ship is connected to the Internet via a AlS base station or Global Positioning System
(GPS).

® TTP is possible to communicate with the ship via the Internet.

® The provided ship network is reliable.

® The integrity of exchanging information between ships is provided.

4.2. Scenario of S3 Information Sharing Scheme

The exchange of information between ships using existing AlS did not go through the au-
thentication process under the assumption of mutual trust. Therefore, information exchange
has been carried out without being able to confirm such as the value modulation or malicious
AIS default setting error. The e-Navigation environment, as described in section 2, important
information exchanges between ship-to-ship communications, so that authentication process
is required to prevent malicious access and attack [6, 12, 15].

1. Request for
Identifying Trusted Third Party
other ship
2. Report for

| Identity info -
« about other ep i d
i ship = =

Ship A 3. Start Ship B
communication

Figure 5. S3 Information Sharing Authentication Scheme
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In this paper, we provide the explicit authentication scheme between ships using the TTP
based on the MMSI which is unique key of each ship in consideration of the AIS communica-
tion characteristics. The proposed S3 authentication scheme is divided into three steps, pa-
rameters of the system are as follows.

H(): secure hash function

h: reliable hash value which is calculated using H()

MMSI,: the Identifier to be used in each ship

X: Ship A(A), Ship B(B)...

r: random value

T,: timestamp

TTP: Trusted third party needed for mutual authentication between ships

Step 1: Pre-Authentication

A ship provides a MMSI to the TTP before performing mutual authentication between
ships, and receives r and T required for the mutual authentication process shown as Figure 6.

Ship A Ship B TTP
MMSI,
MMSI,
L
M[Ta

Figure 6. S3 Information Sharing Pre-Authentication

1. Ship A and Ship B transmit its MMSI, to TTP and then TTP manages them.
2. TTP send shared random value r and each timestamp T, to Ship A and Ship B.

Step 2: Mutual Authentication:

In the process of mutual authentication between the ships is performed via the TTP, if the
ship A is to communicate with the ship B will go through the following steps.

Ship A Ship B TP
1. Request communication(T,)
2. Report h=H(MMSI; || KB Tu)
3. Request MMSIg

4. Report MMSIg

5. Calculation
™ h=H(MMSI || r 5 Ta)and
Compare Hash Result

Figure 7. S3 Information Sharing Mutual Authentication
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1. Ship A requests communication to Ship B and sends timestamp T to Ship B.

2. Ship B makes hash value using MMSlg, r (by TTP), and T (by ship A).

3. Ship A requests MMSIg (other ship’s MMSI) to TTP.

4. TTP reports MMSlg.

5. Ship A compares the two hash values that one is received from Ship B, the other is the
calculated value using MMSIg received from TTP.

Step 3: Multi_Ship Group Authentication

Multi_ship group authentication is the method between ship groups instead of ships. When
a ship is required to communicate with other ships after making mutual authentication be-
tween other ships, a ship should authenticate other ships one by one. However, this method is
very inefficient if there are many ships already performed mutual authentication and a ship
needs to authenticate all of other ships. Therefore, we propose Multi-Ship Group Authentica-
tion which offers integrated management by complementing the inefficiency of individual
ship management.

- Initial Group Creation: If at least two ships is successful mutual authentication, TTP
manages to generate a group key for the two ships. Example: If the ship A and the ship B that
they do not belong to any group are successful mutual authentication, the ship A and the ship
B become the group a and share GID (Group ID) a = {MMSI,, MMSIg, GKey (Group
Key).}. The TTP manages the ship A and the ship B as a group.

- Added a new ship in the group: If the ship C which does not belong to any group requires
mutual authentication to the ship A as shown Figure 8, the ship C becomes a member of the
Group a and can communicate with certified group communication after successful mutual
authentication.

Group a

&y

“ar

Ship C
1. Request communication(To)
2. Report h=H(MMSI, || riBiT9

3. Request MMSI,
4. Report MMSI,

5. Calculation
_) h=H{MMSI || r&5 Tdand

-
Compare Hash Result

Figure 8. The Process of Adding New Ship in the Group

- Mutual authentication between the groups: It processes for example as like Figure 9, the
Ship A in the Group a needs to communicate with the Ship D in the Group b, the Ship A pro-
cesses mutual authentication to the Group b instead of the Ship D. After successful mutual
authentication, the Ship A can communicate with not only the Ship D but also the Ship E in
Group b. the Ship D also can communicate with not only the Ship A but also the Ship B and
the Ship C without additional authentication process.
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Group a Group b
A -

s [ a1
i oy i | A !
| shipA shipB ShipC! | ShipD ShipE |
___________________ 1

TTP

1. Request communication(T,)
2. Report h=H(Gkey, || GIDy || r 5 Ta)
3. Request Gkey,, GID,
4, Report Gkey, GIDy
5. Calculation

| h=HiGkey, || GID, || rB T

and Compare Hash Result

Figure 9. S3 Information Sharing Group Authentication

With an explicit authentication, it is possible to prevent attempts to communicate by
changing the information on the ship with malicious intent as well as providing a relia-
ble communication environment among ships. Additionally, the proposed scheme also
presented a methodology for performing authentication between the ships through the
efficient 3 steps authentication process.

5. Analysis of Proposed Scheme

In this section, we compare the exchange of information between the traditional
methods in Section 3 and the proposed S3 information sharing scheme. Table 3 can be
summarized as items that support the proposed scheme is based on the BRs and SRs in
that analysis in section 2.3.

The proposed S3 information sharing scheme unlike a conventional method are con-
centrated in the network security is providing reliability using mutual authentication
between ship-to-ship and is ensuring confidentiality by transmitting only authenticated
ships. Our scheme assume that the network among ships is reliable and the messages
between ship-to-ship are guaranteed integrity.

Table 3. Analysis of Security Requirements

Nerea Toledo’s Polish approach to Suggested S3 infor-
Scheme e-Navigation scheme mation sharing scheme
SR-1. Reliable 0 0 X
network
S_R-_Z. Trustgd X X 0
ship information
SR-_3. Ma_lntaln X X X
integrity
SR-4. Maintain
confidentiality X X ©

(O: Support, X: Not support)

The proposed scheme is satisfied the MSP 1, 2, 3, and 5 in the e-Navigation envi-
ronment and it is expandable structure so that it can apply to between shore-side sys-
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tems (e.g. VTS) and between shore-side system and ship. In addition, it’s one of key
feature is easy to apply to the existing AIS environment.

6. Conclusion and Future Works

In this paper, we analyzed for AIS, ship-to-ship communication and the e-Navigation
architecture and proposed 3 steps mutual authentication scheme to provide enhanced
security at the ship-to-ship communication which is suitable for the e-Navigation envi-
ronment. The e-Navigation environment is expected to be made of more various types
of information exchange between the ships, should be preceded by a cross-check in or-
der to trust the information sent and received between the ships.

We propose the information sharing scheme which has 3 steps (Pre-Authentication,
Mutual Authentication, Multi_Ship Group Authentication) to authenticate between
ships using MMSI which is the unique key of each ship. In addition, proposed scheme
can be applied MSP 1, 2, 3, and 5 among 17 MSPs of the e-Navigation and support SR-
2 and SR-4 under the condition that SR-1 and SR-3 are provided.

In the future, we will be carried out the dedicated encryption algorithm for maritime
data and network security methods to support the reliable/trusted communication be-
tween the ship and shoreside systems. In addition, we keep following additional securi-
ty requirements in the e-Navigation and maritime data communication.
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