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Abstract 

 Botnet have turned into the most serious security dangers on the present Internet 

framework. A botnet is most extensive and regularly happens in today's cyber-attacks, 

bringing about the serious risk of our system resources and association's properties. 

Botnets are accumulations of compromised computers (Bots) which are remotely 

regulated by its creator (BotMaster) under a typical Command-and-Control (C&C) 

framework. Botnets cannot just be implemented utilizing existing well-known applications 

and additionally developed by unknown or inventive applications. This makes the botnet 

detection a challenging issue. In this paper proposed an anomaly detection model based 

on genetic neural network system, which joined the significant global searching 

capability of genetic algorithm with the precise local searching element of back 

propagation feed forward neural networks to improve the initial weights of neural 

network. 
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1. Introduction 

These days, the most dangerous exhibition malware is Botnet. For a superior 

comprehension of Botnet, we need to know two terms to begin with Bot and BotMaster, 

and after that, we can legitimately characterize Botnet.  

Bot – Bot is another kind of malware introduced into a compromised computer that can 

be controlled remotely by BotMaster for executing a few requests through the received 

commands. After the Bot code has been introduced into the compromised computers, the 

computer turns into a Bot. Bots can get commands from BotMaster and are used as a part 

of attack platform. BotMaster –BotMaster is a man or a gathering of persons that remote 

control Bots. Botnets-Botnets are systems comprising of a vast number of Bots. [1] Bots 

typically circulate themselves over the Internet by searching for helpless and unprotected 

computer to taint. The Bot stay covered up until they are educated by their BotMaster to 

perform an attack or assignment. [2-3] Botnet detection bear on the classification and 

recognition issue with a substantial number of non-linear conditions, which make it 

crucial to contemplate non-linear integrated approaches to solving the issue [4-8]. 

Artificial neural system (ANN), regularly simply called "neural network" (NN), is a 

numerical model or computational model given natural neural systems. It comprises of an 

interconnected gathering of artificial neurons and procedures information utilizing a 

connectionist approach to computation. Much of the time an ANN is an adjusting system 

that progressions its structure based on external or internal information that moves 

through the system during the learning stage. In more useful terms, neural network 

systems are non-linear statistical data modeling tools. They can be utilized to model 
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complex connections between of inputs and output or to discover patterns in data. The 

capability to learn and adjust to vulnerabilities of ANN is only suitable to solve the botnet 

detection issue. In any case, an ANN effortlessly drops into a local minimum, so it may 

not search the global optimum [9-11]. For this surrender, the paper will propose an 

anomaly identification model based on Genetic Neural Network (GNN), which 

consolidates the significant global searching function of genetic algorithm with the exact 

local searching feature of back propagation networks to enhance the initial weights of 

neural network systems. 

 

 

Figure 1. System Diagram of GNN Botnet Detection 

2. Introduce BP Feed Forward Neural Network and Genetic Algorithm 

The feed forward neural network system is an interconnected neural network system 

that can execute a few functions that are based on the comprehension of the human brain 

neural system. It is a data processing framework that is constructed by impersonating the 

brain neural network system structure and function. 

 

 

Figure 2. BP Feed Forward Neural Network Structure 

In this model [5], from the input layer neurons receive the information from the outside 

and pass the information without any changing to the next layer that is a hidden layer. 

Hidden layer that is an inward layer to preparing data and based on the need can be 

separated into a single layer and multiple layers. The hidden layer is capable of changing 

the received information and exchanging the information to the output layer. At the point 

when the information reaches output layer, the output layer examines the information and 
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outputs results. When the actual output does not agree with the wanted worth, it will start 

to enter the error back propagation, which is orderly a reverse adjustment until the last 

result to reach acceptable error or the maximum number of learning as indicated by the 

gradient descent method. 
The BP neural network can be used in many fields but mainly used in pattern 

recognition, classification, and compression data, but also using it has some disadvantages. 

It includes first the amount of the learning rate is fixed which means it has an influence on 

a speed of the network. The second decision to choose the numbers of hidden layers for a 

network has no any hypothetical basis for guiding. Third the minimum vale we can 

achieve in BP is a local minimum value. 

Genetic algorithms mimic nature when attempting to find an optimal solution for a 

particular problem, the operation that is derived from biological evolution. The data 

model that is utilized as a part of the Genetic algorithms is a representation of an 

arrangement of unknown variables as genes in a chromosome. As portrayed in [6] each 

genetic algorithm has four sections in common: 

Selection: is the process choosing of parents from the population based on fitness 

function for later breeding.  

Crossover: is mating between parents to produce one offspring. If the fitness of the new 

offspring is desired, the algorithm ends here moving to step 4. 

Mutation: is the changing randomly a single gene or more in the current offspring to 

produce offspring. 

Replace: is the process of replacing the weakness individuals in the population with 

new offspring. 

 

 
                             

 

 

 

 
 

 

 

 

Figure 3. The Basic Properties of Genetic Algorithm 

These steps or cycle continue until the user gets the desired output. The desired output 

can be produced after finding the proper average fitness in the population or until the end 

of the fixed iterations. 
 

3. Briefs about Combination of ANN-GA for Detection of a Botnet 

According to the above examination, it can be seen that BP feed forward neural system 

is exceptionally suitable for botnet detection. By using chose illustrations to train the 

neural network we get a network structure of botnet detection, and afterward can use it to 

recognize any network information to judge whether there is a botnet or not. When the 

inputs and outputs have been given, it is a critical issue how to get the best neural network 

structure and association weights that will have a significant effect on last detection 

results. Genetic Algorithm is regularly used to solve optimized issues, so we can use it to 

find the best neural network structure and association weights. The present paper 
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demonstrates the use of GA for initializing and improving the connection weights of BP. 

and uses it in botnet detection 

Summarized steps of the system structure based on figure 1 are steps. The first step is 

responsibility of this module to gather flow data which is exported from one or few 

exporters. The received data should be perceived by protocol and-and transfer into an 

internal format. The collected data is always being sent to the feature readiness module. 

The second step is organizing training and testing dataset. The third step is setting the 

genetic algorithm to the back propagation neural network. The fourth step is applying the 

consequences of step 2 and step 3 to learn, train and approve lastly generates a botnet 

detection based on GNN  Figure 4. The fifth step is inputting another and random network 

packet data into the botnet detector to make discoveries. And in the sixth step, if bots are 

detected, the system informs the system security administrator to take suitable efforts to 

establish safety to guarantee network system. 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

Figure 4. Combination of the Neural Network and Genetic Algorithm 

 

4. The Entire GNN is Explained as the Following 

1. First of all, the structure of the neural network should be determined which is mean 

the number of hidden layers, number of nodes in each layer, the initial population 

size ,range of the weights, the quantity of system structures in every generation, the 

amount of crossover and mutation rate.  

2. Randomly initial the range number of nodes in each hidden layer, the population size,      

and the weight range produce (generate) the network structure as a parent.   
3. For each available network structure in population network structure, the system uses 

present connection weights and thresholds to implement a calculation process from 

the input layer to output layer and get output: 
4. Test the samples and figure expectation outputs: 
5. After getting the output, we should calculate the prediction of error of the model. 
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         E =   (tpj – opj) 2   

       Where the summation is calculated, complete output nodes pj and tj the desired cost    

of output oj for a given input vector. 

6. Whenever the evolutionary system generation meets the prerequisite, or the best 

system structure is discovered, the procedure is over, and the last generation is the 

best system structure; otherwise, go to step 7. 

7. From the population, pick paired binary chromosome as parent's i1 and i2 whose 

fitness are no under average fitness for predictable crossover. For the selection 

process, we use fitness function that the best chromosome can be chosen. 

f =  Where E is the root mean square error, the fitness of each chromosome is between 

0 and 1 where the best chromosome fitness is close to 1.Crossover operator is replacing 

part bits of each parent individuals to generate new individuals; crossover operator is the 

most significant operation to produce the high fitness, individual. For crossover operator, 

we represent the chromosome as binary and use the uniform operator for crossover 

between two parents to produce a new individual. For example: 

 

Parent A     Parent B    Offspring 

= 

Figure 5. Uniform Crossover Operation 

   Parent A               Parent B    =     Offspring 

11001011      +      11011111   =      11011111 

Mutation is the flip or converting one or two bit in each chromosome after crossover 

because we use binary operation. We select one bit randomly and flip it after selection. 

For example: 

 

Offspring                      Bit Flip 

= > 

Figure 6. Bit Flip Mutation Operator 

Offspring                      Bit Flip 

11011111 =>          11001111 

8. Step 7 should be repeated until the proper genetic neural network structure is gotten. 

 

5. Feature Selection for Botnet Detection 

The most vital step in building botnet detection is how to choose the essential feature. 

They will affect in identification rate and enhanced false alarms. By enhancing feature, 

the data space will also be improved, so the training and time for dataset will be more 

proficient for classification that works under continuous environment. 

The module of preparation feature receives and processes network flow data, a 

sequence of packets from a source node to a destination node in the network is a network 

flow, which is sent from the flow accumulation module. The fundamental of this module 

is to extract the essential features that are necessary for botnet detection; the processing of 

feature preparation that involves normalization all features by mapping value each of 

them into range of (0, 1) must be done before sending them to the identification module. 

The most important features are the following seven features: 
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Average Flow Size: it gives a valuable clue to anomalous events such as, port scan, and 

it is ordinarily small so as to increase the proficiency of attacks. 

Packet Average Size: another variable is the measure of every packet in the flow; if the 

average size is little; it maybe an indication of an anomaly. For instance, in TCP flooding 

attacks, commonly packets of 120 bytes are sent. 

Average Number of Packets: one of the primary features of DoS attack is the source IP 

spoofing that makes the following attacker’s actual source extremely troublesome. A 

reaction is the generation of flows with a little number of packets (i.e.) around three 

packets in the flow. This varies from ordinary traffic that is not a higher number of 

packets per flow. 

Different numbers of flow to the same destination IP: This feature checks the quantity 

of flow to the same destination IP address. If the number of flows is high, cloud mean a 

port scan flood attack. 

Number of flows to distinctive Destination Ports: also, it has an impact on 

distinguishing attack. A strangely enormous number of unique destination ports imply 

that the system is under port scan attack. 

SYN - SYN/ACK: many researchers used this feature [7], comparing the quantities of 

SYN and SYN/ACK packets a host gets and returns individually, to detect Dos Attack. 

Under ordinary conditions, the two numbers should be adjusted since each SYN packet is 

replied by an SYN/ACK packet. Therefore, a high number of unanswered SYN packets 

are a sign of SYN flood. 

Land: this feature is in charge of checking whether there is a land attack in the system 

or not. (i.e.SrcIP=DestIP,SrcPort=DestPort) 

 

6. Performance of the Proposed Model 

The network packets that are collected are divided into two parts. The first part about 

eight hundred records is used to train genetic neural network module. The second part is 

about two hundred records used to test the Botnet detection. The accuracy of the neural 

network depends on the number, type and amount of features used to train the neural 

network.   

We use the Java programming language to build our system Botnet detection. Input the 

prepared dataset into the system that is trained genetic neural network figure the 

identification rate, So as to assess the execution of a botnet identification strategy, we 

have to present a quantitative estimation. In our Botnet detection system, we essentially 

classify the network traffic into two groups that are normal and anomalous. So we need to 

represent the true positive (TP), true negative (TN), false positive (FP) and finally false 

negative (FN) to define true positive rate (TPR) and false negative rate (FNR). 

True positive rate (TPR) and false negative rate (FNR) can be computed using the 

following mathematical equations. 

 

TPR =   , FPR =  

The true positive rate (TPR) assesses execution of botnet detection technique regarding 

the probability of a suspicious data reported correctly as anomalous data. Then, again the 

false positive rate (FPR) estimates the execution of botnet detection technique as far as 

the probability of a regular traffic reported as abnormal data or anomalous. 

For training artificial neural network, the learning rate is 0.7, momentum is 0.9, 

maximum error to reaches is 0.01, weight and threshold values are randomly initialized 

before training the range of values between [-1, 1]. For training Genetic algorithm, we 

initialize that the population is equal to 5000, the selection probability 0.05, the crossover 

percentage is 0.1, and the mate percentage is 0.25. 
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We can see from the table 1 and table 2 that the identification rate of mixed both 

genetic algorithm and neural network GNN algorithm is 95.7%, the rate of false report is 

4.3%, the identification rate of BP feed forward neural network is 90.3%, false report is 

9.7%, the identification rate of Genetic algorithm is 93.4% and false report is 6.6% with 

regardless the amount of training and test dataset. Whenever GNN algorithm needs 24517 

iterations for training, but BP feed forward neural network algorithm needs 600 thousand 

iterations and may drop into a few local minimum. 

Table 1.  Comparing Bp, GA, and GNN 

Input Dataset BPNN GA GNN 

600 0.034045 0.009422 0.002776 

2600 0.002309 0.001129 0.000786 

8000 0.008119 0.000791 0.000750 

10000 0.002013 0.000760 0.000568 

14000 0.001279 0.000660 0.000430 

Table 2. Comparing of Detection Rate 

Input Dataset BPNN GA GNN 

Detection Rate 90.3% 93.4% 95.7% 

False Negative 9.7% 6.6% 4.3% 
 

 

6. Conclusions and Future Work 

The bot is another kind of malware introduced into a compromised computer, and it 

can be controlled remotely by BotMaster for executing a few requests through the 

received commands (C&C). Botnet detection is one of the new sorts of network security 

technology that is used to analyze network packets online or offline to detect a bot and 

protect the system from attack. While detecting the attack, it can inform the network 

administrator for existing attack by an alarm. Botnet detection belongs to the 

classification and identification issues. The paper applied genetic algorithm to BP feed 

forward neural network for botnet detection where the genetic neural network can learn 

knowledge from an enormous number of dataset for training and testing the result for 

detection. The experiment result demonstrated that the using feed forward back 

propagation is a real local minimum algorithm, and genetic algorithm is a good global 

search algorithm or optimization algorithm based on the practical. The experimental 

results imply that the accuracy both of them is lower than applied GA to BP feed forward 

algorithm. 
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