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Abstract 

Anonymous communication system has been hot topic in the field of information 

security, and attack techniques against anonymous systems are endless. This paper first 

classifies and summarizes the study of attacks against anonymous communication system 

in recent years, then analyzes the trend of the research on different attack technologies; 

secondly, it provides a comparative analysis of defense capability the mainstream 

anonymous communication system to the various attacks; Finally, combining the 

advantages and disadvantages of different systems, the authors propose an improved 

node selection and router forwarding algorithms for anonymous communication systems, 

and design an architecture of anonymous communications software based on the 

algorithm. 

Keywords: Anonymous communication, attacks, defenses 

1. Introduction 

During the last few decades, computer network developed very rapidly. Currently 

it has been widely used in communications of individuals, groups and government 

departments. Network security and privacy of communication increasing people's 

interest and attention. Past focused on improving network security confidentiality, 

integrity, availability, authenticity and non-repudiation, but it does not hide the 

sending and receiving address. 

Anonymous communication refers to communication relationship is hidden in 

traffic flows through a certain way to make eavesdropper unable to communicate 

directly informed or infer one relationship or communication technology on both 

sides. Since Chaum [1] proposed anonymous communication in 1981 against such 

problems, anonymous communication and attack more and more people's attention. 

Anonymous communication widely used, such as privacy protection, anonymous e -

mail, instant messaging, electronic voting, online payments and military 

communications and many other areas.  

The rest of the paper is organized as follows. In Section 2, we classify and 

summarize the study of attacks against anonymous communication system in recent 

years, then analyzes the trend of the research on different attack technologies; In 

Section 3, we provide a comparative analysis of defense capability the mainstream 

anonymous communication system to the various attacks; In Section 4, combining 

the advantages and disadvantages of different systems, we propose an improved 

node selection and router forwarding algorithms for anonymous communication 
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systems, and design an architecture of anonymous communications software based 

on the algorithm. And the last section is conclusion of this paper.  

 

Passive Attacks

Timing Attacks

Aaron Johnson et al. 2010 [2]
Jing Jin and Xinyuan Wang 2009 [15]

Vitaly Shmatikov et al. 2006 [16]
Rungrat Wiangsripanawan et al. 2007 [17]

Paul Syverson et al. 2006 [18]
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Fernando Perez-Gonzalez et al. 2012[3]
Charles Wright et al. 2009 [19]

Carmela Troncoso et al. 2008 [20]
George Danezis et al. 2007 [21]

Andreas Pashalidis et al. 2006 [22]
Nick Mathewson et al. 2004 [23]
George Danezis et al. 2004 [24]

George Danezis 2003 [25]
Qixiang Sun et al. 2002 [26]

Predecessor Attack

Figueiredo, Daniel R. et al. 2004 [6]
Wright, M. K., et al. 2002 [27]

Active Attacks

 Message Tagging

Jean-François Raymond 2000 [4]

Profiling Attack

Jean-François Raymond 2000 [4]

Flooding Attack
Jean-François Raymond 2000 [4]

Sybil Attack
Margolin, N.B et al. 2008 [34]

Levine, Brian Neil et al. 2006 [35]
Newsome, J. et al. 2004 [36]

John Douceur 2002 [7]

Active Attacks Exploiting 
User Reactions

Jean-François Raymond 2000 [4]

Wei Dai�s Attack

Jean-François Raymond 2000 [4]

DoS Attacks
Nikita Borisov et al. 2007 [12]

A. Kuzmanovic et al. 2003, 2006 [32,33]
Sniper attack, Rob Jansen, Aaron Johnson et al. 

2014 [10]

Intersection Attacks

David Wolinsky et al. 2013 [37]
Dogan Kesdogan et al. 2005 [38]

Michael J. Freedman et al. 2004 [39]
George Danezis et al. 2004 [40]
Oliver Berthold et al. 2002 [41]

Flow Marking Attack
Jean-François Raymond 2000 [4]

 Xinwen Fu, Ye Zhu 2005 [14]

Collusion Attack

Parisa Tabriz et al. 2006 [28]
Marc Rennhard and Bernhard Plattner 2002 [29]

The  Sting  Attack
Jean-François Raymond 2000 [4]

The  Send n� Seek  Attack

Jean-François Raymond 2000 [4]

Contextual Attacks

Packet Counting Attacks

Jean-François Raymond 2000 [4]

Latency Attack
Jean-François Raymond 2000 [4]
Nicholas Hopper et al. 2013 [30]

Probabilistic Attacks
Jean-François Raymond 2000 [4]

Communication Pattern Attacks

Jean-François Raymond 2000 [4]

 

Figure 1. The Category of Attacks against Communication Systems 

2. Attacks against Anonymous Communication System 

There are many methods to classify the attacks against anonymous 

communication systems. Here, by different attack methods on dynamic information, 

we present the passive attacks and active attacks, as shown in Figure 1. 

 

2.1. Passive Attacks 

2.1.1. Timing Attacks: Timing attacks are a major challenge in low-latency 

anonymous communication. They have been observed in some of the earliest low-

latency systems, including initial versions of onion routing. These attacks are also 

closely related to traffic analysis in mix networks. 

In a passive timing attack, the adversary observes timing patterns in a network 

flow, and then correlates them with patterns in other traffic that it observes. If the 

adversary is able to observe both the user and the destination, he can thereby link 

the two. The ability of the adversary to perform this correlation has been 

experimentally demonstrated several times. 

A solution to passive timing attacks is to get rid of identifying patterns in the 

traffic by padding and delaying it. The drawbacks to such an approach are added 

latency and bandwidth overhead [2]. 

 

2.1.2. Disclosure Attacks: Disclosure attack rely on Graph Theory in order to 

uncover the recipient set of a target user Alice. They seek to identify mutually 

disjoint sets of receivers amongst the recipient anonymity sets of the messages sent 
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by Alice, which are intersected with the anonymity sets of Alice’s sent messages to 

find her communication partners. The main drawback of the Disclosure attack is that 

it is equivalent to solving a constraint satisfaction problem which is well -known to 

be NP-complete [3]. 

 

2.1.3. Collusion Attack: Some renegade participants can gather together more 

valuable than a single message. This use of information may compromise the 

security of the system, such as the attacker controls anonymous proxy anonymous 

channel, then these renegade agents can provide more useful information to the 

attacker. 

 

2.1.4. Latency Attack: The latency attack is probably the most difficult to protect 

against. It is based on the fact that the latency on different routes will differ, and 

these latencies can be computed by the attacker. To compute the latency in a 

communication path going from the user through nodes A, B and C to a server S, an 

attacker simply needs to use the system to create a route through those nodes to 

communicate to S and compute the latency (e.g. using ping times) of communication 

and subtract the latency from the communication path between the attacker and node 

A. The closer the attacker is to the first node, the more precise his timings will be 

(communication won’t be greatly re-routed by the underlying network). The attacker 

can then compute the latency between Alice and the first node (this is trivial if he 

controls the first node). Once the attacker has computed a set of timings, there are 

several things the attacker can do, depending on the timings he gathered. If some 

routes clearly differ by their latency timings, it is easy to determine which route 

Alice was using [4]. 

 

2.1.5 Predecessor Attack: The predecessor attack was first pointed out in 

[MKR1998], where the authors provide an analysis of a specific anonymous 

protocol known as Crowds. Paper [5] uses a probabilistic framework to evaluate the 

predecessor attack in various anonymity systems. In particular, they prove that 

under the assumption that paths are constructed uniformly at random, the attacker 

always succeeds in correctly revealing the initiator, independent of the protocol 

being used. They also provide explicit upper bounds for the effort required by an 

attacker in several concrete protocols. 

The predecessor attack works as follows. The attacker nodes collectively 

maintain a single predecessor counter for each honest node in the system. Initially, 

all counters are set to zero. When an attacker node is selected to be on a new 

anonymous path, it first verifies if this path is intended for destination D. If so, the  

attacker increments the shared counter for its predecessor node in this path. These 

counters represent the number of times that each node in the system was observed as 

a predecessor to an attacker node on paths toward destination D. The attacker will 

then use the value of the predecessor counters to determine the set of nodes that are 

initiators [6]. 

 

2.2 Active Attacks 

 

2.2.1 Message Tagging: An active internal adversary that has control of the first 

and last node in a message route, can tag (i.e. slightly modify) messages at the first 

node in such a way that the exit node can spot them. Since the entry node knows the 

sender and the exit node the recipient, the system is broken. 

A solution to this problem is to make it difficult to tag messages. The techniques 

that can be used to do this depend on the implementation. The message tagging 
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based attacks motivate using extremely rigid message structure and authenticating 

timing information (in order to prevent message delays and message playbacks).  

 

2.2.2 Flooding Attack: Opponents can achieve the separation of news of interest to 

the purpose of the system by flooding attacks. Subject to such attacks typical system 

is dependent on a group of anonymous, that each message can remain anonymous in 

a group message sent, as in the n-user anonymous system, an attacker fabricated n-a 

user's identity sends a message, then the message channel n, there are n-1 is the 

attacker to send yourself, then he could easily keep track of the rest of the message, 

so as to achieve the purpose of the attack. 

 

2.2.3. Contextual Attacks: These are the most dangerous attacks and, 

unfortunately, they are very difficult to model in a rigorous manner. The problem is 

that real-world users don’t behave like those in the idealized model. We rema rk that 

this class of attack is particularly effective for real-time interactive communications. 

A. Communication pattern attacks 

By simply looking at the communication patterns (when users send and receive), 

one can find out a lot of useful information. Communicating participants normally 

don’t “talk” at the same time, that is, when one party is sending, the other is usually 

silent. The longer an attacker can observe this type of communication 

synchronization, the less likely it’s just an uncorrelated random pattern. 

This attack can be mounted by a passive adversary that can monitor entry and exit 

mix nodes. Law enforcement officials might be quite successful mounting this kind 

of attack as they often have a-priori information: they usually have a hunch that two 

parties are communicating and just want to confirm their suspicion.  

B. Packet counting attacks 

These types of attacks are similar to the other contextual attacks in that they 

exploit the fact that some communications are easy to distinguish from others. If a 

participant sends a non-standard (i.e. unusual) number of messages, a passive 

external attacker can spot these messages coming out of the mix-network. In fact, 

unless all users send the same number of messages, this type of attack allows the 

adversary to gain non-trivial information. 

A partial solution is to have parties only send standard numbers of messages but 

this isn’t a viable option in many settings.  

C. Intersection attack 

An attacker having information about what users are active at any given time can, 

through repeated observations, determine what users communicate with each other. 

This attack is based on the observation that users typically communicate with a 

relatively small number of parties. For example, the typical user usually queries  the 

same web sites in different sessions (his queries aren’t random). By performing an 

operation similar to an intersection on the sets of active users at different times it is 

probable that the attacker can gain interesting information. The intersection attack is 

a well-known open problem and seems extremely difficult to solve in an efficient 

manner [4]. 

 

2.2.4. Sybil Attack: Douceur first presented the concept of Sybil attacks, that a 

single node with multiple identities weaken the role of Redundancy by controlling 

most of the node in the system in a wireless network. 

Peer-to-peer systems commonly rely on the existence of multiple, independent 

remote entities to mitigate the threat of hostile peers. Many systems replicate 
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computational or storage tasks among several remote sites to protect against 

integrity violations. Others fragment tasks among several remote sites to protect 

against privacy violations. In either case, exploiting the redundancy in the system 

requires the ability to determine whether two ostensibly different remote entities are 

actually different. 

If the local entity has no direct physical knowledge of remote entities, it perceives 

them only as informational abstractions that we call identities. The system must 

ensure that distinct identities refer to distinct entities; otherwise, when the local 

entity selects a subset of identities to redundantly perform a remote operation, it can 

be duped into selecting a single remote entity multiple times, thereby defeating the 

redundancy. We term the forging of multiple identities a Sybil attack on the system 

[7]. 

 

2.2.5. DoS Attacks: Traditional architectures, offering no protection against DoS 

attacks, are subject to complete compromise if the network is contains a majority of 

dishonest nodes. Traditional mixes aimed to protect a communication even if a 

single honest mix was on the path, and little previous work has questioned this 

security assumption [8]. Routes with few honest nodes will be subject to DoS, and 

only fully honest or fully compromised paths will survive. This intuition in an 

embryonic form was present in [9] in the context of reputation systems. Such as the 

Sniper Attack [10], an extremely low cost but highly destructive denial of service 

attack against Tor that an adversary may use to anonymously disable arbitrary Tor 

relays, or CellFlood Attack [11] against tor onion routers on the cheap.  

Mechanisms to prevent our denial of service based attacks, either by detecting 

maliciously unreliable nodes, or ensuring an honest majority, will have to be part of 

any future mix systems design and deployment. Sadly, designs that simply ensure 

reliability, such as Cashmere and Hydra-Onions, are curing the symptoms rather 

than the disease: they only focus on reliability while making the anonymity of the 

system even worse under DoS attacks [12]. 

 

2.2.6. Other Active Attacks: 

A. Wei Dai’s attack on traffic shaping 

Wei Dai describes a generic attack against systems that allocate bandwidth to the 

users as connections are established and implement traffic shaping between nodes. 

Here the attacker creates an anonymous route to himself, through a pair of nodes he 

suspects to belong to Alice’s route. The attacker then increases the traffic through 

this route until the total traffic between the pair of nodes reaches the bandwidth 

limit set by the traffic shaping. At this point the nodes no longer send any padding 

packets to each other, and the real traffic throughput between them can be deduced 

by subtracting the traffic sent by the attacker from the bandwidth limit [13]. 

B. Clogging attack 

In a simpler timing attack, an attacker observes the communication between a 

certain last node C and W1. He then creates a route through a chosen set of nodes 

and clogs the route with many requests. If he observes a decrease in throughput 

from C to W1, he can deduce that one of the nodes in the route he created belongs to 

a route containing C. The attacker can use a binary style search to find all the nodes 

belonging to a certain route. Once the route to W1 is known, the attacker  knows the 

users first node. He can then use similar techniques to identify the individual user of 

the possible users of that node. This attack is plausibly deniable as Internet traffic is 

often bursty. 
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A variant of the clogging attack is to exploit some IP protocol or implementation 

flaw to temporarily delay packet delivery at an intermediate router (not necessarily a 

node) on a targeted route [4, 13]. 

C. Profiling Attack 

Attacker track user preferences by observing the user or the user's unique online 

news (such as a pseudonym, Cookies), etc. to find the sender. Attacker by observing 

users online and offline time or other obvious recognizable behavior, which found 

that communication relationship. 

D. Active attacks exploiting user reactions 

This attack is, in a sense, the opposite of the “sting” attack of subsection 3.7. 

Instead of having the recipient try to find the sender’s identity, it’s the sender that 

attempts to uncover the recipient’s identity. This attack is particularly dangerous 

against non-interactive processes. For example, privacy protecting e-mail systems 

can be attacked by sending an easily identifiable number of messages and trying to 

identify these messages at suspect destinations (e.g. POP boxes). Notice that the 

terms sender and recipient are used very loosely here; the sender refers to the party 

initiating the connection. 

E. The “Sting” attack 

The “sting” attack is also mentioned in [4]. If one of the party involved in a 

dialog is corrupt, he might be able to, in a sense, “encode” informat ion in his 

messages. For example, government agencies might set up a fake “bomb making 

instruction web sites”  and try to find out who accesses it. Many methods for 

identifying a user querying the web page come to mind: varying the reply latency, 

sending messages of a specific length, etc.  

In some situations, it might be even easier to compromise user privacy. For 

example, if the sting web site gives fake information pertaining to financial fraud, 

the user might (non-anonymously) act upon this information at which point he can 

be arrested. 

F. The “Send n’ Seek” attack 

If one of the party involved in a dialog is corrupt, he might be able to, in a sense, 

“encode” information in his messages. For example, government agencies might set 

up a fake “bomb making instruction web sites” and try to find out who accesses it. 

Many methods for identifying a user querying the web page come to mind: varying 

the reply latency, sending messages of a specific length, etc.  

In some situations, it might be even easier to compromise user privacy. For 

example, if the sting web site gives fake information pertaining to financial fraud, 

the user might (non-anonymously) act upon this information at which point he can 

be arrested [4]. 

G. Flow marking attack 

Alice is communicating with Bob through a mix network. To find if Alice is 

communicating with Bob, an adversary, interferer, can embed a series of marks into 

Alice’s traffic by interfering with her link. Another adversary, sniffer, eavesdrops 

Bob’s inbound traffic. If the sniffer discovers a similar pattern of marks in Bob’s 

traffic, she can be sure that Alice is communicating with Bob [14].  
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Figure 2. The Research Trends of the Attacks and Defenses on 
Anonymity 

2.3. The Research Trends of the Attacks and Defenses 

After analyzing the related work on anonymous communication system, we draw 

the research trends of the attacks and defenses on communication system, as shown 

in Figure 2, the research in red background is about attacks and in the green is on 

defenses. 

After 2000, studies on attacks against anonymous communication have gradually 

increased. The study are mainly focus on timing attack, disclosure attack, DoS 

attack, and attacks based on traffic analysis. Most attacks are only for a specific 

anonymous system, especially for Tor. 

 

3. Defense Analysis of Communication Systems 

The main objective of anonymous communication is to achieve the sender anonymity, 

or recipient anonymity, or both. For different applications, some organizations or 

individuals have developed a number of anonymous communication protocols or systems 

that may be based on different technologies and the ability of anti-attacks are different. 

In this section, based on the related work in anonymous communication, we compare 

the anti-attack abilities of different anonymous communication systems. As shown in 

Table 1, we analyze and list the defense capacity of diffent anonymous communication 

systems. 

Mixmaster: Mixmaster is based on D. Chaum's mix-net protocol. It is a mix-net 

implementation for electronic mail. If the adversary suppresses all Mixmaster messages 
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from one particular sender and observes that anonymous messages of a certain kind are 

discontinued at the same time, that sender's anonymity is compromised with high 

probability. 

Table 1. Comparison of Anonymous Technology in Resisting Attack 

Types Mix Mixmaster Anonymizer Crowds Freedom Tarzan Tor NAS 

Timing Attack ✔ ✔ ✘ 

Insider: 

✘ 

Outsider: 

✔ 

Partially

✔ 
✔ 

Between 
Onion 

routers: 

✔ 

✔ 

Statistic 

Disclosure 

Attack 

✘ ✘-- -- -- -- -- ✘ ✘ 

Message Tagging ✘ ✘ ✘ ✘ ✘ ✘ ✘ ✘ 

Flooding Attack -- ✘ ✘ ✘ 
Partially

✔ 
✔ 

Between 
Onion 

routers: 

✔ 

-- 

Intersection 

Attack 
✔ ✔ ✘ ✘ ✘ ✔ ✘ ✔ 

Collusion Attack ✔ ✔ ✘ ✘ ✘ ✘ 

✔(up to 

n-1 

colluding 

onion 
router) 

✔ 

Latency Attack -- -- -- -- -- -- ✘ -- 

Sniper Attack -- -- -- -- -- -- ✘ -- 

Denial-of-service 

Attack 
✘ ✘ ✘ ✔   ✔ ✘ 

Predecessor 

Attack 
✘ ✘ ✘ ✘ ✘ ✘ ✘ ✘ 

 

Anonymizer: Anonymizer is a proxy server computer that acts as an intermediary and 

privacy shield between a client computer and the rest of the Internet. This system fails if 

the proxy reveals a user’s identity or if an adversary can observe the proxy’s traffic. 

Furthermore, servers can easily block these centralized proxies and adversaries can 

prevent usage with denial-of-service attacks. 

Crowds: Crowds [31] simply assumes an adversary who cannot observe the initiator: it 

uses no public-key encryption, so any node on a circuit can read users’ traffic. Both 

Crowds and Onion routing do not use the entire set of participants to route messages, they 

are resilient against denial-of-service attacks. 

Freedom: Freedom [78] has been designed to protect the privacy of users sending email, 

browsing the web, posting to news groups and participating in Internet chat. Counting and 

timing packets is possible today since traffic shaping and link padding do not offer strong 

security as implemented. Packages such as Back Orifice, WhoWhatWhere, NetBus, 

Systems Management Server, PCAnywhere, and other remote management tools totally 

compromise your privacy if the administrator so chooses. Freedom does not contain 

defenses against these. Freedom’s link authentication is done poorly and there is no link 

layer serialization, which allows packets to be replayed. 

Tarzan and MorphMix: In P2P designs like Tarzan [79] and MorphMix [80], all 

participants both generate traffic and relay traffic for others.These systems aim to conceal 

whether a given peer originated a request or just relayed it from another peer. While 

Tarzan and MorphMix use layered encryption. Tarzan and MorphMix aim to scale to 

completely decentralized peer-to-peer environments with thousands of short-lived servers, 

many of which may be controlled by an adversary. 
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Tor: The Tor network [81] is a widely used system for lowlatency anonymous Internet 

communication. The network has enjoyed quick growth since its initial deployment in 

2003; as of August 2014, Tor is composed of nearly 6000 active relays and more than 

3000 bridges supporting hundreds of thousands of users. 

Tor is not peer-to-peer and does not claim to completely solve end-to-end timing or 

intersection attacks. Some approaches, such as having users run their own onion routers, 

may help. Like all practical low-latency systems, Tor does not protect against a global 

passive adversary. 

We also propose a system named NAS, which will be explain in next section. It draws 

on the advantages MIX and Crowds by retaining strong anti-attack ability of the MIX and 

the high efficiency of Crowds, increasing the protocol correctness. 

Actually, none of the system we mentioned can resist the message tagging attack, so 

that is direction to study. 

 

4. Design of Improved Anonymous Communication System 

Based on the analysis of related work and comparison of the anonymous technology in 

resisting attack. The architecture of the system is as shown in Figure 3. The sender client 

choses node by node selection mechanism, and constructs an anonymous channel by the 

method of layered encryption to achieve anonymous communication. The recipient would 

achieve communication with the sender by constructing another anonymous channel as a 

sender. 
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Figure 3. The Concept of the New Anonymous System 

This architecture is based on the unstructured P2P networks. Here, we assume that the 

conspirators in the network are in the same region. To maximize the prevention of 

collusion attacks at the network layer, we use the node discovery mechanism named 

Gossip in the network layer.  

Due to the low efficiency of the flooding method used in unstructured P2P network, 

although using the index node which can help other nodes obtain the node information 

would increase the efficiency, in a P2P network with nodes entering and exiting, even 

with a fixed alternate index node, it is still difficult to increase the efficiency.  

We make some improvement to the system for the above reason, we add some un-

fixing nodes, which generated by other nodes in the network through voting. Each node 

would vote for other nodes. And one node will become an index node when it get a 

number of votes. An on-line node need send some request to neighbor nodes so that new 
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nodes can join the network. The specific workflow includes initialization, members 

joining and exiting. 
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Figure 4. The Architecture of the NAS 

NAS is a P2P overlay network on the Internet. Its basic function is to provide users 

with anonymity service by forwarding the data. It draws on the advantages MIX and 

Crowds by retaining strong anti-attack ability of the MIX and the high efficiency of 

Crowds, increasing the protocol correctness. By layered encryption and random 

forwarding, made a strong anonymity and high efficiency. Agreement to ensure the 

correctness of its superior Mix and Crowds a feature. 

NAS system is designed as shown above, the anonymous sender A To send a message 

m to the receiver B, A First select the node C, D and E, and then use them to drill three 

public key to encrypt the message m and send to a C probability. C after receiving the 

message, use their private key to decrypt it knows the next node D. C be throwing coins to 

decide whether to send the message to D or sent to a randomly selected node F, the results 

of C and F of the message sent to the next hop is telling F D. Credits are to be cast 

directly to the decision to send the message to the next node is transmitted to a randomly 

chosen node after each node receives the message. Alice selected in advance by the node 

C, D and E will receive the message stratified decrypt the message randomly selected 

nodes F, G and H do not layered decrypt the received message, they just forward. 

The architecture of the improved anonymous communication system consists of three 

modules, as shown in Figure 4. 
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A. P2P network layer. 

P2P network is different from traditional networks. Due to its characteristics of peer to 

peer, how to notice the node status in the absence of server, is a problem to be solved. 

B. Anonymous communication module.  

As anonymous communication system, the system should meet the requirement that 

intermediate nodes do not know the information of source node, and cannot resolve the 

real content of the message, they are only responsible for forwarding message. For the 

nodes outside the channel of communication information is completely hidden. In specific 

design, it consists of the following modules: 

a) Security authentication module. The main role of security authentication is to 

confirm whether the client or a neighbor node the user is entitled to use the node for 

anonymous communications. Also can verify the anonymous Services node level, after 

being certified as a malicious node authentication module or unsafe node, the node will be 

deleted anonymity network, and after the general section through an internal certification 

can be upgraded to an index node. This module can be achieved through controllable 

anonymous communication systems.  

b) Nodes selection module. This system is the most important one module. Its mission 

is the central node or a neighbor node discovery, to select nodes based on node level, 

through this module hierarchical routing system, credit rating and other functions. 

c) Data encryption module. This module is mainly used for key negotiation, encryption 

and decryption of data. The idea of a layered encryption, the information sent by certified 

or nodes or users received information encryption and decryption. 

d) Module for establishment and removal of an anonymous channel. This module 

provides the information you need to select the module according to the node, in 

accordance with predetermined steps and target users to establish anonymous 

communication channel. When the communication between the user and all goals 

completed, the system must remove it established an anonymous channel. Removal 

process and the anonymous channel anonymous channel establishment process in the 

opposite direction. To improve efficiency, the module can also change the channel in a 

certain part of the process of communication as needed, rather than completely dismantled 

and re-establish the tunnel passage.  

e) Network layer interface. The main function of the network layer is the interface with 

the P2P network layer to securely and efficiently transmit data. 

C. Common Application Programming Interface (API). 

The anonymous communication system is expected to support a variety of high-level 

applications, such as Web browsing, e-mail, file transfer, etc., corresponding to the HTTP, 

SMTP, POP3 and FTP protocols. Anonymous system should be able to achieve a request 

for information acquisition and processing applications for different users, as well as the 

corresponding request access to information and submit returns. Therefore, the new 

system will be designed to interface to a scalable application and agent between the 

completions of data between the applications and submit an anonymous system. Through 

this group of users can quickly and easily interfaces anonymous service integration in 

their systems. 

 

5. Conclusion 

In this paper, we summarize the study of attacks against anonymous 

communication system in recent years, and divide them into two categories of active 

attacks and passive attacks. Then we analyze the trend of the research on different 



International Journal of Security and Its Applications 

Vol.9, No.1 (2015) 

 

 

324   Copyright ⓒ 2015 SERSC 

attack technologies; we provide a comparative analysis of defense capability  the 

mainstream anonymous communication system to the various attacks, no single 

system can resist all the types of attack, so we have to make compromise between in 

efficiency and the capacity of anti-attack. Finally, combining the advantages and 

disadvantages of different systems, we propose an improved node selection method 

and a router forwarding algorithms for anonymous communication systems. 

Specifically we use the layered encryption and random forwarding method to ensure 

a strong anonymity and high efficiency. At last we design an architecture prototype 

of anonymous communications software based on the algorithm. 
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