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Abstract

In this paper, we propose a (n, n)-threshold reversible secret image sharing scheme
using histogram shifting. Unlike Shamir’s secret sharing, the proposed scheme does not
use a polynomial. In the secret image sharing procedure, a histogram is generated by the
difference value between the original and copy images. And, the secret image is
embedded into original and copy images by using histogram shifting. Lastly, generated
shadow images are distributed to each participant. In the experimental results, we
measure embedding capacity of secret image and a distortion ratio between original and
shadow images. The experimental results show that the embedding capacity and image
distortion ratio of the proposed scheme are superior to the previous schemes.

Keywords: Reversible secret image sharing, Histogram shifting, Embedding Capacity,
PSNR

1. Introduction

Cryptography is a transformed message where information needs to be protected from
other third parties. Modern cryptography focuses on developing cryptographic algorithms
that are hard to break against adversary attacks. However, a party has mutually sharing
secret key, and the encryption and decryption operations have high computation cost. In
additional, if several participants want to share one secret information, then key
management has a problem that doesn’t know whose access to the secret data. Therefore,
the secret sharing scheme proposed to solve these problems [1-3].

Blackey [4] and Shamir [5] first proposed each secret sharing scheme in 1979. Their
concept is that encodes a secret data, and distribute to n participants, where any t or more
of-the shares can be collected to recover the secret data. However, any t - 1 or fewer of
them will gain no information about it.

In 2002, Thien and Lin [6] proposed a secret image sharing using steganography and
Shamir's scheme. Because a pixel of image is 8-bit (between 0 and 255), this scheme used
the prime number p be 251 which is the largest prime value less than 255. However,
exceed pixel values (251~255) of the secret image change to 250, then recovered secret
image occurs to a distortion. In addition, their method generates meaningless (noise)
images that attract attention of the malicious users.

In 2004, Thien and Lin [7] proposed to share user-friendly shadow images which are a
shrunken version of the secret image. However, the recover image is low quality because
the perfect reconstructed image cannot get from the extraction process. At the same year,
Lin and Tsai [8] proposed a new type scheme using steganography to embed shared data
into a cover image. Their scheme used the parity bits for authentication, and embeds 8
secret bits into a 2x2 pixel of cover block using LSB method. In 2007, Yang et al. [9]
used hash functions to authenticate stego images because the parity bit is not an
appropriate way for an authentication mechanism. In additional, they use to prevent
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distortion of the secret image using Galois Fields. In 2008, Chang et al.’s [10] scheme
proposed to improve a single authentication bit and a poor visual quality of the shadow
images. They use the CRT for improving the authentication ability and enhancing the
guality of shadow image [11]. In 2010, Lin and Chan [12] proposed a reversible secret
image sharing scheme using modulus operation. Their scheme embeds a secret data and
the remained value of cover pixel to coefficients of polynomial for improving the
embedding capacity.

This paper proposes a new secret image sharing scheme without polynomials and
Lagrange interpolation operations. The proposed scheme is to generate a histogram
through computes a difference between cover and copy images. The generated histogram
decides to peak and zero points pair, and shifts according to a secret bit. n shadow images
are distributed to n participants. In experimental results, we compare the proposed scheme
with a previous scheme about embedding capacity and the image distortion.

The rest of this paper is organized as follows. Section 2 introduces histogram shifting,
and Lin and Chan's scheme. The new reversible secret image sharing scheme is elaborated
in Section 3, followed by the experimental results and performance analyses in Section 4.
Finally, Section 5 presents conclusions.

2. Related Works

2.1. Histogram Shifting

Ni et al. [13] proposed the histogram shifting using the frequency of a cover image.
Their scheme has points which are a peak point (maximum frequency) and a zero point
(minimum frequency). The points are shifting from the peak point to a zero point
according to a secret bit. If a secret bit is 1, then the peak point is shifting to zero point.
Otherwise, the peak point is not moved. In extraction phase, the secret bit gets from a zero
point and a peak point. The shifted values are moving 1 bit from a zero point to a peak
point. Although the previous data hiding technique is not recover after extraction secret
bit, the histogram shifting [14~18] can be recover cover image. However, the embedding
capacity is limited by the peak point. Since then, a histogram shifting scheme is to study
about improving to the embedding capacity using the difference expansion [19].

2.2. Lin and Chan’s Scheme

Lin and Chan (LC) scheme is proposed to reversible secret image sharing based on
Shamir's scheme. In LC scheme, the dealer converts the pixel values of the secret image
(S) into the p system, and selects to a unique key (K;) for each participant, where i = 1, 2,
..., h. To increase the embedding capacity, the secret data is to hide the secret digits sj,
Sy, ... , Se1 Of the polynomial, and the remainder of pixel value of cover is insert to d of
polynomial for preserving. It is as following the equation (1).

f(x)=(d+s,x+sx + " +s_,x")mod p (1)

After then, each participants get the shadow image witch add the quantized pixel value
of cover image and the hiding data to form a camouflaged pixel.

Given any t out of n shadow images and the key k; from the involved participants, the
secret image S and the lossless cover image can be reconstructed. The pixel value of
shadow images is the corresponding pixel value of cover image. To extract the secret data
and to recover original image, participants must derive the polynomial. The polynomial
F(x) can be reconstructed by Lagrange's interpolation formula as following equation (2).
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where X; and X, are unique sequence of participants, y; is a corresponding value at a(x),
and p is prime.

However, Lin and Chan's scheme have some problems. First, in general secret image
sharing scheme, the number of participants is always less than the prime of polynomial.
Therefore, the number of participant is less than 13. The second, the overflow can be
occurred sometimes when a modified pixel value is more than 250 (p = 7).

3. The Proposed Scheme

This section proposes a new (n, n)-threshold reversible secret image sharing using
histogram shifting. The proposed scheme is divided to two phases. One is embedding
secret data and distribute shadow images to n participants. The other is that the secret
image S and the lossless cover image can be reconstructed by using n shadow images.

3.1. Distributing Phase

The secret image sharing process is as following. The size of a cover image is MxM,
and the embedding capacity is decided by the size of cover image and k-bits. It is the
secret bits to embed into a cover image. Therefore, the peak points can shift until 2%-1.

Input: C, S, and k
Output: n shadow images (Shy, Shy, .. Shy)

Step 1: load a cover image and copy n-1 times.

Cn,m,j)' =Copy(Cy ;)
where (o0 <i, j < m), nisthe number of participants.

Step 2: Generate a histogram by using difference d;;;) between Cg; and C,yj) . The peak
point of generated histogram is always 0 and the zero point selects 2“-1.

'

@ =[Can~ Coaan

Step 3: Convert the pixel value of S into binary system before the embedding. For
example, when the pixel values of S are 162 and 165, the binary values are 10100010,
and 10100101 .

Step 4: Embeds the k-bit to the pixel value of I-th column of C, by using LSB(k) where |
IS @<1<n). If the secret bit is same the peak point, then peak point is fixed. In the

otherwise, the peak point is shifting to the value of secret bit. The maximum shift value is
2“-1. Figure 1 shows the example of (3, 3)-threshold proposed scheme.

Step 5: Distribute shadow images (Sho, Sh;_ . Shy) to n participants.
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Figure 1. An Example of a Distribution Phase of (3, 3)-threshold Proposed
Scheme

3.2. Reconstruct Phase

The previous histogram shifting must need to additional information about the peak
and zero points. However, the proposed scheme does not need additional information. We
can compute the k by using difference between shadow images. In addition, it can
reconstruct the cover image.

Input: n shadow images (Shy, Sh, . Shy)
Output: Extracted secret image (S') and reconstructed cover image (C")

Step 1: Generate a histogram by using difference d;; between n shadow images (Shy, Sh,,
... Shy).

!

d Sh

@i =[S, —Sh sh
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Step 2: Generate a histogram using d;;j . The peak point is always 0 and the zero point can
get using histogram. The maximum value of histogram is 2*-1.

Step 3: Extract the k-bit to the pixel value of I-th column of Sh, by using LSB(k) where I is
@ <1< n). If the secret bit is same the peak point, then peak point is fixed and extract 0. In

the otherwise, 1 extract from the shadow and the value of histogram is shifting to the peak
point.

Step 4: Reconstruct a cover image by using unchanged pixel of shadow images.

Figure 2 shows an example of step 2 and step 3. Figure 3 shows an example of a
reconstruct cover image.

S ~ e [ d»

TT8K 11 [T
shy shy shy 012

Figure 2. An Example of Step 2 and Step 3 (k = 2)
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reconstruct C
—— without change pixel

Figure 3. An Example of a Reconstruct Cover Image

4. The Experimental Results

In this section, the proposed scheme is compared with Lin and Chan's scheme in terms
of the embedding capacity and image distortion. Peak Significant Noise Ratio (PSNR)
measures the distortion between the cover image and a shadow image, and defines as
follows equation (3).

PSNR—|(10I0910(255 }\| (3)
( MSE )

where MSE is the Mean Square Error between the cover image and a shadow images,
and can be calculated by using the following equation (4). The MSE of an image with size
MxM pixels is define as

2

- ZM:ZM:(l(i‘n_I(i,j)') } (4)

M xM T i1

MSE—(
)

where I;; and l;' indicate pixel values of the cover and a shadow images with size
MxM. If PSNR was less than 35dB, these are difficult to distinguish the distortion in the
human visible system (HVS) [20-23].

The embedding capacity is the maximum number of secret bits to hide in a cover
image. The embedding capacity of the proposed scheme is determined by k-bit. The
measurement unit of embedding capacity is defined by bit per pixel (bpp). In the
experiment, six gray-scale cover images with size of 256 x 256 as shown in Figure 4 are
used. When k select 1 to 4, the maximum embedding capacity of secret image is each
128x64, 128x128, 192x128, 256x128 as shown in Figure 5.
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Figure 4. Six Cover Images of 256x256
(a) 128x64 (b)128x128  (c)192x128

Figure 5. Four Secret Images: (a) 128x64 (k = 1), (b) 128x128 (k = 2),
(c) 192x128 (k = 3), (d) 256x128 (k = 4)

4.1. The Estimation of Peak Significant Noise Ratio

In the experiment, the proposed scheme was tested for (3, 3)-threshold. Lin and Chan's
scheme was tested for p is 7 because of best case. Figure 6 and 7 shows the original secret
image and restored secret image, and the original cover image and recovered cover image,
respectively. In Figure 6 and 7, each image has the same image quality, that is, the
original image exactly was restored. Figure 7 shows PSNR value of generated shadow

images in the proposed scheme. Figure 8 shows the shadow images which change
according to increase the k.

Figure 7. Shadow Images: (a) Sh,, (b) Sh,
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Figure 8. The Shadow Images which Change According to Increase the k

Table 1 shows the comparison of PSNR between the proposed and Lin and Chan’s
schemes with (3, 3)-threshold. In Table 1, the qualities of shadow images in the proposed
scheme are higher than their scheme. Although n (that is, the number of participants) was
increased, the qualities of generated shadow images in the proposed scheme always are
higher than their scheme.

Table 1. The Comparison of PSNR between LC Scheme and the
Proposed Scheme with (3, 3)-threshold

LC Proposed

Cover
p=7 k=1 k=2 k=3 k=4
Airplane 40.43 55.85 48.88 42.98 34.19
Airport 40.02 55.9 48.9 42.93 34.19
Baboon 40.17 55.88 48.86 42.92 34.16
Boat 40.31 55.93 48.73 42.92 33.96
Couple 40.4 55.92 48.78 42.97 34.44
Lena 40.45 55.94 48.87 42.94 34.15
Average 40.30 55.90 48.84 42.94 34.18

4.2. The Estimation of Embedding Capacity

The embedding capacity of Lin and Chan's scheme is related by t, p and a size of the
cover image (MxM). If p is increased, then the embedding capacity also is increased. For
example p is 7, then the embedding capacity is ((t-1)xMxM)/3. However, PSNR is
decreased with the increase of embedding capacity. In addition, n participants cannot be
over p. In other words, n is always less than p. If p is greater than 11, then PSNR values
of shadow images were less than 35dB. Therefore, their scheme has trade-off between the
embedding capacity and PSNR according to the number of participants.

In the proposed scheme, the embedding capacity is decided to k-bits and a size of cover
image. The embedding capacity of the proposed scheme is (kxMxM) that higher than that
those of the LC scheme. Table 2 shows the comparison of embedding capacity between
LC and the proposed schemes with (3, 3)-threshold.

Table 2. The Comparison of Embedding Capacity between LC and the
Proposed Schemes with (3, 3)-threshold

Cover LC Proposed
p=7 k=1 k=2 k=3 k=4
128x128 10,923 16,384 32,768 49,152 65,536
256x% 256 43,691 65,536 131,072 196,608 262,144
512x512 174,763 262,144 524,288 786,432 1,048,576
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5. Conclusions

This paper proposed a new (n, n)-threshold reversible secret image sharing scheme
using a histogram shifting. The proposed scheme can reversible cover image using simple
operation. In addition, the overflow problem of LC scheme is solved by LSB.

In experimental results, we had estimated at (n, n)-threshold about embedding capacity
and a distortion. Lin and Chan's scheme had best result in p = 7. However, the proposed
scheme was embedding capacity and image quality higher than LC scheme.
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