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Abstract 

In a verifiable multi-secret sharing scheme, multiple secrets can be shared in one process 

and the shares can be verified. We propose a novel verifiable multi-secret sharing scheme in 

this paper. The scheme has the following advantages: (i) A mutually trusted dealer is no 

longer needed to distribute shares; (ii) shares can be verified by shareholders both in the 

secret generation and reconstruction phases; and (iii) any adversary without providing a 

valid share cannot recover the real secrets in the secret reconstruction phase. A secret sharing 

scheme with above-mentioned advantages is also described as a stepping stone, before we 

propose the multi-secret sharing scheme. We give the definition of a  ntn ,,  verifiable 

(multi-)secret sharing scheme with secure secret reconstruction, which both of the proposed 

schemes meet. The security analysis of the proposed two schemes and the comparisons among 

the proposed multi-secret scheme and some other ones are also represented. 

Keywords: Multi-secret sharing; Secure secret reconstruction; Verifiability;  ntn ,,  scheme  

1. Introduction 

The concept of secret sharing scheme was first developed by Shamir [1] and Blakley [2] 

independently in 1979 as a solution to safeguard cryptographic keys. After that, secret sharing 

schemes have been extensively studied in many literatures [3-4]. In Shamir’s  nt ,  threshold 

secret sharing scheme [1], a secret is divided into n  shares by a mutually trusted dealer and 

the n  shares are distributed to n  shareholders respectively, so that any t  or more than t  

shareholders can recover this secret; but fewer than t  shareholders cannot recover the secret. 

However, in Shamir’s scheme [1], the dealer must stay honest and make no mistakes while 

distributing shares to shareholders, and the shareholders should unconditionally trust the 

shares from the dealer are valid. In order to solve the problem that shareholders cannot verify 

their shares, Chor et al. [5] presented a verifiable secret sharing scheme by extending 

Shamir’s scheme [1]. In a verifiable secret sharing scheme, shareholders are able to verify if 

the shares they received from the dealer are consistent or not. 

In addition, the need of a mutually trusted dealer in Shamir’s scheme [1] is another 

problem, because a trusted dealer might be impossible in some applications, such as wireless 

multimedia sensor networks and ad hoc networks. Ingemarsson and Simmons [6] tried to 

overcome the restriction and considered a secret sharing scheme without the assistance of a 
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mutually trusted dealer. Then Pedersen [7] proposed a joint  ntn ,,  secret sharing scheme. 

The three parameters ntn ,,  refer to the number of dealers, the value of the threshold and the 

number of shareholders respectively. In Pedersen’s  ntn ,,  scheme, n  shareholders, which 

are considered as dealers as well, generate and share a master secret in a joint way. Each 

shareholder first selects a random sub-secret, then shares the sub-secret with the other 

shareholders by utilizing Shamir’s scheme [1]. And the master secret recovered in the 

reconstruction phase is the sum of all sub-secrets. As a result, the secret shared among 

shareholders is actually determined by all shareholders jointly. 

In all above schemes, only one secret can be shared during each sharing process. The 

secret sharing scheme was designed as a key ingredient in the standard distributed 

cryptosystem. So did it happen to the multi-secret sharing scheme, which became a key tool 

when designing a multi-policy distributed cryptosystem. A multi-secret sharing scheme is 

supposed to distribute many different secrets among the shareholders in one process. As a 

trivial solution, a secret sharing scheme can be executed several times to accomplish this 

desire. In this case, the length of each secret share depends on the number of secrets. So the 

length of share may be unacceptable, when a great number of secrets are shared in one 

process. Obviously, the trivial way is not an ideal solution to share multiple secrets. Then He 

and Dawson proposed two nontrivial schemes [8-9] to share multiple secrets in one process. 

Since then, multi-secret sharing schemes have been studied in many papers [12-23]. Recently, 

Lein Harn [11] proposed a secure multi-secret sharing scheme, utilizing the linear 

combination of shares to protect the secrets from adversaries. Harn’s scheme [11] solved the 

problem that shared secrets could be obtained by an adversary who provides no share in the 

situation that there are more than t  shareholders participating in the secret reconstruction 

phase. However, this scheme depends on a mutually trusted dealer and the shares cannot be 

verified. But a mutually trusted dealer is not always available in many applications and 

verifiability is a quite significant property for secret sharing schemes. Especially in a  ntn ,,  

scheme, all shareholders participant in the secret generation phase and they are mutually 

distrusted. Consequently, it is even more desirable to possess the verifiable property in 

 ntn ,,  secret sharing schemes. 

We first give the definition of a  ntn ,,  verifiable (multi-)secret sharing scheme with 

secure secret reconstruction and the security requirements. Then a secret sharing scheme is 

given as a stepping stone. We propose a multi-secret sharing scheme by extending the given 

secret sharing scheme. As desired, our schemes are verifiable, can execute without a mutually 

trusted dealer, and have the good property of secure secret reconstruction. The security of the 

verification phase is based on the hardness of computation Diffie-Hellman problem. Without 

the help of a mutually trusted dealer makes our schemes more flexible. And our schemes can 

resist the attacks from the adversaries who try to obtain secrets but provide no valid shares. 

As far as we know, there have not been any secret sharing schemes that possess the three 

properties at the same time until now. 

We organize the rest of this paper as follows. Some preliminaries about our schemes, inclu

ding Shamir’s  nt ,  secret sharing scheme, Pedersen’s  ntn ,,  secret sharing scheme and 

Harn’s secure secret reconstruction scheme, are provided in the next section. A definition and 

the security requirements are represented in section 3. The proposed two schemes are elaborat

ed in section 4 and section 5 respectively. In section 6, the comparisons among the proposed 

multi-secret scheme and some other multi-secret schemes are discussed. Section 7 includes th

e conclusion of this work. 
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2. Preliminaries 

In this section we briefly describe three previous schemes, Shamir’s  nt ,  secret sharing 

scheme, Pedersen’s  ntn ,,  secret sharing scheme and Harn’s secure secret reconstruction 

scheme. 

 

2.1. Shamir’s  nt ,  Secret Sharing Scheme [1] 

Secret S  is divided into n  shares by a mutually trusted dealer and shared among n  

shareholders  
n

PPP ,,
1
 . n  and t  represent the number of shareholders and the 

threshold of the scheme respectively. p  is a large prime, and all operations are performed in 

the finite field  pGF . Shamir’s scheme has two algorithms: share generation and secret 

reconstruction.  

(1) Share generation 

Firstly, the dealer D  selects a random polynomial  xf  of degree 1t : 

  pxaxaaxf
t

t
mod

1

110




  , where  pGFaa

t


11
,,  and Sa 

0
. D  computes shares 

  niifS
i

,,1   and distributes each share 
i

S  to shareholder 
i

P  secretly. 

(2) Secret reconstruction 

Suppose the secret S  is recovered by the subset 
RE

P  of P  , where tP
RE

 . Then 

participants of 
RE

P reconstruct S  using the Lagrange interpolating formula: 

p
ij

j
SS

jiPPPPP i
REjiREi

mod
,, 


 . 

2.2. Pedersen’s  ntn ,,  Secret Sharing Scheme [7] 

The master secret S , which is shared among n  shareholders, is the sum of the 

sub-secrets selected by shareholders. There is no dealer in the scheme, and each shareholder 

does the job the dealer is supposed to do. Intuitively, each shareholder in this scheme 

participates to generate and share the master secret. This scheme consists of four algorithms: 

master secret generation, sub-share generation, master share generation and master secret 

reconstruction. 

(1) Master secret generation 

Each shareholder 
i

P  selects a random sub-secret 
i

S  independently and the master secret 

S  is the sum of all the sub-secrets: 
n

n

i i
SSSS   


11

. 

(2) Sub-share generation 

i
P  selects a random polynomial  xf

i
 of degree 1t , such that  

ii
Sf 0 , and generates 

sub-shares   njxfs
jiij

,,1   for other shareholders using Shamir’s secret sharing scheme. 

i
P  sends 

ij
s  to shareholder  njP

j
,,1   secretly. After all sub-shares are sent, each 

shareholder 
i

P  has n  sub-shares  njs
ji

,,1  . 

(3) Master share generation 
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i
P  computes the master share 

i
s  with the n  received sub-shares 

ij
s : 

  


n

j ij

n

j jii
xfss

11
. 

(4) Master secret reconstruction 

When t  or more than t  shareholders release their master shares to reconstruct the master 

secret, the master secret S  can be reconstructed by using the Lagrange interpolating 

formula. 

 

2.3. Harn’s Secure Secret Reconstruction Scheme [11] 

A secret reconstruction scheme is secure when it makes sure that anyone without a valid sh

are cannot reconstruct the real secret. It means that neither an outside adversary
1
 nor an insid

e adversary
2
 can obtain the real secret without providing a valid share in a secure reconstructi

on scheme. Sometimes there might be more than t  shareholders participating in the secret re

construction. When it happens, most papers suggest taking t  of them to recover the secret. H

owever, this approach causes a security problem that outside adversaries may pretend as share

holders participating in the reconstruction but provide no share at all. As only t  shares are n

eeded to recover the secret, the adversaries can still obtain the secret when being aware of t  

valid shares from honest shareholders. In addition, inside adversaries (colluded shareholders) 

may collude trying to recover the secret. Harn’s scheme can prevent the attacks from outside 

adversaries and colluded shareholders. Here are the two algorithms of Harn’s secure secret re

construction scheme. 

(1) Share generation 

D  selects  1.,.  tkteik  random polynomials   klxF
l

,,1   with degree 1t , and 

generates shares   klxF
l

,,1   for each shareholder 
r

P . 

For the secret S , there are always integers    pGFkldw
ll

 ,,1,  , such that   


k

l lll
wfdS

1

, 

where 
ji

ww   and  
ni

xxw ,,
1
  (

r
x  is the public information of 

r
P ).  kldw

ll
,,1,   

are publicly known.  

(2) Secret reconstruction    

There are  njteij .,.  participants 
j

PP ,,
1
  involving in the secret reconstruction. Each 

participant  jrP
r

1  uses his shares   klxF
rl

,,1   to compute and release one 

Lagrange component 
r

C  to other participants secretly: 

  p
xx

xw
xfdC

j

rvv

vr

vl
k

l rllr
mod

,11  



 . 

Thus, each participant in the reconstruction can recover the secret pCS
j

r r
mod

1 
  with the 

knowledge of  jrC
r

,,1  . Any released Lagrange component 
r

C  cannot be used to derive 

                                                        
1 The outside adversary is an attacker who does not have valid shares generated initially and aims to get the 
master secret.  
2 The inside adversary has two types: the cheater who has valid shares, but tries to defraud valid shares from other 
shareholders by releasing fake shares; and the colluded shareholder who colludes to recover the secret with other 
colluded shareholders. The number of colluded shareholders should be less than the value of threshold. 
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new private shares   jrxF
rl

,,1  , which guarantee that no outside adversaries can obtain 

the secret. 

 

3. Definition and Security Requirements 

Definition 1. (  ntn ,,  verifiable (multi-)secret sharing scheme with secure secret 

reconstruction). A (multi-)secret sharing scheme is called a  ntn ,,  verifiable (multi-)secret 

sharing scheme with secure secret reconstruction if it does not need any mutually trusted 

dealer, and ensures that no shareholder can provide fake shares to others and that the secret(s) 

can only be reconstructed by honest participants.  

A  ntn ,,  verifiable (multi-)secret sharing scheme with secure secret reconstruction 

should satisfy the following security properties. These properties are elaborated as the ways to 

counter several major possible attacks in a (multi-)secret sharing scheme. 

Property 1. Shareholder-cheating resistance 

We call the action that inside adversaries intend to provide wrong or fake sub-shares to 

other participants in the secret reconstruction phase is the shareholder-cheating attack. A 

scheme is called shareholder-cheating resistance, as long as the scheme can perform normally 

when honest participants in the reconstruction are t  or more than t . In addition, the 

property of shareholder-cheating resistance also keeps the scheme’s threshold value consistent 

and makes the scheme robust. 

Property 2. Conspiracy resistance 

The conspiracy attack is assumed that 1t  or fewer colluded shareholders attempt to 

reconstruct some secret (note that the last secret may be the easiest one to obtain in the 

multi-secret sharing scheme). A conspiracy resistant scheme should ensure that the 

reconstructions of recovered secrets reveal no information about uncovered secrets. 

Property 3. Outside-attack resistance  

Assume the outside attack is that outside adversaries try to reconstruct the secrets by faking 

valid components. In order to make a scheme outside-attack resistant, the shares cannot be 

revealed in secret reconstructions or reused in different sessions. 

 

4. The Proposed Secret Sharing Scheme 
 

A verifiable  ntn ,,  secret sharing scheme with secure secret reconstruction and its 

security analysis are elaborated in this section. 

 

4.1. Notations 

The notations of the proposed scheme are represented in Table 1. 

Table 1. The Notations in the Proposed Secret Sharing Scheme 

Notation Meaning 

n  The number of shareholders 

t  The threshold of the scheme 
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p  A big prime 

g  A generator of field  pGF  

P  The set of shareholders 

i
P  The -i th  shareholder  

S  The master secret 

k  The number of polynomials each shareholder selects 

i
S  The sub-secret selected by 

i
P  

ir
K  The sub-share from 

i
P  to 

r
P   

r
x  The ID information of 

r
P   

m  The number of participants in the secret reconstruction phase 

P  The set of dishonest shareholders 

RE
P  The set of participants in the secret reconstruction phase 

r
C  The Lagrange component released by 

i
P   

 

4.2. Description 

In order to construct a novel multi-secret sharing scheme, we propose the secret sharing 

scheme as a stepping stone. In the secret sharing scheme, the master secret S , which is 

determined jointly by all shareholders, is shared among n  shareholders  
n

PPP ,,
1
 . 

There are three algorithms in the scheme: share generation, share verification and secret 

reconstruction. 

 

4.3. Algorithms  

(1) Share generation 

In the share generation phase, each shareholder  niP
i

,,1   generate kn  ( k  can be 

considered as security parameter) sub-shares and distributes them to all shareholders by the 

following steps: 

i) selects  1 .,. keik  random polynomial with 1t  degree each: 

     pGFaklpxaxF
ilj

t

j

j

iljil
 




 ,,,1 mod

1

0
 . 

ii) generates sub-shares  
rililr

xFK  , which would be secretly sent to shareholders 

 nrP
r

,,1   
respectively (

r
x  

is the ID information of 
r

P ). 

iii) computes pgE
ilj

a

ilj
mod

 
as commitments that would be released publicly for other 

shareholders to verify the sub-shares they have received from 
i

P . 

iv) randomly selects  pGFS
i
  as his sub-secret and finds two integers 

il
w  and 

il
d  in 

 pGF , such that   pwFdS
k

l ililili
mod

1 
 , where  1

, ,
i n

w x x  and  


 kww
ii

,1  [11]. 

Each shareholder 
i

P  makes 
il

w  and 
il

d  publicly known. And the master secret is 

determined by the sum of the sub-secrets from all shareholders: 

 


n

i i
SS

1
. 
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(2) Share verification 

Each shareholder 
r

P  can verify the received sub-shares by computing the following 

equations: 

 klniEg
t

j

x

ilj

K
j

rilr ,,1,,,1
1

0
  





. 

r
P  

regards the sub-share 
ilr

K  valid if it has passed the verification; otherwise 
r

P  

publishes 
ilr

K  for other shareholders to verify it. 
i

P  is added to P , which is empty initially, 

after the other shareholders have an agreement that the sub-share 
ilr

K  from 
i

P  is invalid. 

And none in P  is admitted to participate in the secret reconstruction.  

(3) Secret reconstruction 

The set of participants involving in the secret reconstruction of is denoted as 

 
mRE

PPP ,,
1
 , where tm   and PP

RE
 . And each shareholder 

REr
PP   uses all the 

received sub-shares  klniK
ilr

,,1,,,1    to compute and release one Lagrange component 

pCC
n

i irr
mod

1 
  to the other participants in the reconstruction phase, where 

ir
C  is the 

sub-Lagrange component: 

p
xx

xw
KdC

m

rvv

vr

vil
k

l ilrilir
mod

,11  



   

With all  
RErr

PPrC | , each participant in 
RE

P  can recover the master secret S : 

pCS
m

r r
mod

1 
 . 

 

4.4. Security Analysis 

Theorem 1. Our proposed secret sharing scheme is a  ntn ,,  verifiable secret sharing 

scheme with secure secret reconstruction scheme. 

Proof 

Property 1. Shareholder-cheating resistance 

Analysis: The share verification phase makes sure that the sub-shares released by 

shareholders must be valid, so it can prevent the attacks from the cheaters. And according to 

the hardness of computation Diffie-Hellman problem, the commitments pgE
ilj

a

ilj
mod  

reveal no information about sub-shares. Consequently, the secret reconstructed by any 

adversary who provides a wrong or fake component is not the same with the real one. 

Property 2. Conspiracy resistance 

Analysis: For security analysis, the adversaries are given an ultimate ability they supposed to 

have, i.e., there are 1t  colluded shareholders attempting to reconstruct the master secret, 

and they can release their components after all the other participants’ releasements in the 

secret reconstruction. The master secret  


n

i i
SS

1

 is a linear combination of points on n  

polynomials   klnixF
il

,,1,,,1   , with 1t  degree each. So in order to obtain the master 

secret, ktn  coefficients are needed. However, the 1t  colluded shareholders know  1tkt  

of the needed ktn  coefficients. As a result, they need to get the other  1 tnkt  unknown 

coefficients from the available information. Each colluded shareholder has  ktn 1  

sub-shares from the honest shareholders, so the 1t  colluded shareholders can form at most 
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  11  tntk  equations using their received sub-shares. Furthermore, they can also form 

 1 tn  equations from the Lagrange components released by the honest shareholders (we 

assume there are n  shareholders participating in the secret reconstruction). Totally, the 

colluded shareholders can construct   11  tnkkt  equations, however, the condition 

1k  makes sure that     111  tnkttnkkt . Obviously, the proposed scheme can 

prevent the conspiracy attack of 1t  colluded shareholders.  

Property 3. Outside-attack resistance 

Analysis: For the security analysis, we assume that there are n  shareholders participating in 

the secret reconstruction and the outside adversary can be the last one to release his 

component. Each released Lagrange component 
r

C  is a linear function of polynomials 

  klnixF
il

,,1,,,1   , with 1t  degree each. So in order to forge a valid component, an 

adversary should solve the function of nkt  coefficients. But the adversary can form 1n  

equations at most from the released 1n  Lagrange components. It is obvious that 1 nnkt , 

so the secret polynomials   klnixF
il

,,1,,,1    cannot be solved by the adversary. As a 

result, the outside adversary cannot construct a valid component or recover the master secret 

without providing a valid component. 

 

5. The Proposed Multi-secret Sharing Scheme 

We design a multi-secret sharing scheme by extending the secret sharing scheme 

presenting in section 4. The security analysis of the proposed multi-secret scheme is 

represented at the end of this section. 

 

5.1. Notations  

The notations of the proposed multi-secret sharing scheme are represented in Table 2.  

Table 2. The Notations in the Proposed Multi-secret Sharing Scheme 

Notation Meaning 

n  The number of shareholders 

t  The threshold of the scheme 

h  The number of secrets 

p  A big prime 

g  A generator of field  pGF  

P  The set of shareholders 

i
P  The -i th  shareholder  

MUL
S  The set of secrets 

u
S  The -u th  secret 

k  The number of polynomials each shareholder selects 

ilr
K  The sub-share of -l th  polynomial from 

i
P  to 

r
P   

r
x  The ID information of 

r
P   
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ui
S

-
 The sub-secret of 

u
S  selected by 

i
P  

m  The number of participants in the secret reconstruction phase 

P  The set of dishonest shareholders 

uRE
P

-
 The set of participants in the secret reconstruction phase of 

u
S  

ur
C

-
 The Lagrange component of 

u
S  released by 

i
P   

 

5.2. Description 

There are h  secrets are shared among n  shareholders  
n

PPP ,,
1
 . The set of the 

secrets is denoted as  
hMUL

SSS ,,
1
 . This multi-secret sharing scheme is designed by 

extending the scheme in section 4, so it has all the good properties of that scheme but can 

share multiple secrets in each single process. This scheme also has three algorithms: share 

generation, share verification and secret reconstruction. 

 

5.3. Algorithms  

(1) Share generation 

For ni ,,1  , shareholder PP
i
  performs the following steps:   

i) selects       112.,.  htnhkhnhnkteik  , we will prove this condition in 

the security analysis, random polynomials with 1t  degree each: 

     pGFaklpxaxF
ilj

t

j

j

iljil
 




,,,1mod

1

0
 . 

ii) generates sub-shares  
rililr

xFK  , which would be secretly sent to shareholder  nrP
r

,,1   

respectively. 

iii) computes  kltjpgE
ilj

a

ilj
,,1,1,,0mod   , which would be released publicly as 

commitments for other shareholders to verify the sub-shares they have received from 
i

P .  

iv) randomly selects  pGFS
ui


-
 as his sub-secret of secret  huS

u
,,1   and finds integers 

uil
w

-
 and 

uil
d

-
 in  pGF , such that   


k

l uililuilui
wFdS

1 ---
, where  1 2

, , ,
i l u n

w x x x



 
and 

 


 kww
uiui

,1
--

.  

Each shareholder 
i

P  makes the integers 
uil

w
-

 and 
uil

d
-

 publicly known. And every secret 

going to be shared among P  is determined by the sum of the corresponding sub-secrets 

selected by all shareholders: 

 


n

i uiu
SS

1 -
. 

(2) Share verification 

The share verification process is the same with the share verification in section 4.3. 

(3) Secret reconstruction 

We denote the set of participants in the secret reconstruction as  
muRE

PPP ,,
1-
 , where 

tm   and PP
RE
 . Each shareholder 

r
P  in 

uRE
P

-
 uses all received sub-shares 

 klniK
ilr

,,1,,,1    to compute a Lagrange component 
ur

C
-

, which would release to the other 

participants in the reconstruction:  
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n

i uirur
pCC

1 --
mod , 

where 
ur

C
-

 is the sub-Lagrange component: 

  p
xx

xw
xFdC

m

rvv

vr

vuil
k

l riluiluir
mod

,1

-

1 --  



 . 

After knowing all  
uRErur

PPrC
-

| 


, each participant in 
uRE

P
-

 could compute and recover 

all the shared secrets: 

 hupCS
m

r uru
,,1mod

1
   

. 

 

5.4. Security Analysis 

Theorem 2. The proposed multi-secret sharing scheme is a  ntn ,,  verifiable multi-secret 

sharing scheme with secure secret reconstruction, if       2121  tnhknnhktn  , 

where t  is the threshold, n  and k  are the number of shareholders and secret polynomials 

each shareholder selects respectively. 

Proof 

Property 1. Shareholder-cheating resistance 

Analysis: Same as the analysis of property 1 in section 4.4. 

Property 2. Conspiracy resistance 

Analysis: Assuming 1t  colluded shareholders attempt to recover the last secret 
h

S  after 

1h  secrets having been recovered. They need  1 tnkt  coefficients to obtain 
h

S . And 

they can construct  1 tnh  and 1h  equations from released Lagrange components and 

recovered secrets respectively. Furthermore, they also can construct   11  tntk  equations 

by using their received sub-secrets from honest shareholders. So the total number of 

equations they build is   1 tnhkkt . Then the condition    11  htnhk  prevents 

the colluded shareholders from solving the secret polynomials   klnixF
il

,,1,,,1    

and obtaining the last secret 
h

S . Thus, the threshold of the last uncovered secret is consistent 

with the original threshold value, which means our scheme can counter the conspiracy attack.  

Property 3. Outside-attack resistance 

Analysis: We assume the outside adversary tries to obtain the last secret 
h

S  after 1h  

secrets having been recovered and he can be the last one to release the Lagrange component. 

We also assume there would be n  Lagrange components released in each reconstruction. 

The Lagrange component 
ur

C
-

 released by each shareholder during the reconstruction of 
u

S  

is a linear function of polynomials   klnixF
il

,,1,,,1   , with 1t  degree each. So an 

adversary has to solve the function having ktn  coefficients in order to forge a valid 

component and obtain the secret eventually. The adversary can form    nhh 11   from the 

recovered  1h  secrets and the released  nh 1  Lagrange components of recovered secrets. 

Furthermore, the adversary can construct another  1n  equations using the released 

Lagrange components of 
h

S . So the total number of the equations formed by the adversary 

adds up to      111  nnhh . The condition 2 hnhnkt  ensures that any adversary 

cannot forge a valid component. So our proposed scheme is outside-attack resistant. 
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6. Comparison 

In this section we give the comparisons among the proposed multi-secret sharing scheme 

and three other ones [11, 19, 14] in Table 3. It can be seen form the table that the scheme in 

[11] is a multi-secret sharing scheme with secure secret reconstruction that satisfies 

unconditional security. However, a mutually trusted dealer is needed and shares cannot be 

verified in this scheme. As we have stated the need of a dealer is a bottleneck when secret 

sharing schemes are designed for many applications, and the verifiability is more significant 

than unconditional security in a  ntn ,,  secret sharing scheme. And the shares can be 

verified in the schemes of [14, 19]. Moreover, the scheme in [19] can execute without the 

help of a dealer. But it does not have the property of secure secret reconstruction. 

Table 3. The Comparisons among Four Multi-secret Schemes 

Property 
Our 

scheme 

The 

scheme 

in [11] 

The 

scheme 

in [19] 

The 

scheme 

in [14] 

The dealer distributes the shares  No  Yes  No  Yes  

Verify the cheating action among shareholders Yes  No  Yes  Yes  

Prevent conspiracy attacks Yes  Yes  Yes  Yes  

Resist outside-adversary attacks Yes  Yes  Yes  Yes  

Recover multiple secrets by Lagrange 

interpolating polynomial 
Yes  Yes  Yes  Yes  

The shares are reusable Yes  Yes  Yes  Yes 

Shareholder do not need to follow a specific 

order 
Yes  Yes  No  No   

Recover multiple secrets parallelly Yes  Yes No  No  

Has secure secret reconstruction property Yes  Yes  No  No  

Security is based on Shamir's scheme and 

discrete logarithm 
Yes  No  Yes  Yes  

Has unconditional security property No  Yes  No  No  

 

7. Conclusion  

Aim at solving the existing problems of multi-secret sharing schemes, a verifiable  ntn ,,  

multi-secret sharing scheme with secure secret reconstruction is proposed in this paper. A 

mutually trusted dealer is no longer needed in our proposed multi-secret sharing scheme, and 

the adversaries without providing valid shares cannot obtain real secrets even in the situation 

that there are more than t  shareholders participating in the secret reconstruction. These 

properties make our scheme more flexible and reliable. A secret sharing scheme with the 

same properties is also given as a stepping stone. Both of the proposed schemes can resist the 
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attacks from outside and inside adversaries, including cheaters and colluded shareholders. In 

addition, the security analysis and the comparisons among the proposed multi-secret scheme 

and three other ones are also represented.  
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