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Abstract

In order to solve the key setting difficulty and the key security problem in the file
encryption, key distributed storage technology may be a proper choice to help improve the
safety of the key. In the paper, a novel secret sharing scheme is proposed by AES encryption
algorithm for file confidentiality, dynamic key generation mechanism to generate keys, multi-
secret-sharing ideas on key pre-treatment, using Shamir threshold scheme for secret
dispersed storage. Finally, a few tests are carried out and the test results suggest that the
efficiency of the whole scheme is good.
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1. Introduction

With the rapid development of computer and network communication technology, the
information security, meanwhile, has become increasingly prominent, and events such as
information leaks and other incidents happen more frequently nowadays. Cryptography
provides many practical techniques to solve information security problems. In order to
guarantee security and confidentiality of the private documents, people mainly resort to
encryption to protect files, and make it impossible for users who do not have a key to steal
information. This makes the security and confidentiality mainly hinges on the security key,
thus an effective method of key management is needed. In recent years, the key dispersed
storage technology has become a trend in key management. It helps to solve the problem that
the key text can not be decrypted caused by losing or forgetting the key. What is more, the
application in the field of computer and network security will be of significance both in
theory and practice.

The first secret sharing scheme is (t, n) threshold secret sharing scheme, which is proposed
independently by Blakley [1] and Shamir [2] in 1979. On that basis, Shamir’s scheme, which
is based on the theory of polynomials, is easy to understand and implement, and catch more
attention of researchers. On the one hand, it solves on the problem of the original threshold
scheme, on the other hand, it can be applied to other fields extensively. The threshold scheme
provides a good way to improve other technologies. For example, Zhang, et al., [3] adopted
the combination technology of Shamir scheme and cloud storage technology to construct a
secure network disc. Xu, et al., [4] resolved copyright issues on digital media, and the
threshold scheme and broadcast encryption algorithm are combined to construct the identity-
based broadcast encryption scheme. In the literature [5], the threshold scheme was used to
protect software copyrights, copyright information, enhanced anti-aggression and
survivability and other issues. In the literature [6], an existing Watermarking Algorithms and
(t, n) threshold were adopted for the copyright watermark sharing, and the improved
algorithm had good security and anti-attack capability. In the literature [7], security forensics
and Shamir threshold scheme were integrated to improve the security of the forensic
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information. Based on analysis to the literature and research, this paper combines the AES
algorithm and Shamir’s scheme to ensure the security of the file.

In order to improve the effectiveness of space Shamir threshold scheme, a number of
scholars put forward some corresponding solutions using the multi-secret sharing technology.
First, divide the secret S into p blocks, with s (i = 1, 2, ...,p)t0 represent p pieces secret,
then use multi-secret sharing technology while sharing this secret p pieces. For this propose,
this paper will split the key based on this idea.

This paper combines AES algorithms, dynamic key generation mechanisms, Shamir's (t, n)
threshold secret sharing scheme and technology of multi-secret sharing ideas together, and
sets up the file encryption key for distributed storage to ensure the security of the key and
resolve the issues of key complexity, key management and file security.

2. Preliminary
2.1. AES Algorithm

Rijndael specification is specified with block and key sizes that may be any multiple of 32
bits, with a minimum of 128 and a maximum of 256 bits. The number of cycles of repetition
may be 10, 12 or 14 correspondingly. Each round consists of several processing steps, which
are Byte Sub, Shift Row, Mix Column and Add Round Key. Each round starts from Add
Round Key, then iterate 11 times. By the way, the last round doesn’t include Mix Column.

The content of this paper mainly talks about the 192-bit Rijndael algorithm. The plaintext,
the cipher text, the key and all the intermediate states are in form of 4 x 6 matrix. Here we are
taking the process of one round as an example to help explain the algorithm’s mathematical
model [8].

The operation based on S-box is a kind of nonlinear transformation, which independently
plays a role in status byte. Here we record the S-box ass . The S-box used is constructed by
combining the inverse function with an invertible affine transformation over ¢ F (2) , and also

derived from the multiplicative inverse over g F (2°) .
1) The S-box is generated by determining the multiplicative inverse for a given number
Z,[x]
(x8+ x4+ x¥t x+ 1)
inverse. Here we identify » ’s inverse aso . It is clear that » and . are reversible with the
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where [x, ...x,1 is the multiplicative inverse as a vector. The constant '63* makes sure that
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the S-box’s fixed points and opposite fixed points don’t appear. The trivial maximum
correlation between linear transformations of input/output bits is 2° . The non-trivial
maximum of the difference propagation probability is2°. In that case, it is clear that The
Rijndael S-Box can be resistant to linear and differential cryptanalysis [15].

A4 x 6 matrix can be got by S-box substitution. Then the Shift Row step will transform the
matrix by making row n shifted left circular by n -1 bytes:
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Here s, represents the element inrow i, column j. (o <i<3,0< j<5)

Together with Shift Row, Mix Column provides diffusion in the key. It operates on each
row independently by mapping every byte to new value. To gain this new value, 4 bytes in
each row must be processed through the shifting function. Here comes the process of shifting:

[s s, 8, S. S,
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In the Add Round Key step, the sub key is added by combining each byte of the state with
the corresponding byte of the sub key using bitwise XOR for each round. The relation can be

viewed below:
Y =X ®K

Where k refers to the round keys.

2.2. Shamir Secret Sharing Scheme

Shamir threshold scheme based on Lagrange interpolation method proposed the first (t, n)
threshold secret sharing scheme. It is ideal for a comprehensive scheme, and the most
extensive study and application of threshold scheme. The following system parameters, the
secret distribution algorithm and secret reconstruction algorithm are three parts to a brief
introduction of the program.

1) System parameters: Let p = {p,,p,,....p,} denote the set of N participants, P is a large
prime number, and T is the threshold value. The secret space and the share space are finite
field cF(P). d,.d,,...d, are integers different from each other on the cF (p), as identification

information of the public identity of the participants. The above parameters are open.
2) The secret distribution algorithm: The secret dealer D constructs a random (t-1) times
polynomial of secret f (x) =a,+ax+..+a, x' ', letsa, = £(0)=s. s IS a secret shared between
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the participants. Then, D distributes a secret share x,= f(d,)modp 10
every p,(1<=i<=n).
3) Secret reconstruction algorithm: Any 7 participants {p,.p, ...p,} Can get 1
points (d, . x, ).(d,.x )....(d,.x, ) by combining their share, and the shared secret S:
‘ ¢ o0-d

s = f(O):ler H

r=1 h=1,h#r di’ iy

[h

mod p can be recovered by the Lagrange interpolation method.

3. The New Secret Sharing Scheme based on AES

Dynamic key generation mechanisms are used to ensure that sufficient complexity and
length of key as K. The secret sharing scheme is as follow.

1) Break the K into{s,,s,.....s, }, and then destroy K. The process is shown in Figure 1.

256-bit
cipher
Sht | 8bits  [—---—{ 8bits [—---—{ 8bits
groups u u u
Shamir Shamir Shamir
Threshold —---—— Threshold —---—— Threshold
(t, n) (t, n) (t, n)
| | |
l *—1’ Shared
, |
decimal [ 32 decimal
numberin number in
each each shared
group ! group
f Group
l ¥ Shared

Figure 1. Key Splitting and Secret Sharing

2) Let p={p,.p,.....p,} denote the set of N participants, P is a large prime number, and T is
the threshold value. The secret space and the share space are finite field cr (p). d,,d,
Are integers different from each other on the cr (r), as identification information of the
public identity of the participants. The above parameters are open.

3) The secret distribution algorithm: The secret dealer D construct a random (t-1) times
polynomial of secret f(x)=a,+ax+..+a _x", let a, = f(0)=s, @< j<m)from{s s, ...s },

s IS a secret shared between the participants. Then, D distribute a secret share

X f(d)modp fOEVEryp (1<i<n).

ji

298 Copyright © 2014 SERSC



International Journal of Security and Its Applications
Vol.8, No.6 (2014)

4) Step 3 was performed for all the data{s,,s,,...,s 3} . So D distribute m pieces of secret
share{x,,,x,,,...x ,Jtoeveryp (L<i<n),.

5) Secret reconstruction algorithm: Any T participants ¢p, ,p,....p,+ Can get T
points (d,,x, ).(d,.x, ).-(d,,x, ) by combining their share, then using Lagrange

interpolation method can recover the shared secret S:
! 0-d

s;=10) =% x5, 11 ~

h=1h#r di, i

t
h

mod p(1< j<m) . Applying such operations to s @< j<m), we

can get{s,.s,,...s, }.
6) After the combination of {s s,,...s } to get K, {s,.s,....s } IS destroyed, K will be

carried out in the corresponding decryption, and K will be destroyed after completing the
decryption. The process is shown in Figure 2.

32 decimal number
for ¢ parts

Shamir
Threshold F=——=x 8 bits
(t, n)

Shamir
Threshold ——=3 8 bits
(t, n)

256-bit
cipher

Shamir
Threshold ———X 8 bits
(t, n)

Figure 2. Secret Collecting and Key Regenerating
4. Performance Analysis of the New Scheme

4.1. Correctness Analysis

The accuracy of the step from second to fifth is based on Shamir’s secret sharing scheme.
The analysis of Step 1 and Step 6 is shown as follows.

Here a simple decomposition and coupling scheme will be given to help analyze the whole
scheme’s accuracy. If we can ensure this simple example is reliable, the correctness of the
entire scheme can be guaranteed. The scheme is the following:

The decomposition: The key size used for an AES key may be 128, 192 or 256 bits.
Here we take the 256-bit AES as an example. A 256-bit key K will be created based on
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the stochastic dynamics key generation method. Then each 8 bits of K will be divided
into a group. In that case, we will get 32 groups{s,.s,,...s,,} , Where each group is

recorded as. At last, K will be destroyed.
The composition: Corresponding to Step 1, groups {s,.s,,....s,,} Will be obtained in the

fifth step. At this point, all these groups combine together, and the original key K will be
regenerated. The decryption can be done after that. In the end, all the groups will also be
destroyed.

Obviously, in the above example, the encryption and the decryption of files can be
implemented. So this simple scheme is proved to be reliable. As other kinds of
decomposition and coupling schemes, the bits of s, and the number of the groups can

be different. If we can combine these groups in some way, and regain the original key K
according to our combination method, in other words, the decomposition and the
composition are corresponding somehow, the whole scheme is still valid.

4.2. Security Analysis

The security of the step from second to fifth depends on Shamir’s secret sharing scheme.
Here we will analyze the first and the sixth steps’ security.

In order to make it clear and easy to analyze the security of decomposition and
composition, a simple example is presented below. If we can verify the safety in such
condition, it is certain that the whole scheme is safe. The scheme comes as follows:

The decomposition: The key size used for an AES key may be 128, 192 or 256 bits. Here
we take the 256-bit AES as an example. A 256-bit key K will be created based on the
stochastic dynamics key generation method. Then each 8 bits of K will be divided into a

group. In that case, we will get 32 {s,.s,.....s,,} groups, each group is recorded ass, . At last, K

will be destroyed.

The composition: Corresponding to Step 1, groups{s,.s,,....s,,+ Will be obtained in the fifth
step. At this point, all these groups combine together, and the original key K will be
regenerated. The decryption can be done after that. In the end, all the groups will also be
destroyed.

When decomposing, the key K is destroyed after it is divided into groups{s,.s,.....s,,} . All

these groups are shared immediately according to the Shamir’s scheme afterwards. During the
process, groups{s,,s,,....s,,} and the key K can’t be revealed and stolen because both Step 1

and 2 are carried out internally. In this way the safety of the first step can be guaranteed.
As for composition, all the groups {s,.s,.....s,,} are combined into the key K, after that

these groups are destroyed. Destruction of K will be in progress after the decryption is
finished. Just like the decomposition part, Step 5 and Step 6 are executed internally, and there
will be no related data revealed. So the safety of Step 6 is ensured.

Parenthetically, only Step 4 and Step 5 have data exchange with external environment,
whose safeties are guaranteed by the Shamir’s scheme. Beside this, all the other data used in
the rest of the steps is only transported inside the system, and can’t be revealed and stolen,
which in turn ensure security of the scheme.

4.3 Performance Test

The test was made on a smart phone powered by Google’s Android 4.4.2 operating system,
with 2GB of RAM. Just as Table 1 shows, when encrypting some small files, the time was
controlled in 10 seconds. It is still acceptable that the encryption time of larger files may be
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over 30 seconds. On the other hand, the key K is used in AES algorithm and the Shamir’s
scheme, so the secret sharing can be carried out while encrypting. In that case, when the
encryption is over, the secret sharing part ends at the same time, and no waiting time will be
generated. In summary, the whole process is user-friendly and satisfying.

Table 1. Test Data of the Encryption Speed

File Type Audio File |  Office File ComlfiT:SSEd
* *
(*.Mp3) (*.docx) (* zip)
File Size
(Unit : M) 4.38 10 3.78 46.4 6.85 34.4
Encryption
Time 3 8 3 44 7 31
(Unit : s)

5. Conclusion

The secret sharing scheme based on AES not only has important practical value, but also
has a certain theoretical significance. Here we come up with a kind of such scheme.

Our scheme is composed of two stages: The first one is AES algorithm. The stochastic
dynamic key generation method creates keys used in the algorithm, and AES algorithm
carries on the encryption and the decryption to the document. The next stage is the Shamir’s
secret sharing scheme and the multi-secret sharing technology. When encrypting, it splits keys
in several parts for distribution, and each participant will get certain part of secret. When
decrypting, some of these participants (we can suppose the number of the people is t) come
together. By calculating and combining t parts in some way, the original key can still be
obtained through Shamir’s scheme. Nonetheless, the key can not be got if the number of the
people is less than t.

In a nutshell, our scheme provides a method of file encryption and key management to
ensure the safety of the file. However, the key splitting method we use is simple, and more
complex methods remains to be further studied.
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