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Abstract 
Quantum computation is a new computational model based on quantum mechanical 

principle. Shor invented the polynomial time algorithms for the prime factorization and 
discrete logarithm problem, which indicated that the cryptosystems based on them are totally 
unsafe in the quantum world. Grover constructed an algorithm that finds a solution in only 
O( 2n )steps whereas the exhaustive search algorithm needs O(2n) steps on average. In this 
paper we investigate the cryptanalysis of a new cryptography problem----multivariate 
permutation problem (MPP), which could be used to design public-key cryptosystem, with the 
help of the two quantum algorithms. Specially, we discuss the strength of a private key of the 
REESSE1+ public-key cryptosystem, whose security is based on the hardness of MPP. 
Besides, some suggestions are also given about the implementation of the REESSE1+. 
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1. Introduction 

Quantum computation [1] is a new computing model based on quantum physics principle. 
In early 1980s, R. Feynman [2] observed that exponential slowdown occurs when quantum 
physical phenomenon is simulated by a classical computer; he speculated that perhaps 
computation in general could be done more efficiently if it made use of these quantum 
physical phenomena. In 1985, Deutsch [3] gave the first quantum mechanical algorithm---- 
Deutcsch algorithm to solve the Deutcsch problem; however, this algorithm has no practical 
applications. Inspired by Simon’s result [4], in 1994 Shor [5] proposed a polynomial time 
quantum mechanical algorithm for solving the factorization problem and discrete logarithm 
problem (DLP) which were and still are widely believed to have no polynomial solution on a 
classical computer. This result can be used to break the widely used RSA cryptosystem [6] 
and Diffie-Hellman key exchange protocol [7]. However, despite enormous effort, there have 
been only a few other problems for which quantum algorithms provide an exponential 
speedup. After the pioneering work of Shor, in 1996, Grover [8] designed another quantum 
mechanical algorithm for searching a marked element in an unsorted database, providing a 
square root speedup for exhaustive search over classical algorithms. 

Nowadays, with the development of wireless technology, mobile internet [9], which is a 
combination of mobile communication and the internet, has become a hot issue. Based on the 
mobile internet, various activities are engaged by people conveniently and frequently, such as 
the mobile tractions, mobile payment [10], mobile authentication [11], and so on. As is 
known to all, the security of these activities is guaranteed by public-key cryptography [12], 
which consists of problems and tools including encryption, key distribution, digital signatures 



International Journal of Security and Its Applications 

Vol.8, No.6 (2014) 

 

 

262   Copyright ⓒ 2014 SERSC 

and authentication. A great deal of public-key cryptosystems are believed to be secure against 
the classical computer, such as RSA [5] and ECC [13], however, when a quantum computer 
is considered, these public-key systems are thoroughly unsafe because of the invention of 
Shor’s algorithm. In order to confront the challenge of the quantum computer in the future, 
we must find as more quantum-resistant public-key cryptosystems as possible to ensure the 
information security in the quantum computer world. 

In this paper, the security of a new cryptographic problem named multivariate permutation 
problem [14], of which the hardness is the basis of the public-key cryptosystem REESSE1+ 
[15], is analyzed under a quantum computer’s attack. Specially, we discuss the security of a 
private key of the REESSE1+ public-key cryptosystem using Shor’s excellent algorithm for 
factorization and discrete logarithm and Grover’s quadratic speed-up searching algorithm. 
Besides, some suggestions are also given about the implementation of the REESSE1+. 

Throughout the paper, unless otherwise specified, n ≥ 80 is the item-length of a sequence, 
the sign % represents ‘modulo’, M means ‘M-1’ with M prime, ||x|| does the order of an 
element x % M or the size of a set x, and gcd(a, b) denotes the greatest common divisor of 
two integers, DLP stands for the discrete logarithm problem. 
 
2. The MPP and the REESSE1+ 

In this section, we first give the definition of a coprime sequence and a lever function, then 
specify the multivariate permutation problem and introduce the REESSE1+ public-key 
cryptosystem. 
 
2.1. Some Definitions 

Definition 1: A coprime sequence is n pairwise distinct positive integers A1, …, An, which 
satisfy ∀Ai, Aj(i ≠ j), either gcd(Ai, Aj) =1 or gcd(Ai, Aj) = F ≠ 1 with (Ai / F) ł Ak and (Aj / F) 
ł Ak ∀k ≠ i, j∈[1, n], denoted {A1, …, An}, and shortly {Ai}. 

According to the definition 1, we know that the elements of a coprime sequence need not 
be pairwise coprime, whereas a pairwise coprime sequence must be a coprime sequence. It is 
easy to understand that the first n primes in the set N

⊂

 constitute a smallest coprime sequence. 

Property 1: Let{A1, …, An}be a coprime sequence, randomly select m elements from the 
sequence and construct a subsequence {Ax1, …, Axm}, then the subset product G =∏m 

i=1Axi = 
Ax1…Axm is uniquely determined, namely the mapping from {Ax1, …, Axm} to G is a bijection. 

To see a proof of property 1, refers to section 2 of [14], we will not discuss it here. 

Definition 2: A lever function is the secret ℓ(i) in the key transform of a public-key 
cryptosystem, it has the following features: 

ℓ(i) is an injection from the domain{1,…, n} to the range Ω {1, …, M }; 

The mapping between i and ℓ(i) is established randomly without any analytical 
expression; 

When extracting a corresponding private key from a public key, an attacker has to face 
all the permutations of elements in Ω; 

When recovering a corresponding plaintext from a ciphertext, the owner of a private key 
only needs to consider the accumulative sum of elements in Ω. 

In the light of definition 2, we know that a lever function is a random function, and if n is 
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large enough, an attacker is impossible to obtain a private key while the owner of a private 
key is easy to recover a message. 
 
2.2. The MPP and REESSE1+ 

Let Λ= {2, 3, …, 1201} denotes a coprime sequence, and Ω = {+/-5, +/-7, …, +/-2n+3}, 
using the above definitions, the multivariate permutation problem can be stated as below: 

Definition 3: Assume {C1, …, Cn}be a non-coprime sequence, M be a prime. Finding out 
the original{A1, …, An} with Ai∈Λ, {ℓ(1), …, ℓ(n)} with ℓ(i)∈Ω, W, δ from Ci ≡ (AiWℓ(i))δ (% 
M) for i =1, …, n is called the multivariate permutation problem, shortly MPP. 

It is known from Ci ≡ (AiWℓ(i))δ (% M) for i =1, …, n that the MPP contains 2n+2 unknown 
variables, and each equation includes four almost independent variables. If any one of Ai , W 
and ℓ(i) is determined, the relation between the others is still nonlinear, thus the relation 
among Ai , W and ℓ(i) is very complicated. Through combinations among multiple variables, 
the MPP brings some different hardness. It is proved that the MPP is computationally at least 
equivalent to the DLP in the same prime field [16]. 

As is known to all, a one-way trapdoor function is the basis component to design a 
public-key cryptosystem. Obviously, the MPP is a one-way trapdoor function. It is known 
from the definition of the MPP that Ai, ℓ(i), W and δ are its trapdoor information. In fact, the 
MPP is used to design a public-key cryptosystem named REESSE1+ [14]. The REESSE1+ is 
a prototypal cryptosystem which is used to expound some foundational concepts, ideas, and 
methods. In the REESSE1+ public key cryptosystem, the MPP is used in the key transform, 
that is to say, the transform from a private key to a public key. In the encryption algorithm of 
REESSE1+, Ci are chosen randomly according to the plaintext, and the variables Ai, ℓ(i), W 
and δ are taken as the trapdoor information in the decryption algorithm. And n is usually 
chosen as 80, 96, 112, or 128 with logM ≈ 696, 864, 1030, or 1216. 
 
3. Shor’s Algorithm and Grover’s Algorithm 

In this section, we introduce the two quantum algorithms which are used for the 
cryptanalysis of the MPP. One is Shor’s polynomial time algorithm for prime factorization 
and DLP, and the other is Grover’s quadratic speed-up quantum searching algorithm. 
 
3.1. Shor’ Algorithm 

A. The factorization algorithm 

It is well known that factoring problem can be reduced to the order-finding problem [17], 
the order-finding problem is to find the least integer r, such that xr =1 (mod N), given positive 
integers x and N, x < N, with no common factors. Suppose N is L bits length, choose m, a, 
such that N2 ≤ 2m ≤ 2N2，1< a < N-1. The order-finding quantum algorithm is stated as follows: 

1. Initialization: Prepare two quantum registers and initialize them in the state︱0m
，0L＞, 

apply Walsh-Hadamard transformation H to the first register, where H is defined as below: 

Hij = 2-n/2(-1)i· j, where i·j is the bitwise dot product operation. 

2. Using Oracle: Apply the unitary operator Ua, N to the first and the second registers, 
where Ua, N :︱j，k＞ →︱j，aj⊕ k (mod N)＞. 

3. Using QFT: Using quantum fourier transform to the first register. 
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4. Measurement: Measure the first register to get the state. Use the continued fractions 
algorithm to obtain the period r. 

With the above order-finding quantum algorithm, the factoring algorithm is described as 
below [17]: 

1. IF N is even, return the factor 2. 

2. Determine whether N = ab for integers a ≥ 1 and b ≥ 2, and if so return the factor a. 

3. Randomly choose x in the range 1 to N-1, If gcd(x, N)>1 then return the factor gcd(x, N). 

4. Finding the order r of x modulo N using above order-finding algorithm, if r is even and 
xr/2 ≠ -1(mod N), then compute gcd(xr/2 -1, N) and gcd(xr/2+1, N), and test if any one of the two 
is a non-trivial factor, if so, return the factor. Otherwise the algorithm fails. 

In the above quantum algorithm for factoring, Shor proved that the algorithm find a factor 
of N with a success rate 4φ(r)/π2r, using O(log3N) quantum gates [5], where φ is the Euler 
function and r is the order of a. Comparing with the most effective classical number field 
sieve algorithm with running time O(e(logN)1/3(log logN)2/3) [18], it is a polynomial time algorithm. 

B. The discrete logarithm algorithm 

Given a generator g of (Z* 
N, ·) and y ≡ gs(mod N), the discrete logarithm problem is to find s. 

Suppose there is a function f(x1, x2) = gx
1
-sx

2 with period (ls, l), let the order of g is r, find t 
satisfying N < 2t < 2N. The algorithm is described as below: 

1. Initialization: Prepare three quantum registers and initialize them in the state︱0t, 0t, 0m

＞. 

2. Using Oracle: Apply H transformation to the first two registers and the unitary operator 
Ux1, x2 to the third register, where Ux1, x2:︱j，k＞ →︱j，gx1y-x2 ⊕ k (mod N)＞. 

3. Using QFT: Using quantum fourier transform to the first register and the second 
register. 

4. Measurement: Measure the first and the second registers to get the state, then apply 
generalized continued fractions algorithm to obtain s. 

According to Shor’s analysis, the number of quantum gates used to design the algorithm is 
O(log3N), and the success rate is at least N/240p, where p = 2t. So with constant number of 
execution of the algorithm, we are assured of a high probability of success. 

In the rest of this paper, we denote the quantum algorithm for factorizing an integer N as 
SHOR (N) and the algorithm to solve DLP y ≡ gs(mod N) as SHOR(y, g, s). 
 
3.2. Grover’s Algorithm 

In 1996, Grover gave a quantum algorithm for searching the needed element in an unsorted 
database; we first describe the problem and then introduce the algorithm. 

A. The Definition of the problem 

Assume that there exist N=2n elements in the database, each element is labeled by 0,1, …. , 
N-1 orderly. We may represent the index of these elements by n bit binary strings. Let F be a 
Boolean function of the set of these N elements. Suppose there be a unique element SV that 
satisfies the condition F(SV) =1, which is labeled by α, whereas for all the other elements S, 
F(S) =0. The searching problem is to identify the element SV. We suppose that F is effectively 
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computable and the functional call to F is considered as an oracle call. Clearly the exhaustive 
search algorithm needs O(N) oracle queries on average in order to find the element SV on a 
classical computer. 

B. The algorithm 

1. Initialization: Prepare two quantum registers, the first register has n qubits and the other 
has one qubit. Applying the transformation H to each bit of the initial state which is presented 
to︱0＞, the following superposition is obtained in the first register 

1/ N
1

0

N

j

j
−

=
∑  

2. Iteration: Repeat the following unitary operation O( N ) times. 

(a) For the state α in the superposition, rotate the phase by π radians, leave the other states 
unaltered. A method to realize this operation is given in paper [19]. 

(b) Apply the diffusion transform D which is defined by the matrix Dij as below: 

Dij＝2/N, if i≠j; Dij＝-1+2/N. 

Note that the transform D can be constructed by D = HRH, where R is the rotation matrix 
that define as follows: 

Rij＝0 if i≠j;  Rii＝1 if i＝0;  Rii = -1 if i≠0. 

3. Measurement: Measure the resulting state, the state α is observed with a high 
probability. 

In paper [20], it is proved that after m iterations of 2(a), (b), the system is in the 
superposition sin(2m+1)θ︱α＞ + cos(2m+1)θ︱β＞, where the angle θ satisfies sinθ= 
1/ N and︱β＞is the states other than︱α＞. After the above process, the probability that we 
observe the state︱α＞ is |sin(2m+1)θ|2, in order to observe the desired state︱α＞, the 
proper number of iterations of the process 2 can be estimated. When θ is small enough, due to 
sinθ ≈ θ, thus it is easy to understand that O( N ) iterations are needed to observe the desired 
state︱α＞ with a probability at least 1/2. 

In fact, we need iterate the process 2(a), (b) O( /N t ) times to find one of t desired states 
out of N states with a probability of at least 1/2(see [20]). 
 
4. Attack by a Single Ci 

Since in the MPP the transform Ci ≡ (AiWℓ(i))δ (% M) for i =1, …, n contains 2n+2 unknown 
variables, and each equation contains four almost independent variables, there seems not have 
a periodic structure, thus we can not analyze it directly using Shor’s algorithm. We consider 
the attack of divining the variables with the known variables {Ci}, namely the heuristic attack 
using a quantum computer. In the REESSE1+ public-key cryptosystem, n is selected as 80, 96, 
112, or 128, and Ai∈Λ, ℓ(i) ∈Ω, due to the sets Λ = {2,3, …, 1201} and Ω = {+/-5, +/-7, …, 
+/-2n+3} contain polynomial number of elements, we can divine Ai in the set Λ and ℓ(i) in the 
set Λ. However, since W and δ are chosen in the interval (0, M-1) [14], it is not realistic to 
divine the value of W and δ. 

In the next, we give a quantum searching algorithm to find the target variables {Ai}, {ℓ(i)}, 
W and δ from {Ci}, then analyze the time complexity and success rate of the algorithm. 
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4.1. The Attack Algorithm 

For a given Ai and ℓ(i), with Ai∈Λ and ℓ(i) ∈Ω, chosen a Ci. Suppose there is a quantum 
gate circuit which computes (AiWℓ(i))δ(% M), the algorithm is stated below: 

1. Choose an element in the set Λ and Ω respectively, prepare two quantum registers that 
preset to︱0m, 0m

＞, where m = log M. Design an Oracle U which marks the expected state, 
that is to say, the Oracle U is define as below: 

U(Ai, ℓ(i)) =1 if AiWℓ(i) ≡ Ci (% M); U(Ai, ℓ(i)) = 0 if AiWℓ(i) ≠ Ci (% M) 

2. Initialize the two registers by making a superposition of all possible W and δ with the 
same amplitude, namely both W and δ are in the superposition 

W, δ = 1/ M
1

0

M

j

j
−

=
∑  

3. Repeat the procedure 2(a) and (b) in Section 3.2, note that there may be more than one 
marked state, the exact number of repetition should be discussed. 

4. Measuring the system to observe a state︱W , δ＞. 

 
4.2. The Running Time and Success Rate 

Now we analyze the running time and the success rate of the above algorithm. Suppose we 
choose some Ai and ℓ(i), and a state |W', δ'＞ is observed. For a concrete Ai and ℓ(i), the value 
W and δ vary between 0 and M-1, that is, the possible number of value of (AiWℓ(i))δ is M2. 
However, there is only M possible values for the operation % M, so the number of (W , δ) 
which satisfy AiWℓ(i) ≡ Ci (% M) is almost M. Besides, since the searching space is M2, so we 
need to iterate O( 2 /M M ) = O( M ) times. 

In step 4, for a measured state |W', δ'＞, owing to there may be M marked states, the 
probability that it is the right result is only 1/M. To verity it, we need to try all the Ai and ℓ(i), 
and test whether all the (AiW'ℓ(i))δ' are in the set {Ci}, if so, the observed state |W', δ'＞ is 
considered right. The probability of success is only 1/ M ||Λ||||Ω||, for a large enough M, it is 
nearly zero.  

In conclusion, the exhaustive attack to the MPP is impossible by a quantum computer. 
 
5. Attack by Eliminating W Through ℓ(xi)+ ℓ(xj) = ℓ(yb)+ ℓ(yd) 

Consider the lever function ℓ(i) in the set Ω, where Ω = {5,7, …, 2n+3}, ∀xi, xj, yb, yd ∈[1, 
n], there may have ℓ(xi)+ ℓ(xj)= ℓ(yb) + ℓ(yd), so the adversaries may eliminating W through 
ℓ(xi)+ ℓ(xj) = ℓ(yb) + ℓ(yd). 

Let Gz ≡ CxiCxj (CybCyd)-1(% M), namely 

Gz ≡ (AxiAxj (AybAyd)-1)δ (% M). 

For Ai∈Λ, the adversaries may divine the values of Axi, Axj, Ayb and Ayd, and using the 
quantum discrete logarithm algorithm SHOR(y, g, s) to compute u, vxi, vxj, vyb, vyd such that 
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Gz ≡ u, Axi ≡ gvxi, Axj ≡gvxj, Ayb≡gvyb, Ayd ≡gvyd (% M), 

where g is a generator of (Z* 
M ,·), then there is 

u ≡ (vxi,+ vxj- vyb - vyd)δ (% M ). 

For the above congruence, if gcd(vxi,+ vxj- vyb - vyd, M ) | u, it has solutions in δ. There are 
gcd(vxi,+ vxj- vyb - vyd, M ) solutions for the congruence. Use the SHOR( M ) algorithm to 
factorize M , the congruence u ≡ (vxi,+ vxj- vyb - vyd)δ (% M ) is equivalent to a congruence set 
according to the Chinese remainder theorem [21]. Through finding the solution of every 
congruence, the solutions δ can be obtained. 

In the next step, since δ is already known, the attackers may seeking W through diving Ai 
and ℓ(i), i ∈[1, n]. We denote the possible value set of W is Vi for every i, if there exists W1 
∈V1 , W2 ∈V2 , ..., Wn ∈Vn that satisfy W1 = W2 =, ..., = Wn, the divination of δ, {Ai}, and 
{ℓ(i)} is thought right. We now give a quantum black box algorithm to find W. 

The problem can be described as: Given the sets V1 , V2 , ..., Vn, find W1 ∈V1 , W2 ∈V2 , ... , 
Wn ∈Vn satisfying W1 = W2 =, ..., = Wn. Clearly, the classical exhaustive search needs O(||V||) 
query. We give a quantum searching algorithm for this problem. Suppose there is a quantum 
black box oracle F defined as below: 

 F(x) = 1, if W1 = W2 =, ..., = Wn 

F(x) = 0, or else. 
Apply the iteration of Grover’s algorithm in Section 3.2, we can find the solution W in 

O(||V||1/2) iteration. 
In summary, we analyze the running time of this attack. The entire quantum algorithm 

used in the above attack can be realized in polynomial time. Since the value of xi, xj, yb and yd 
are chosen randomly, the number of potential values of δ is about n5||Λ||4. Therefore the set Vi 
may have n5||Λ||4n||Ω||||Λ|| values. To eliminate W through ℓ(xi)+ ℓ(xj) = ℓ(yb)+ ℓ(yd), the 
running time of quantum algorithm and the classical algorithm are showed in Table 1 when n 
=80, 96, 112, or 128. 

Table 1. The Running Time on a Classical and a Quantum Computer 

The value of n lgM The running time on a 
classical computer 

The running time on a 
quantum computer 

80 696 2110 255 

96 864 2115 258 

112 1030 2125 263 

128 1216 2129 265 

 
From the Table above, we can see that, to solve the MPP, the efficiency of a quantum 

computer is a quadratic speedup over that of a classical computer. 
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Obviously, the attack through eliminating W through ℓ(xa) + ℓ(xb) + ℓ(xc) = ℓ(yd) (∀xa, xb, 
xc, yd∈[1, n]) is similar as that of eliminating W through ℓ(xi)+ ℓ(xj)= ℓ(yb)+ ℓ(yd) (∀xi, xj, yb, 
yd∈[1, n]), so the time complexity of the two attacks is in the same degree. 
 
6. Eliminating W through ||W||-th Power 

Use the algorithm Shor(M-1), M-1 can be factorized in polynomial time. In the REESSE1+ 
public key cryptosystem, due to Πk 

i=1pi
ei|M-1 and Πk 

i=1ei ≥ 210, where k meets pk ≈ 2n. The order 
||W|| of W can be divined in the running time of about 210. 

Raising either side of Ci ≡ (AiWℓ(i))δ (% M) to the ||W||-th power yields 

Ci
||W||≡ (Ai)δ

||W|| (% M) 

Let Ci ≡ gui(% M), and Ai ≡ gvi(% M), where g is a generator of (Z* 
M,·), then  

ui||W|| ≡ vi||W||δ (% M ) 

for i = 1, …, n. Notice that ui ≠ viδ (% M ). 
The above congruence is similar to the MH transform [22], so the Shamir attack by the 

accumulation point of minima [23] may be possible. However, we consider the attack by the 
quantum algorithms in this paper. 

The adversary may divine value of Ai in running time of ||Λ||, where i ∈[1, n], and 
compute δ by ui||W|| ≡ vi||W||δ (% M ). The adversary can use the same method in section 5 to 
compute δ in polynomial time. Because of ||W|| | M , the equation will have ||W|| solutions. 
We denote the possible value set of δ is Ui for every i, if there exists δ1 ∈U1 , δ2 ∈U2 , ..., δn 
∈Un that satisfy δ1 = δ2 =, ..., = δn, the δ is thought right. Using the quantum black box 
algorithm in section 5, δ could be found in O(||W||1/2) iteration. Therefore, the running time of 
finding the original δ is at least  

T = n||Λ||(log2M)+210||Λ||||W||1/2 

                                           = n||Λ||(log2M)+210||Λ||2n/2-10 

≈ 2n/2 

which is the square root contrasting to the classical attack method in the running time of at 
least 2n.  

All in all, the time complexity of the attack through eliminating W through the ||W||-th 
power is O(2n/2). 
 
7. Attack when W or δ is Revealed 
 
7.1. When W is Revealed 

When the variable W is revealed to the attacker, he can compute the variable δ through 
divining the value of Ai and ℓ(i). For a concrete Ai and ℓ(i), denote V ≡ AiWℓ(i)(% M), suppose 
g is a generator of (Z* 

M,), through the Shor(V, g, u) algorithm, he can obtain u which satisfies V 
= gu(% M), so the MPP Ci ≡ (AiWℓ(i))δ (% M) can be written as 

Ci ≡ guδ (% M) 
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In the following, the Shor(Ci, g, v) algorithm can be used again by the attacker to obtain v 
which satisfies Ci = gv(% M), then 

v ≡ uδ(% M ) 

If gcd(u, M ) | v, the above congruence has solution in δ, use the same quantum algorithm 
in Section 5, the attacker can obtain the n solutions. In the following, the attacker may check 
the possible value sets of δ. If there is a identical δ that appears in most sets, it is the right δ. 
since there are n||Λ|| congruences, using the black box algorithm in Section 5, he may obtain 
original δ in O(n1/2). 

In conclusion, the time complexity of the attack is polynomial when W is revealed. 
 
7.2. When δ is Revealed 

When the variable δ is revealed and other variables are unknown to the attacker, he can 
compute the variable W through divining the value of Ai and ℓ(i). In this case, let AiWℓ(i) = 
Xi(% M), the expression Ci ≡ (AiWℓ(i))δ (% M) can be denoted as 

Ci ≡ (Xi)δ(% M) 

In the next step, the attacker needs to obtain the δ-th root of each Ci. For each Ci, compute 
the discrete logarithm using Shor(Ci, g, vi), that is Ci ≡ gvi(% M), let Xi ≡ gui(% M), such that 

gvi ≡ (gui)δ(% M) 

where g is a generator of (Z* 
M,·), then 

vi ≡ uiδ (% M ) 

Using the same method in the above section, ui can be computed in polynomial time. Then 
the attacker obtains W through Xi ≡ gui(% M) and AiWℓ(i) = Xi(% M). So W can also be obtained 
in quantum polynomial time when δ is revealed. 
 
8. Impact on the REESSE1+ 

According to the analysis of the above attack, we conclude that for a cryptosystem based 
on the hardness of the MPP, when it is implemented, in order to resist the attack against a 
quantum computer the following points should be noted: 

1. The security parameter should be larger enough to ensure the safety of the cryptosystem. 
Specifically, the parameter n in the MPP should be at least 160, namely the length of the 
coprime sequence {A1, …, An} and the lever function{ℓ(1), …, ℓ(n)} should be at least 160. 

2. If none of the variables in the MPP is revealed, the attack to the MPP using a quantum 
computer is not a polynomial time algorithm. The time complexity of all the attacks is still 
exponential. However, compared to classical attacks, they are quadratic speed-up attack 
algorithms compared to their classical counterpart. 

3. Because the MPP is a multivariable problem, multiple variables problem make more 
hardness than single variable problem, through the analysis of the MPP against the quantum 
algorithms, we conclude that multivariate problem is a very competitive candidate to design 
public-key cryptosystem which can resist quantum computer attack in the future.  
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