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Abstract 

Today’s advanced machineries have immensely contributed to an open, worldwide market 

for fake products which include not only electronic goods and other everyday commodities, 

but adulteration has pawed into highly sensitive industries which manufacture medicines, 

baby-food, beverages; and adulteration in medicines and beverages often turns out to be 

fatal. The prime force behind the growth of these fraud markets is some highly equipped 

packaging and printing machinery, which make it too difficult to distinguish between a 

genuine and an adulterated product by looking at its package. While incidents of currency 

forgery is very common nowadays, especially in the developing countries, the frequency of 

tracing adulteration in a bottle of beverage or an ampule of a life-saving drug has got a 

rapid, concerning   momentum. The thesis aims towards detection of a fake product by one’s 

smart phone under a collaborative framework of mobile computing, cryptology and product 

specific QR codes to be used as the label on the products’ package.   

 

Keywords: Fake product detection, Mobile assisted Verification, QR codes; Android, 

Zxing 

 

1. Introduction 

Advanced packaging and labelling machineries have been the prime and collaborative 

factors behind the concerning growth of the market of fake products. Often an adulterated 

medicine or a bottle of beverage or a branded baby-food packaged with the help of an 

efficient and clever technology, cannot be distinguished to be not original by simply looking 

at the packing or the sealed container. The consequence of using a fake medicine or 

consumption of adulterated food or beverage can often have dire consequence. Considering it 

to be granted that forgery in packaging and adulteration cannot be feasibly stopped overnight, 

the aim of this thesis is to present a fast, plausible and cost-effective model that enables a 

customer to verify whether a product (e.g., medicine, food, beverage or any other electronic 

and non-electronic product) is original before she makes the purchase. A product packaged 

with a spoofed manufacturer’s identity can thus be detected. The backbone of the model 

envisaged in this thesis is a collaborative framework of mobile computing, cryptology and 

QR codes. 
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2. Proposed model 

Our model, at the user’s end, is a smartphone application (e.g., an iOS or an Android 

application) to verify whether a product is genuine or not. The original manufacturer is 

required to distribute the mobile application over some secure, trusted application store (e.g., 

Apple store, Google Play etc.,) for free. The manufacture will use a QR code to label the 

products while packaging. There will be certain information about the product which will be 

so encoded that it can be read and decoded by the manufacture’s application only. In order to 

ensure best reliability and least vulnerability of this model, the thesis adds the concept of 

Asymmetric Cryptography. Before generating the QR–labels for a product, the information 

that they would contain, must be encrypted by the private key of the manufacturer. The 

smartphone application comes with the manufacture’s public key. A successful decoding of 

the QR code using the smartphone application, therefore, ensures that packaging was done by 

the claimant manufacturer. To add more invincibility to this solution, the model suggests 

certain Algorithms that makes it more reliable without compromising much of the 

application’s responsiveness.  

The model prototyped and implemented by the authors can be placed in form of an Add-on 

firmware with the packing machinery. To broaden its scope, the thesis suggests both offline 

and online methods of the model. The next two sections describe these approaches. 

 

2.1. Offline Verification Approach  

In the offline verification approach, the manufacturer distributes a smartphone application 

which comes with the following knowledgebase 

The public key of the manufacturer (K+M ) 

The asymmetric encryption technique using the public key of the manufacturer, viz. E+M( 

dataBytes []) 

A mathematical function f(TS) that works upon the parameter, TS that represents a 

timestamp 

A digest function θ(S) that works upon the parameter S, any String  

A sequence of characters, i.e., a String (DLE) 

An operation, ∑DLE (A, B, C,…) that concatenates a number of Strings delimited with the 

given String (DLE) 

The same knowledgebase is had with the software running on the manufacturer’s 

packaging machinery. Details about these knowledgebase are described in [Table-1]. 

2.1.1. Generation of Product Specific QR-code for Labeling: At the end of the packaging 

machinery, the product information (S) and the current timestamp (TS) will be used to create 

the QR codes to be labelled with the products and the following steps will be carried out: 

A pseudo-random number (R) will be generated 

A value (PSK) will be calculated by taking the XOR of the random number to the value of 

the time-function, i.e., f(TS)  

PSK: = R⊕f(TS) 

This value is referred to as the Product-Specific Key, because the probability of getting a 

duplicate value of P is very little. 

The Theta-digest of the product information(S) is calculated.  D: =θ(S) 

The value of the Theta-digest is XOR-ed with the value the Product Specific Key.                    

D1: = D ⊕ PSK 

 The value of D1 is encrypted with manufacturer’s private key to produce a valueD2; 

expressed as, D2:= E –M (D1) 
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Using DELIM as the delimiter, values of TS, R, D2 and S are concatenated using the 

concatenation operator to yield some text, Y 

Y: = ∑ (TS, R, D2, S) 

DELIM 

A QR code is formed with the text, Y 

The QR code is labeled on the product or the package. 

The steps above are carried out to generate product specific QR codes (labels), and are 

described in Algorithm 1 presented in [Table-2]. The same is presented as a flowchart as 

illustrated in [Figure-2].  

2.1.2. Detection of a Spoofed Manufacturer: While making a purchase, the customer of the 

product uses her smartphone application that had been distributed by the original 

manufacturing brand. The application scans the QR code labelled on the packaging. A 

spoofed manufacturer identity will be always detected by the application and it will warn the 

customer about it. The functionality of the smartphone application is analyzed below: 

a) The scanning of the QR code yields a text (Y) 

b) This text is tokenized with the given delimiter (DLE), which should yield the 

timestamp (Ts), a number (R), a number D2 and a String (S). 

Ts 

ɄDLE(Y)                      R 

                                  D2 

                                  S 

 

c) The value of the time-function is calculated.  

g:=f(Ts) 

d) The Product Specific Key (P) is obtained by XOR-ing the value of R with the 

value of the time-function calculated above. 

P: = g⊕R 

e) A value D1 is obtained by taking XOR of the number D2with the value of the 

Product Specific Key (P) 

          D1: = D2⊕P 

f) D1is decrypted with the public key of the manufacturer  

D: = E+M (D1) 

g)  The theta-digest is calculated for the product information (S) 

W: = θ (D) 

h)  If D==W, the identity of the claimant manufacturer is verified. Otherwise, a 

spoofing of the manufacturer’s identity is sanguine.    

The steps described above conform to Algorithm 2 presented in [Table-3].  
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2.2. Online Verification Approach 

There is one major drawback to the previous approach. It fails if a fraud manufacturer 

copies some (or even, one) of the QR codes generated by the original manufacturer, in the 

labels of the fake products, the offline approach treats it as a genuine product. We must 

emphasize that this model never tests genuineness of a product (e.g., a beverage or medicine); 

rather it aims to make an easy detection of a spoofed manufacturer identity from the label on 

the packet or bottle it comes in. The online approach described in this section addresses this 

loophole in the offline method discussed in [2.1]. 

 

2.2.1. Generation of Product Specific QR-code for Labeling: The steps of generating a 

product specific QR code in the online approach is almost same as in the offline approach 

except that the QR code contains a unique identifier for the product while the pair, pseudo 

random number and the product id are stored in the manufacturer’s database. A web service 

can issue a database query to fetch the random number given a product id to verify if that is 

valid.The details of the steps of generating a product specific QR code is discussed in 

Algorithm 3, presented in [Table-4]. 

 

2.2.2. Online Verification of the Manufacturer Identity: Before purchasing a product, the 

customer uses her smart phone application to decode the QR image involving the following 

steps: 

a) The scanning of the QR code yields a text (Y) 

b) This text is tokenized with the given delimiter (DLE), which should yield the unique 

product identifier (P_ID), the timestamp (Ts), a number D2 and a String (S). 

Ts 

ɄDLE(Y)                      P_ID 

                                  D2 

                                  S 

 

c) The application uses the product identifier (P_ID) to invoke a secure web service, 

provided by the original manufacturing brand. The web service queries the product 

database to fetch the PRN for the given product identifier (P_ID). The functionality of 

the web service is described in Algorithm 5, presented in [Table-7]. If the product 

identifier is a valid one, the web service should return the Product Specific Random 

Number (PSRN). If the web service returns a negative number indicative of invalid 

product identifier, the application warns the customer at once. Otherwise the steps below 

are carried out 

d) The value of the time-function is calculated. g:=f(Ts) 

e) The Product Specific Key (P) is obtained by XOR-ing the value of PSRN with the value 

of the time-function calculated above.P: = g⊕PSRN 

f) A value D1 is obtained by taking XOR of the number D2with the value of the Product 

Specific Key (P);    D1: = D2⊕P 
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g) D1is decrypted with the public key of the manufacturer ;D: = E+M (D1) 

h)  The theta-digest is calculated for the product information (S)W: = θ (S) 

i)  If D==W, the identity of the claimant manufacturer is verified. Otherwise, the customer 

is warned that the claimant manufacturing brand is not the original manufacturer.     

The steps described above conform to Algorithm 4 presented in [Table-5].  

This approach, however, is more reliable than the offline approach, though the customer 

must bear the data charges for accessing the web service over Internet. The web service 

also returns some information (E.g. a sequence of characters) which is unique for a 

product. The same information must be printed on the packet beside the QR code. Since 

the web service can be accessed by the smart phone application only (because it may be 

so developed to come with some digital signature which the web service entertains), the 

online verification process and the manual verification by the customer thereafter, 

guarantees that the product is unique. 

 

2.3. Analysis of Reliability of the Online Verification Approach 

We assume the following adverse situations that challenge the reliability of the proposed 

model: 

a) A fake manufacturer X spoofs the identity of a reputed manufacturer brand, Y and creates 

random labelling on the packets of its products. 

Solution: The smart phone application will detect that the product identifier is invalid 

b) The fake manufacturer X itself purchases a genuine product by Y and clones multiple QR 

labels of the same product and tries these fake products. 

Solution: This is a serious trouble, because the application logic will treat all the fake 

products labelled with one original QR code to be genuine. To address this issue, the 

original manufacturer (Y) must demand that a product is registered when it is sold. Y may 

levy certain business strategies like voiding the guarantee of a sold product if it is not 

registered within a span of few days (e.g., 3 days). The retailer might also be contracted 

to register a product as soon as it is sold out. To register a sold product means that the 

unique product identifier will cease to be valid in the database. As another customer 

wants to buy a fake product labelled with a cloned QR label, the web service tells the 

smart phone application that this product identifier is no more valid. Thus, multiple 

clones of a QR code cannot mislead the verification process. We proposed this model 

with the assumption that the algorithm of generating product specific QR codes is 

available only to the firmware inside packaging machineries of the original 

manufacturing brand and that it can be decoded by only the smart phone application 

distributed by it through a secure, trusted party (e.g., Google Play, Apple Store, Widows 

Store etc.,) we claim that this process can help customers detect a fake product with a 

forged packaging label very easily using their smartphones and can really turn out to be 

fruitful to prevent sale of adulterated medicines, health care and food products and save 

life of people. [Figure-3] shows some screen shots of an android implementation of the 

proposed model. 
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3. Tables 

Table-1: Notations and symbols used in the thesis 
1 E +Entity (D) 

 
E -Entity (D) 

An asymmetric cryptographic algorithm that encrypts Data (D) with 

the public key (suffixed with  +) and private (suffixed with -)of an 

Entity (E.g. Server) 

Parameters:          D:= Data 

Corollary:             W=E+Server (D) → D=E–Server (W) 
2 ∑  (A,B,C,…Z) 

DLE 
Concatenate a number of objects (Texts or numbers) using a delimiter 

(DLE) 

Parameters:      Any number of texts and/or numbers 

Implementation Algorithm: 

Input: 

N:= Number of Parameters  

DLE: =Delimiter 

Params[]: =Parameters 

Result:= EMPTY_STRING 

FOR  J=0 TO  (N-1) 

         Result: = Result+ ( DLE + Params[J] ) [X+Y means to 

concatenate Y to string X] 
NEXT J 

Output= Result 
3 QR(aText) Create a QR code with a String (aText) 

Parameters:aText: = The text which will be the QR-coded. 
4 QR-1 (qrImg) Decode a QR code to extract the texts off it 

Parameters: qrImg:= A QR code image or byte stream 

Corollary:               qrImg=QR(someText)   →someText= QR
-1

 

(qrImg) 
5 ɄDLE(S) Extract the delimited tokens from a string (S) given a delimiter (DLE). 

Parameters:           S:= a String    DLE:= delimiter 

Corollary:              Y=∑  (A,B,C)  →    Ʉ DLE (Y) := {A,B,C} 

DLE 
6 K +Entity 

K –Entity  

The public and private keys of an entity  

E.g. K +Server means the public key of the Server; whereas, K –Server 

refers to its private key 
7 f(TS)  This is a function of the timestamp (TS)  

 This is a function which is available with the manufacturer’s and 

with the smart phone application (distributed by the manufacturer 

to the customers)  

 This is referred to as the Time Function 
8 θ(S)  This is digest function that operates on a String. 

 θ (A) ≠ θ (B)     ɏ A≠B 

 This digest function is available to the mobile application as well 

as the manufacturer side packaging machinery.  
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Table-2: 
Algorithm 1: Formation of the QR code by the packaging machinery 

MANUFACTURER OR PACKAGER SIDE TECHNIQUE 
1 Input:   

a) TS := The current timestamp (Number) 

b) S := Product Information  (String) 
2 Create a pseudo random number 

Outcome of this step:R:= Rnd() 
3 Compute the value of the time function 

Outcome of this step:     g:= f(TS) 
4 Compute the product specific key (PSK) by XOR-ing the value of the time function 

with the pseudo random number generated in [Step-2] 

Outcome of this step: PSK:= g ⊕R 
5 Calculate the digest value of the product information (S) using a digest algorithm (θ) 

Outcome of this step: D: = θ (S) 
6 Take XOR of the value of this digest (D) with the Product specific key as the key.  

Outcome of this step:      D1 : = D ⊕PSK 
7 Encrypt value calculated above, i.e. D1 with the private key of the 

manufacturer/packaging plant (K-M) 

Outcome of this step:D2 := E –M (D1) 
8 Create a text (T) with the concatenated values of the timestamp (TS), the pseudo random 

number (R), D2, and the product information (S). These are delimited by a predefined 

delimiter (DELIM) 

Outcome of this step:T:= ∑ (TS , R, D2 , S) 

DLE  
9 Create a QR code Q with the text generated above. 

Outcome of this step:Q:= QR(T) 
10 Get the QR code printed and labelled on the product’s packet and/or product body. This 

is done by the packaging and labelling machinery. The Steps [1-9] are carried out by a 

software may be bundled with packing machinery as an add-on to the firmware or as a 

part of the Real Time Operating System running on the machinery. 

 
Table-3: 

Algorithm 2: Offline product verification method by a smart phone 

Input: 

A. The label on the product  

 

1 The consumer uses her smartphone application to scan the QR code labelled on the 

packet of the product (E.g. a bottle containing a brand of cough syrups). The 

smartphone application extracts the text (T) off the QR code. 

Outcome of this step:T:= QR
-1

(QR) 

2 The text (T) is de-tokenized  and yields its substrings i.e.TS , R, D2 and S 

Outcome of this step:     

Z[]:= ɄDLE (T) , where  TS :=Z[0], R:= Z[1], D2:=Z[2]  S:=Z[3]                                                                                                                                         

3 Decrypt the value D2 with the public key of the manufacturer (K+M); This key comes 

with the smart phone application. 
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Outcome of this step:  D1 := E+M (D2) 

4 Calculate the value of the time function with the timestamp TS 

Outcome of this step: g:= f(TS) 

5 Calculate the value of the product specific key (PSK). 

Outcome of this step:PSK:= g ⊕ R 

6 Obtain the value D by XOR-ing the value of D1 with the product specific key (PSK). 

Outcome of this step: D:= D1⊕ PSK 

7 Calculate the digest value of the product information (S) with the digest function θ. 

This common digest function, too, comes with the digest function. 

Outcome of this step: W:= θ(S) 

8 IF (D==W) THEN 

        The product verification is successful 

ELSE 

       The product verification failed     

 

END IF 

 

Table 4. 
Algorithm 3: Formation of product specific QR code at the  manufacturer’s 

end /packaging  plant 

Manufacturer Or Packager Side Technique 

1 Input:   

a) TS := The current timestamp (Number) 

b) P_id:= Unique Product ID (An identifier string or number) 

c) S := Product Information (String) 

2 Create a pseudo random number. 

Outcome of this step:R:= Rnd() 

3 Compute the value of the time function 

Outcome of this step:     g:= f(TS) 

4 Compute the product specific key (PSK) by XOR-ing the value of the time function 

with the pseudo random number generated in [Step-2] 

Outcome of this step: PSK:= g⊕R 

5 Calculate the digest value of the product information (S) using a digest algorithm (θ) 

Outcome of this step: D: = θ (S) 

6 Symmetrically encrypt the value of this digest (D) with the Product specific key as the 

key.  

Outcome of this step:      D1 : = D ⊕ PSK 

7 Encrypt value calculated above, i.e. D1 with the private key of the 

manufacturer/packaging plant (K-M) 

Outcome of this step:      D2 := E –M (D1) 

8 Create a text (T) with the concatenated values of the product identifier, the timestamp 

(TS), D2, and the product information (S). These are delimited by a predefined 

delimiter (DELIM) 

Outcome of this step:T:= ∑ (P_id, TS , D2 , S) 

DLE  
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9 Create a QR code Q with the text generated above. 

Outcome of this step:Q:= QR(T) 

10 A database containing a table-schema, as shown in [Table-6], is maintained with the 

manufacturer (or the packaging center). Upon successful completion of [Step-9], the 

tuple (P_id, R) is inserted to the table in the database, as illustrated in [Figure-1] 

11 Get the QR code printed and labelled on the product’s packet and/or product body. 

This is done by the packaging and labelling machinery. The Steps [1-10] are carried 

out by a software may be bundled with packing machinery as an add-on to the 

firmware or as a part of the Real Time Operating System running on the machinery. 

 
Table-5: 

Algorithm 4: Online product verification by smart phone 

Input:  The QR code (Q) printed on the product or its package. 
VERIFICATION TECHNIQUE BY USER’S SMART PHONE 

1 The consumer uses her smartphone application to scan the QR code labelled on the 

packet of the product (E.g. a bottle containing a brand of cough syrups). The 

smartphone application extracts the text (T) off the QR code. 

Outcome of this step:T:= QR
-1

(QR) 

2 The text (T) is de-tokenized and yields the different parameters i.e. Product identifier 

(p_id) ,timestamp (TS) , the crypto-digest (D2) and the product information (S)                                                                                                        

Outcome of this step:   

Z[]: = ɄDLE(T) , 

Where, 

p_id:= Z[0] 

TS:=Z[1], 

D2:= Z[2] 

S:=Z[3]: 

 

3 The application avails the manufacturer’s Web service over Internet (over HTTP or 

HTTPS) to query the PRN against the product id (p_id). The web service responds 

with the value (R) from the database shown in [Table-6].  

The functionality of the web service is illustrated in Algorithm 5[Table-7] 

Outcome of this step:  The number, R 

IF (R==0) THEN 

 The product does not conform to the manufacture’s database. 

 Treat the product to be  fake at once and stop execution at this step 

ELSE 

 GO TO Step-4 

END IF 

4 Decrypt the value D2 with the public key of the manufacturer (K+M); This key comes 

with the smart phone application. 

Outcome of this step:  D1 := E+M (D2) 

5 Calculate the value of the time function with the timestamp TS 

Outcome of this step: g:= f(TS) 

6 Calculate the value of the product specific key (PSK) by XOR-ing the value of the 

timefunction to the value of R 

Outcome of this step:PSK:= g ⊕ R 



International Journal of Security and Its Applications 

Vol.8, No.6 (2014) 

 

 

254   Copyright ⓒ 2014 SERSC 

7 By XOR-ing D1 with the product specific key (PSK), we obtain the value, D 

Outcome of this step: D:= D1⊕ PSK 

8 Calculate the digest value of the product information (S) with the digest function θ.  

Outcome of this step: W:= θ(S) 

9 IF (D==W) THEN 

        The product verification is successful 

ELSE 

       The product verification failed     

 

END IF 

 
Table-6:  Schema of the database maintained with the manufacturer. 

FIELD NAME Type CONSTRAINT DESCRIPTION OF THE FIELD 
Product_ID Text/Number Primary Key The unique identifier of a product 

PRN Number  The pseudo random generated while 

executing Algorithm 2[Table-3] 

 
Table-7: 

Algorithm 5:  Functionality of the Web Service supporting online verification 

Input:  An HTTP request  

1 Extract the request parameter that corresponds to the product-id. 

E.g.  String product_id=request.getParameter(“p-id”);   // A simplified Java Web 

implementation code-snippet 

 

Outcome of this step:  the product-id (P) that has to be verified  

2 Query the table, as shown in [Table-6], from the backend database to obtain the value 

of the column PRN matching the product-id obtained in [Step-1].  

This can be accomplished by the simple pseudo-SQL:            

SelectPRNfromPrn_Table where product_id=P    

 

IF (NO_RECORDS_FOUND_FOR_PROUDCT-ID ) THEN 

                       R:=0 

ELSE 

                        R:=  Result Of (SelectPRNfromPrn_Table where product_id=P) 

END  

 

Outcome of this step:   the number, R 

 

3 Create an HTTP response with the response body containing the value of R 
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4. Figures 
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