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Abstract

In recent 2012, Wen and Li.'s has presented a dynamic ID-based remote user
authentication with key agreement scheme. They claimed that their scheme can resisted
insider attack and provide anonymity for the users. However, Juan Qu and Li-min Zou.,
described that Wen and Li.'s scheme could not withstand insider attack, does not provide
anonymity for the users, and inefficiency for error password login. A different approach to
symmetric cryptology is taken in this study to resolve the fore was made Compared to Juan
Qu and Li-min Zou scheme, a different approach was made with symmetric cryptology in this
study to supplement the forementioned weak points.

We propose an enhanced authentication scheme, which covers all the identified weakness
of Wen and Li.'s scheme and an efficient user authentication scheme that preserve perfect
anonymity to both the outsider and remote server.
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1. Introduction

Smart card authentication schemes have been widely deployed to verify the legitimacy of
remote user's login request. Also, smart card is due to their low computation cost and
convenient for the authentication purpose [1-9]. However, most of these schemes are based
on static ID and have some flaws such as stolen, replay attack, insider attack, and
impersonation attack, tracing attack. To overcome this vulnerability, Das, et al., [10]
proposed a dynamic ID-based remote user authentication scheme. But 2009 years, Wang, et
al., [11] showed that Das, et al., scheme is completely insecure for its independence of using
passwords, does not provide mutual authentication, and cannot resist forge server attack.
Wang, et al., proposed a dynamic ID-based remote user authentication scheme that a secure
and efficient than the DAS scheme. In 2011, Khan, et al., [12] and in 2013, K. C Shin [13]
proposed an enhanced authentication scheme which covers all the identified weaknesses of
Wang et al.'s scheme and is more secure and efficient for practical application environment.
In 2012, Wen and Li's [14] proposed a dynamic ID-based authentication scheme with key
agreement using symmetric cryptology which prevented security flaws and weaknesses of
Wang, et al., scheme [11]. Wen and Li's claimed that their scheme resisted impersonation
attack and avoided the leakage of partial information. However, Kim, et al., pointed out that
Wen and Li’s scheme leaked partial information concerning the communication party’s secret
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parameters and any adversary was able to exploit the leaked information to deduce session
keys [15]. In 2013, Juan Qu and Li-min Zou, [16] described that Wen and Li's scheme could
not withstand insider attack and forward secrecy, does not provide anonymity for the users,
and inefficiency for error password login. To overcome the security flaws of Wen and Li’s
scheme, We propose an efficient user authentication scheme using secret key to generation of
cipher text that preserve perfect anonymity to both the outsider and remote server.

2. Review of Wen and Li’s Authentication Scheme

In this section, we briefly review Wen and Li’s scheme [14], which consists of four basic
parts namely, registration phase, login phase, authentication phase and key exchange phase,
bilateral authentication and key confirmation phase. The following notations are used through
this paper.

Table 1. Notation and Description

Ui The ith user

IDi The ith user's identity

pwi The ith user's password

CIDi The dynamic identity generated by the ith user
T Timestamp

X The server's secret number

SK The session key

KC The key confirmation message

Er[1/Dr[]  Encode[]/Decode[] by symmetric key R

A. Registration Phase

(1) When a user Ui wants to register in the remote server, he/she sends his/her chosen IDi,
pwi, to the remote server S via a secret channel.

(2) S computes ni= h(IDilpwi), where ni is the user’s ID number and h(-) is a one way hash
function. The unique number ni is kept by S to check the validity of the smart card, but the
server does not need to keep the ID or password tables. Then S computes mi=ni@x,
Ni=h(IDi)@h(pwi)@h(x)@h(mi), where x is the server’s secret number kept by itself in
private.

(3) S personalizes the smart card with the following parameters (h(-), Ni, ni).

(4) S sends the smart card to Ui via a secret channel.

B. Login Phase

When a user Ui wants to login S, then Ui inserts his/her smart card in the terminal and keys
IDi and pwi, The smart card computes Ai=h(IDi)@h(pwi), Bi=Ni@h(IDi)@h(pwi)=h(x)
@h(mi), CIDi=h(Ai)@h(h(ni)@BiPh(Ni)@T, and Ui forwards the login request message
M1=(CIDi, ni, Ni, T) to the server S.

C. Authentication and Key Exchange Phase

Upon receiving the login request message M1=(CIDi, ni, Ni, T), S performs
the following steps.
(1) Check if the time interval T'-T< AT, where T' is the current timestamp; if it holds and
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ni is in the registered list, S continues the next step.

(2) S computes mi=ni@x, Bi=h(x)@h(mi), Ai=Ni@Bi=h(IDi)@h(pwi), and S checks
whether the equation CIDi@h(Ai)=h(h(ni)@Bi@h(Ni)))DT holds.

(3) If so, S computes C'i =h(AiPT'@h(ni)), and the session key SK =h(AilTIBilT"), and
key confirmation message KC'=h(BilSKIT").

(4) S sends the message M2 = (C'i, KC', T".

D. Mutual Authentication and Key Confirmation Phase

When Ui received M2 at time T", Ui performs the following steps.

(1) Check whether T" is valid.

(2) If the time interval is valid, Ui computes h(Ai@@T@h(ni)) and verifies that the
following equation holds: h(Ai@T'@h(ni)) =C'i.

(3) Ui computes SK =h(AilTIBilT"), and then check if the equation h(BilSKIT") = KC'
holds. If it holds, Ui computes KC =h(AilSK IT").

(4) Ui sends the message M3 = (KC, T") to the server S.

(5) S verifies whether KC?=h(AilSK IT") or not. If the equation holds, the scheme is over.

3. Security Weakness of Wen and Li’s Scheme

In this section, Juan Qu and Li-min Zou [16] points out, Wen and Li's scheme looks at the
vulnerability.

Juan Qu and Li-min Zou claimed that Wen and Li’s scheme is vulnerable to insider attack,
does not provide the user’s anonymity, and is inefficient in error password login and when the
private key of the server is compromised; the adversary can obtain all the previous session
keys between the user Ui and the server S.

3.1 Weakness of Anonymity by Tracing

Anonymity refers to the act of a user using services or sources without having his identity
exposed for once. For Wen and Li's Scheme, a user's identity is hardly exposed since
M1=(CIDi, ni, Ni, T), one of the "login-request messages" is sent to the server.

However, we found that the user’s anonymity of Wen and Li’s scheme cannot be protected
from an eavesdropping attack in the login phase.

The two "login-request™ messages sent to the server, Ni=h(IDi)@h(pwi)@h(x)Hh(mi) and
ni=h(IDilpwi), can be perceived as the main reason in the erosion of anonymity. In other
words, as long as a user's Ui pwi remains unchanged, the values of Ni and ni will be equal,;
then, the anonymity will eventually fade away with the tracking services implemented by
attackers.

Therefore, Wen and Li’s scheme fails in providing the privacy and anonymity of Ui during
the login phase.

3.2. Privileged Insider Attack

In the registration phase of Wen and Li’s scheme, when a user Ui wants to register in the
remote server, he/she sends his/her chosen IDi, pwi, to the remote server S with plaintext via
a secret channel. Then the Ui's password is possessed by the privileged insider.

An insider of the server can impersonate user’s login by abusing the legitimate user’s
password and can get access to the other systems.

A lawfully-disguised-third-party knows Ui's password and thus not only can infer what
"Ai" is from Ai=h(IDi)@h(pwi); but also "Bi" from "Bi=Ni@Ai". Based upon inferred
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answers, a privileged insider can disguise as Ui to access another remote system by using "ni"
and "Ni" and generate "CIDi(=h(Ai)@h(h(ni)@Bih(N)PT)".
That is, Wen and Li’s scheme is vulnerable to insider attack.

3.3. Inefficiency for Error Password

In Wen and Li's Scheme, a supposition is made by a user's Ui that a password is entered
with any errors. The calculation done by smart card is as follows.

Ai=h(IDi)@h(pwi)

Bi=Ni@h(IDi)@h(pwi)=h(x)@h(mi)

CIDi= h(Ai))@h(h(ni)®Bi®h(N)DT

The smart card still sends Ui's login request message M1=(CIDi, ni, Ni, T) unconditionally
to server. Server S that received M1 will compute 2.3 of Authentication and Key Exchange
Phase.

mi=ni@Px

Bi=h(x)@h(mi)

Ai=Ni@Bi=h(IDi)@h(pwi)

and S checks whether the equation CIDi@h(Ai)=h(h(ni)@BiPh(Ni)))PT

This error is not detected until the server checks CIDi@h(Ai)=?h(h(n))@Bi®h(N)))DT
at authentication phase.

This situation will waste unnecessary extra communication and computation cost. So, the
password authentication is delayed and inefficient.

4. Description of the Proposed Authentication Scheme

This section introduces the proposed bilateral dynamic ID-based remote user
authentication scheme using symmetric cryptology.

Improved idea is

- Defense against insider attack

- Ensure the anonymity with use symmetric cryptology

- Efficiency of the password verification

The proposed scheme is also divided into four phases, which are the user registration phase,
the login phase, the authentication phase, and key confirmation phase. The details will be
described as follows.

A. Registration Phase

(1) When a user Ui wants to register and become a legal user, Ui freely chooses his/her
identity IDi and pwi, and submits IDi, h(IDilpwi) to the S via a secure communication
channel.

(2) S computes

ni = h(IDIGX)@Ph(IDilpwi),

mi =niPx,

Mi=h(IDiéx)Ph(x),

Ni=h(x)@h(mi)@h(IDilpwi),

where x is the server’s secret key kept in secretly.

(3) S stores (h(-), Ni, ni, Mi) in the smart card and submits the smart card to the Ui via a
secure channel.
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B. Login Phase

If Ui wants to access the server, he/she inserts smart card into the terminal, and keys IDi,
with pwi, and smart card computes

Bi=h(IDilpwi)@Ni=h(x)@h(mi)

then the smart card verifies whether the equation Ni=?Bi@h(IDilpwi) holds or not.

If they are equal, the smart card accepts the login request and performs the following steps.

(1) The smart card chooses a random number rl and computes

Ai=h(r1lpwi),

CIDi =h(A)@h(h(ni)@Bi®h(NI)DT),

K=h(IDix)Pprl

R=Mi@rl1=h(IDi®x)Dh(x)Prl

(2) The smart card sends the login request message

M1 =T, K, ER[CIDi, Ni, ni, IDi] to the server S over a public channel.

C. Verification Phase

In this phase, when S receives the login request message from Ui, S performs the following
steps.

(1) when S receives the login request message M1 =T, K, ER[CIDi, Ni, ni, IDi] at time T,
the server S checks the validity of the timestamp T. If T-T<AT holds and S moves on to the
next step.

(2) S computes

R=K@®h(x)=h(IDix)Pr1dh(x)

Decode ER[CIDi, Ni, ni, IDi]

CIDi, Ni, ni = Dg[ER[CIDi, Ni, ni, IDi]]

mi=ni@Px

Bi=h(x)@h(mi)

Ai=Ni@Bi=h(r1lpwi)

and verifies whether the equation CIDi@h(Ai)=?h(Bih(Ni)@h(ni)@T) holds.

(3) If so, the server S computes the session key SK=h(AilTIBilT') and key confirmation
message KC'=h(BilSKI[T"). Then the server S submits the login response message M2=T",
Er[KC', T'] to the user Ui.

D. Bilateral Authentication and Key Confirmation Phase

In this phase, when Ui receives the login response message M2 from S, Ui performs the
following steps.

(1) The user checks whether the timestamp is valid. If T"-T'<AT holds, the user Ui
computes the session key SK=h(AilTIBilT") and key confirmation message KC=h(BilSKIT")
then verifies if KC is equal to KC'. If so, the user Ui computes the key confirmation message
and KC"=h(AilSKI|T") sends the message M3=KC", T" to the server S.

(2) When receiving the message M3 from the user Ui at time T". Check the validity of the
time interval, if If T"-T"<AT holds and the server S computes KC"=h(AilSKIT") and verifies
if KC™ is equal to KC". If so, the message M3 is verified and the scheme is complete.

5. Security Analysis of the Proposed Scheme

This section describes the security analysis of the proposed scheme and compares
performance with Wen and Li’s scheme.
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A. User Anonymity

User Ui anonymity is preserved at each login request. Ui compute to protect the user's
anonymity and security of message, messages are transmitted after being encrypted using
security information, R(=Mi@rl=h(IDi@x)@Ph(x)Prl). The Eg[CIDi, Ni, ni, IDi] is
ciphertext of encrypted using secret key R. Suppose that an adversary intercepts the login
request message M1 =T, K, ER[CIDi, Ni, ni, IDi] in the login phase of our scheme; the user
Ui has no way of guessing IDi because of the hardness of inverting of symmetric cryptology
key R. Moreover, due to the random number r1, the user Ui cannot be traced out from the
login request message M1. The value of K changes always since the random number "r1",
especially, alters as each setting for sessions is configurated. Hence, in the presented scheme,
an adversary cannot identify the person trying to login into the server. Our scheme is able to
preserve the user’s anonymity.

B. Insider Attack

In our proposed scheme, the user Ui freely chooses IDi, pwi and submits IDi, h(IDilpwi),
to the S via a secure communication channel. So the insider of server S cannot compute the
user’s pwi from h(IDilpwi) because it is protected by hash function. Hence, Our scheme
defends insider attack.

C. Bilateral Authentication and Session Key Agreement

In our proposed scheme, the user and the server can authenticate each other. The server
verifies the legal user by verifying whether legitimately registered users should be able to
generate "R(=Mi@rl)", the symmetric key.

Also the equation CIDi@h(Ai)=h(Bih(Ni)@®h(ni)@T) holds.

Moreover, legitimate server S should be able to generate "R symmetric key" by using its
own secret number x.

And the user can also verify the server by verifying whether KC=h(BilSKIT') and KC' are
equal. The bilateral authentication protects against server side impersonation.

D. Replay Attack

The replay attacks cannot performance in proposed scheme. That is, replaying neither the
login message [T, K, ER[CIDi, Ni, ni, IDi] of login phase nor response message T', Eg[KC',
T of authentication phase will not succeed since the encrypted message. Also, The login
request message of our proposed protocol uses a random number rl(generate different every
session) and timestamp to protect against replay attack. Since the attack is possible during the
period of tolerant window AT in the time stamp based method, the proposed protocol applies
the encryption scheme with session secrete key R.
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Table 2. Comparison of Security Properties

Wang, etal.,'s | Khan, etal.,'s | Wen, etal.,'s Proposed

scheme [11] scheme [12] scheme [14] scheme
Bilateral authentication Yes Yes Yes Yes
User anonymity No Yes No Yes
Insider attack No Yes No Yes
Impersonation attack No Yes Yes Yes
Replay attack Yes Yes Yes Yes
Stolen attack No No Yes Yes
Key agreement No No Yes Yes
password error input check No No No Yes

Yes: supported and No: not supported.

E. Stolen Attack

If the user lost his smart card, the improved scheme still secures. It is presumed that
"adversary" intercepts the messages M1, M2 and M3 sent between Ui and S, and can acquire
the smart card's information Ni, ni and Mi. But does not know the user's password is the
adversary, the adversary cannot derive Ai and Bi in our improved scheme. Additionally, M1
and M2 is codified by "R symmetric key"; M3 is a hash function value that it is impossible
for adversary to figure it out. Thus the adversary A cannot calculate the session key
SK=h(AilTIBilT") and key confirmation message KC=h(BilSKIT"), which is a secret value
between Ui and S. Therefore, the improved our scheme can resist the stolen attack.

F. Strengthening the Weak Point Caused by the Typographical Errors Made in
Password

In Wen and Li's scheme, Ai, bi and CIDi are computed and sent to the server during the
login stage. Server cannot decern the typographical errors made when entering passwords and
will  keep running untii  mi, Bi, and Ai are calculated, and (2)
CIDih(Ai)=h(h(ni)@Bi®h(Ni)PT)) of 2.3 is compared.

However, in this study's scheme, before M1 is generated, the accuracy of password is
checked first by computing "Bi" and Ni=?Bi@h(IDilpwi).

Likewise, by making up the weak point that rises due to typographical errors made when
entering passwords, the problem of increase in a user's Ui and the server S is resolved.

6. Performance Comparison

In this section, we summarize the functionality comparisons between our scheme and other
remote user authentication schemes in Table 2.

7. Conclusion

In this paper, we have presented cryptanalysis and weaknesses in Wen and Li.’s dynamic
ID-based remote user authentication scheme, Firstly, We showed that Wen and Li.’s scheme
is vulnerable to insider attack, does not preserved anonymity of a user, and no support for
secret key generation during authentication process. To remedy these weaknesses and
improve performance, we have proposed an enhanced remote user authentication scheme that
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uses symmetric key cryptography (maintain anonymity), random number (prevent replay), an
incorrect password check.

We have proposed a more completely and secure remote user authentication scheme
preserving user anonymity. Which improves all the identified weakness of Wen and Li.’s
scheme and is more secure. It is expected that the scheme proposed in this paper can be used
in various applications for which smart cards are used.
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