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Abstract

In this paper, a robust optimal zero-watermarking technique based on genetic algorithm
for secret watermark sharing is proposed for the purpose of copyright protection. It is
implemented in discrete cosine transform (DCT) for gray scale images in which the visual
secret sharing is used to generate unexpanded master and secret shares for the watermark.
The GA based zero watermarking is used to select the perfect positions to extract the robust
features. The experimental results indicate that the proposed scheme is highly robust even
after different types of attacks being applied, where NC values of each selected attack are
considered in the fitness function of the genetic optimization algorithm.

Keywords: Optimal Zero-Watermarking, Genetic Algorithm, Visual Secret Sharing,
Discrete Cosine Transform.

1. Introduction

Digital watermarking is a powerful technique for copyright protection and digital
data ownership. Until the present day, many numbers of watermarking techniques
depends of manipulating both spatial and frequency domains which will render the
digital data with high distortion, as distortion, as commonly known there is a tradeoff
between robustness and imperceptibility. On the other hand, an emerging lossless
technique which known as zero watermarking is proposed, this technique relies on
extracting specific set of features that could identify the digital data uniquely and could
contribute with the construction of the watermark, then registering these features into a
third party database for safe keeping. This database is an intellectual properties rights
for digital media. Many researchers have gone through this field for the purpose of
copyright protection. In [1] two zero watermarks from its host image were generated
together, to improve the robustness, where the first is obtained from low-frequency
coefficients in the (DWT), and the other is obtained from DWT coefficients of the log-
polar mapping to the host image. While [2] constructs the watermark from the low
frequency area in BOR multi-wavelet domain to produce a simple while robust zero-
watermarking. The scheme creates a relationship inside the sub image with low average,
where the center value considered with the mean of the four neighboring coefficients
resulting in a strong technique against many attacks. A zero-bit watermarking algorithm
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based on the optimized support vector regression (SVR) which presented in [3] to
improve the performance of resisting geometric attacks in digital watermarking. [4]
Presents a copyright protection zero-watermark scheme based on discrete cosine
transformation, in which a normalization process commenced on both embedding and
extraction phases to increase the robustness to geometric distortions. Another scheme
where presented which fully exploits the characteristics DWT as described in [5]. This
novel image zero-watermarking scheme based on DWT-SVD, that achieves multi-
resolution decomposition and the SVD, which in turn efficiently represents intrinsic
algebraic properties of an image. In [6] the method takes the highly stable invariant
centroid as the reference point for geometric correction based on the combination of the
image invariant centroid and SIFT feature point. Later it finds out the farthest SIFT
point from the invariant centroid, and then finally estimates out geometric parameters
by changes of these points’ locations.

The visual secret sharing scheme is a visual cryptographic protocol which has the ability
for sharing images in secure way, and restores it without the use of computations [7]. In its
basic model, a binary image is encrypted into n separated images, which reveals the original
image when overlaid. If the user does not have the complete n images then no information
about the encrypted image can be retrieved. Some researchers used the concept of visual
secret sharing of two participants with the zero-watermarking technique to protect the
copyrights of digital images. [8] Embeds a binary watermark in a gray-level image using the
concept of expanded visual secret sharing. While [9] and [10] proposed a scheme aims at
reducing the size of shares (unexpanded shares).

The key of zero-watermarking is to build a watermark to adapt the feature data of the
carrier with the ability to hold a data capable of fully representing the carrier data in addition
to its uniqueness, this is done by considering The transform domain of the carrier data as the
main structural position selected by most existed zero-watermarking technique. It is always
preferable improve the robustness of zero watermarking by exploiting artificial intelligence
techniques and Genetic Algorithms (GAs) as optimization algorithms. The zero watermarking
problems can be viewed as an optimization problem. Therefore, in this paper the attempt is to
provide a solution using genetic algorithms (GAs).

In this paper, an optimal zero-watermarking technique was proposed using the visual
secret sharing to generate unexpanded secret and master shares for the watermark, this
technique extract the feature bits by utilizing the most important parts in the DCT of the gray
image based on genetic algorithm (GA) to get perfect results and obtained a highly robust
watermark. The rest of this paper is organized as follows: the visual secret sharing is given in
the subsequent section. Section 3 is the explanation of the proposed optimal zero-
watermarking technique based on genetic algorithm. In Section 4, we show the presentation
of experiments to demonstrate the robustness of the proposed technique. In Section 5 we have
the conclusions of our technique and the findings obtained.

2. Visual secret sharing scheme

With the emerging of visual cryptography scheme (VCS) or visual secret sharing
(VSS) proposed by Naor and Shamir [7], a new non-intrusive watermarking techniques
guideline have been introduced as in [11] and [12]. In the original visual secret sharing,
any black and white printed material such as text or images etc. are considered as
images and can be split into n different share images. By stacking out a set of qualified
images k where (k € n) the image can be obtained from this k set of images, knowing
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that even k-1 would not reveal the image at all, not even close to the watermark image.
No computation is involved in obtaining the watermark image from the k shares.

Recently, 2-out-of-2 visual secret sharing schemes are widely adapted in protecting the
copyrights of high precision digital images. In the traditional OR-based (2,2) visual secret
sharing scheme, a secret image is encrypted in two random looking images (transparencies),
each pixel in the secret image is expanded into four sub-pixels (2x2 binary code-words) in
each transparency. The content of the secret image becomes visible by stacking these two
transparencies over each other. Knowing that, there is another model of OR-based (2,2) visual
secret sharing in which each pixel in the secret image is replaced by two sub-pixels in each
share, the width of the decoded image is twice that of the original image as shown in Figure
1. These models increase the size of each share and result in loss of contrast in the recovered
image.

In this paper, XOR-based (2,2) visual secret sharing is used without expansion in the
secret image pixels. The secret watermark image is split into two unexpanded master and
secret shares.

ZE
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(@) (b)

(c) (d)

Figure 1. An Example of (2,2) Visual Secret Sharing Scheme, for (a) Secret
Image, (b) Sharel, (c) Share2, (d) Overlapped Expanded Image

3. The Proposed Optimal Zero-Watermarking Technique based on GA

In this section, we propose a copyright protection technique for improving zero-
watermarking using visual secret sharing applied to a binary watermark and optimized
using genetic algorithm. The proposed optimal zero watermarking technique can be
characterized as follows:

3.1. Embedding Process

To generate the secret share for the watermark, the DCT is performed to the gray image
blocks. The DCT block is consisted of several frequency bands; The single direct current
(DC) coefficient, the low frequency coefficients of the block (BL), the height frequency band
(BH) and the middle frequency coefficients of the block (BM). The most important part (DC)
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coefficients are chosen for generating the feature matrix bits. The embedding process can be
described as follows; Figure 2 is the representation of the embedding process.
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The proposed embedding process takes place in the following steps, describing in details
what the implications in each step:
1. Read the watermark image of size nxn. To reduce the relationship of pixel space in the
watermark image, the watermark W is spread out evenly using Arnold transform with
scrambling time K. Empirical value of K is 20 which applied on the watermark W to obtain
spread out watermark W, as in Equation (1).

Figure 2. Embedding Process

WG ) = W (E 1 L] mod n (1)
where: Wi, )W, G, j) e {011 <ij<n

2. Divide the original gray scale image with size mxm into 8x8 non overlapping blocks. To
extract the feature matrix bits; these blocks are converted into the frequency domain using the
two dimensional DCT, B= {B,, B,, ..., By}, where t is the total number of blocks. Since the
number of the watermark bits (nxn) are very less as compare to total number of blocks (t),
2(nxn) blocks need to be selected from B. A random matrix R having dimension 2(nxn) is
generated, R= {vi, Vo, ...,vopxm}, Where v lies in between 1 and t. The blocks whose block
number matches with v are separated from B.

3. For the randomly selected blocks, the (DC) coefficients are selected to obtain the two (DC)
matrices D, and D,, each of size (nxn). Then, each element in D; will be compared with the
corresponding element in D,. The feature matrix F is constructed by using Equation (2).
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oo (L DG ) = Dy ),
Fepn= {UJ Otherwise

)
where: F(i,j) e {0.1}L1 =i,j=n

4. Generate the secret share by using the rules given in Table 1. The secret share and the
secret sequence are then registered into a third party database for safe keeping. This database
is an intellectual properties rights for digital media.

Table 1. Construction Rules of X-OR Based Visual Secret Sharing

Watermark Pixel White Black

Bit in Feature Matrix F 0 1 0 1

H H [
B ] HE
Master Shasrﬁa)r(e—OR Secret I:I I:I . .

3.2. Extraction process

The inputs to the extraction process are a controversial image and the secret share image.
The output is a watermark image W'. To extract the features of controversial gray image, the
owner uses the same process which is used in the embedding process. Then, the master share
is constructed by using the rules given in Table 1. The X-OR logic function is then applied
between the secret and master shares to reveal the Scrubby watermark W's. Finally, Arnold
transform is applied K times to W's to obtain W' which is used to verify the copyright. Note
that, the size of the shares and the extracted watermark is exactly same since there is no pixel
expansion. Figure 3 represents the extraction process.
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Figure 3. Extraction process
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In order to measure the robustness of the zero-watermarking system, the normalized
correlation coefficient (NC) of the extracted watermark w7 is applied in conjunction to the
original one Wi; the maximum value of this measure is 1 which determines the best
robustness of the watermarking process.

NE = — E?éiw.i Wi 3)

JE, Wi X, wi?
Where: N is the size of the original and extracted watermark bits. After obtaining the post
attack NC values, we use them to evaluate the fitness of the initial population for the genetic

algorithm.

3.3. Genetic algorithm (GA) for optimal positions selection
GA is a nature inspired optimization technique based on evolution and natural selection of
individuals. To solve the problem of selecting the best positions to extract a robust features
matrix bits, the GA is used considering the following components:
1.Initial population: The chromosomes are randomly generated in the initial population.
The length of chromosomes is equal to the double of the size of the watermark i.e.
2(nxn). The initial population size contain of 30 chromosomes. The number of
generations was considered as 200 times. The best gene is considered as the locations
of the best features extraction.
2.Appling attacks: three types of attacks must be applied, JPEG compression with quality
factor equal to 10, 15% cropping and adding 5% salt and pepper noise.
3.Fitness function (FF): the FF can be defined as the function of robustness. For z kinds
of attack to the zero watermarked image, the FF is quantified as follows:

FF = ¥%,NC, (4)

The objective is to maximize the fitness function to achieve the optimal robustness
for digital image zero-watermarking technique.

4.Perform the crossover and mutation on the selected population to generate the new
population. The probability of crossover is set to 0.95, and mutation rate is 0.5.

5.The GA cycle is repeated until the maximum number of generation is reached. The
population with the highest fitness value in the final generation is the optimal selected
positions.

4. Experimental results

To test the performance of the proposed optimal zero-watermarking technique, the results
of the experiments are obtained using MATLAB. The proposed Technique is tested on gray
scale images of size 512x512 (Lena, Peppers, Barbara and Boat). The gray image Lena is
shown in Figure 4 (a). The binary watermark image of size 32x32 is shown in Figure 4 (b).
The resultant Master and Secret Shares for the proposed technique are shown in Figure 4 (c),
and (d) respectively. The recovered watermark from an unaltered image is shown in Figure 4
(e), note that the size of all these images is same as the original watermark and looks like a
random scatter of black and white pixels.
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Figure 4. (a) The original gray scale image (Lena), (b) watermark image (32x 32),
the resultant images of the zero watermarking technique (c) Master Share, (d)
Secret Share and (e) Reconstructed watermark

To check the robustness of the proposed technique, some common image processing
attacks were performed on the original images. Noise addition to the image is obtained by
adding 1% and 5% salt and pepper noise to the original image. Gaussian noise is obtained
with mean=0 and variance=0.0005. Median filtering is performed with window size 3x3. And,
Gaussian low pass filtering of the image was done with a window of size 2x2. Gamma
Correction 1.5, Intensity Adjustment ([0 0.8], [0 1]), and histogram equalization are applied to
the original image. The JPEG compression attack is performed by compressing the image
with quality factors 15 and 10. The scaling of an image is done by first reducing the original
host image size from 512x512 pixels to 256x256 pixels, and then zoomed to its original size
by means of pixel replication. The cropped image is obtained by cropping 15% of the original
image.

To evaluate the proposed scheme fidelity, we measure the similarity between the original
and attacked images by using Peak Signal to Noise Ratio.

7557
PSNR = lﬂlnng )

Where, the MSE is the mean squared error (MSE) between the original and the distorted
one, is defined as Equation (6).

MSE = ——F1, F% . [1G.) - I'G.P (6)

Where: mxm is the size of the image, and I(i, j), I'(i, j) are the pixel values of the host and
the attacked images. Figure 5 demonstrates the values of PSNR for the gray scale images.
Figure 6 shows the NC values of the reconstructed watermark with random positions
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selection for the proposed zero-watermarking (without optimization) under different types of
attack, while Figure 7 shows the NC values with the proposed optimization technique.
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Figure 6. The effect of attacks on NC values without optimization

1 —
0.99 -
0.98 -
0.97 - M Lena
0.96 - Peppers
0.95 1 M Barbara
S S S S SRR R
AN GV 5 gV SO N &L S
£ Qé SRS QQ V&) *Q.é’ @Q’ c,(..%\ & K Qe,\’ B Boat
I A SR SIS N, &
o . © 0 0
S S & K€ FFLC
o ¥ @ N & \‘{0 8‘0

Figure 7. The effect of attacks on NC values with proposed optimization

technique
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Table 2 lists comparison results of NC values between the optimized and non optimized
zero-watermarking techniques. Table 2 shows the values of all NC obtained by each attack
through the passing generations of the GA algorithm in contrast to NC values of a zero
watermarking technique lacking the GA optimization ability.

As in Figure 8, the values of NC are shown for all 4 test images suffering from three
different attacks and showing how these values are improved across the progression of
generations in the GA algorithm, on the other hand, Figure 9 shows the impact of the
mentioned NC values improvement on the calculated fitness function, resulting a fitness
values showing a clear climbing curve towards optimum results. The exact digital values of
maximum fitness for the test images are 2.9733, 2.9775, 2.9806 and 2.9489 for Lena, Peppers,
Barbara and Boat respectively.

Table 2. Performance comparison between the proposed non-optimized and
optimized zero-watermarking techniques

Without optimization With optimization based on GA
Attack No.
types Lena | Peppers | Barbara Boat of Lena | Peppers | Barbara Boat
gen.
10 | 0.9833 | 0.9857 | 0.9845 | 0.9725
Salt & 50 |0.9923 | 0.9947 | 0.9953 | 0.9851
Pepper 0.9815 | 0.9833 | 0.9821 | 0.9694 | 100 | 0.9923 | 0.9927 | 0.9957 | 0.9867
Noise 5% 150 | 0.9929 | 0.9941 | 0.9959 | 0.9851

200 | 0.9923 | 0.9947 | 0.9953 | 0.9851

10 | 0.9893 | 0.9845 | 0.9887 | 0.9797

JPEG 50 |0.9935 | 0.9915 | 0.9951 | 0.9825
Comp. 0.9785 | 0.9791 | 0.9742 | 0.9541 | 100 | 0.9937 | 0.9941 | 0.9947 | 0.9893
QF=10 150 | 0.9943 | 0.9937 | 0.9943 | 0.9901

200 | 0.9931 | 0.9943 | 0.9955 | 0.9889

10 | 0.9701 | 0.9737 | 0.9803 | 0.9608

50 |0.9879 | 0.9885 | 0.9927 | 0.9749

Cropping

15% 0.9633 | 0.9591 | 0.9737 | 0.9491 | 100 | 0.9843 | 0.9889 | 0.9903 | 0.9789

150 | 0.9861 | 0.9849 | 0.9869 | 0.9724

200 | 0.9879 | 0.9885 | 0.9898 | 0.9749
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Figure 8. The NC values for JPEG compression with quality factor equal to 10,
15% cropping and adding 5% salt and pepper noise versus GA generations for
(a) Lena, (b) Peppers, (c) Barbara and (d) Boat test images.
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Figure 9. The Fitness Function values versus GA generations for (a) Lena, (b)
Peppers, (c) Barbara and (d) Boat test images
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5. Conclusions

In this paper, we have proposed an optimal zero-watermarking technique that extracts the
feature bits from the most important parts in the host gray image instead of embedding
watermark into that image to protect the copyright information in a robust way. Its high
robustness is due to the exploitation of GA for the evaluated selection of the positions to
extract the feature bits. The feature bits are used to split the watermark into unexpanded
master and secret shares. The proposed technique generates a secret share to the watermark
from host image during the embedding procedure, which is constructed from that the DC
coefficient in discrete cosine transform domain of the host image. The secret share and the
optimal secret sequence are then registered in a third-party database for copyright protection.
The master share is constructed from the controversial gray image during the extracting
procedure. According to the obtained results of NC values that shows the proposed technique
is robust against different kinds of attack, such as: noise addition, Median filtering, Gaussian
low pass filtering, intensity adjustment, gamma correction, histogram equalization, scaling,
JPEG compression, and cropping.
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