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Abstract

Strong designated verifier proxy signature (SDVPS) enables a proxy signer to sign
messages on behalf of an original signer, and only the designated verifier can be convinced of
the validity of the proxy signature, and the verifier cannot prove it to any third party. It is a
combination of proxy signature and strong designated verifier signature. In this paper, we
define a new formal definition and a new security model of existential unforgery of SDVPS,
and then analyze a recently proposed SDVPS scheme, and give four attacks to the scheme,
and further we give out an improved SDVPS scheme, and prove it in the new security model.
Performance analysis shows the improved scheme is efficient and suitable for electronic
commerce.

Keywords: Designated verifier proxy signature; Existential unforgery; Random oracle
model; Discrete logarithm problem; Forking lemma

1. Introduction

In 1996, Mambo et al. [1] introduced a new concept of proxy signature, in which an
original signer can delegate his signing rights to a proxy signer, and then the latter can sign
messages on behalf of the former. Since then, many proxy signature schemes have been
proposed. Proxy signature is found to have numerous practical applications, such as in grid
computing [2], in mobile agents [3] et al.. To categorize delegation types, Mambo, et al. [1]
defined three levels of delegation: (1) Full delegation. The original signer gives his secret key
to the proxy signer. The proxy signer uses the key to sign documents. (2) Partial delegation.
The original signer generates a delegation key from its private key and gives it to the proxy
signer. The proxy signer generates a new proxy signature key from the proxy signer’s private
key and the delegation key. (3) Delegation by warrant. The original signer signs a warrant
which describes relative rights and information of the original signer and the proxy signer.
The final proxy signature includes two parts: one is the signed warrant, and another is the
proxy signature produced by the proxy signer. Proxy signature can be constructed for each of
these delegation types, and the most suitable scheme should be selected depending on the
user’s need for security, message length and signer’s and/or verifier’s computational ability.
The partial delegation and the delegation by warrant are more secure than the full delegation
because the created proxy signature is distinguishable from the original signer’s signature.
The partial delegation is faster than the delegation by warrant, because in the delegation by
warrant, the verifier must verify two signatures. Due to its merits of partial delegation,
Mambo et al. refer to partial delegation proxy signature as proxy signature.
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However, in partial delegation, the proxy signer can abuse his delegated rights because
partial delegation does not restrict the proxy signer’s signing capability. To overcome this
weakness, in 1997, Kim [4] introduced a new kind of proxy signature called partial delegation
with warrant. This kind of proxy signature combines the benefits of both the partial
delegation and the delegation by warrant, so this delegation has fast processing speed and is
appropriate for the restricting documents to be signed. Since then, most work on proxy
signature has focused on the partial delegation with warrant proxy signature. In this paper, we
simply refer to partial delegation with warrant proxy signature as proxy signature if it does
not lead to any confusion.

In Eurocrypt 1996, Jakobsson et al. [5] introduced another new concept of designated
verifier signature (DVS). Ordinary signature can convince any person of its validity, while in
DVS scheme, only the designated person can be convinced of the validity of the signature,
and he can not prove this to any third party, because he can also produce an indistinguishable
transcript of the signature. DVS scheme provides authentication of a message without having
the non-repudiation property of ordinary signature. DVS scheme is very suitable in the
scenario where a signer wishes to keep privacy of his identity to other parties but not to the
designated verifier. For example, a merchant and a customer negotiate for a best price of
some goods, and the merchant does not want to leave evidence of the negotiation, then he can
use DVS scheme. However, DVS scheme has a weakness that any person can verify it, and
can make sure there are only two potential signers. Hence, if the signature is eavesdropped
before arriving at its destination, then one can identify the signer. Later, in 2003, Saeednia et
al. [6] introduced the concept of strong designated verifier signature (SDVS) to overcome this
weakness by forcing the designated verifier to use his private key at the time of verification.

To combine the merits of proxy signature and designated verifier signature, Dai et al. [7] in
2003 proposed a designated verifier proxy signature (DVPS) scheme, in which a proxy signer
can produce a DVPS on behalf of an original signer, and only the designated verifier can be
convinced of the validity of the proxy signature, and he cannot prove it to any third party.
Take the above negotiation for example, a company agent can be delegated by the company
to sign with the customer using a DVPS scheme. After Dai et al.’s work, Wang [8] in 2004
pointed out Dai et al.’s scheme is not secure and improved it. Li et al. [9] proposed a DVPS
scheme from bilinear pairings. Later, in 2005, Wang [10] proposed another two DVPS
schemes. Huang et al. [11] proposed a short DVPS scheme from bilinear pairings, and they
gave the security model of a DVPS scheme. Lu et al. [12] first proposed a DVPS scheme with
message recovery. Cao et al. [13] first proposed three identity-based DVPS schemes. Since
then, many other DVPS and SDVPS schemes have been proposed [14-16].

Regarding the security model of unforgeability of DVPS and SDVPS schemes, Huang et
al. [11] were the first involved in this field. They defined three types of adversary, the
adversary can request SDVPS queries and SDVPS verification queries, at last if he can forge
a valid SDVPS on a new message, then he wins the game. Later, Shim [14], Lin et al. [15]
and Hsu et al. [16] also gave the security notion of unforgeability of DVPS and SDVPS
schemes. But all these security models do not consider the whole abilities of the attacker. For
example, after getting a valid SDVPS, the attacker may forge a valid standard signature from
the SDVPS.

In 2003, Boldyreva et al. [17] first gave the formal definition and security notion of proxy
signature, since then, proxy signature can be proved to be secure rigorously. Later, based on
Boldyreva et al.’s work, Herranz et al. [18] gave the security model of fully distributed proxy
signature. Malkin et al. [19] gave the security model of hierarchical proxy signature. In 2004,
Wang et al. [20] pointed out Boldyreva et al’s security model has two security flaws and
improved it. In 2008, Schuldt et al. [21] gave a stronger security model, in which when an
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attacker registers a public key, he does not need to provide the knowledge of knowing the
corresponding private key.

In this scenario, we must consider the public key replacement attack, i.e., an attacker
constructs a public key and then requests a certificate from CA (Certificate Authority)
without knowing the corresponding private key. In practical application, CA may not require
a user to provide the knowledge of knowing the corresponding private key when the user
registers a public key, due to the efficiency or some other reasons. This kind of attack also
exists in multi-signature scheme. Based on Boldyreva et al.’s work, the security models of
identity-based proxy signature [22], certificateless proxy signature [23] were also proposed.

In this paper, following Boldyreva et al.’s work, and referencing Wang et al.’s work [20]
and Schuldt et al.’s work [21], we give out the security model of SDVPS. In our security
model, besides all the above considerations, we also consider the following scenario: note in a
proxy signature, where an original signer delegates his signing rights to a proxy signer is
realized by means of a signature on the warrant, the proxy signer also uses a signature scheme
when he produces the proxy signature, the two signature schemes can be different, we refer to
the former as signature scheme 1 and the latter as signature scheme 2. In all previous security
models of proxy signature listed above, if an attacker can forge a standard signature of
scheme 1, then the scheme is broken. In fact, if an attacker can forge a standard signature of
scheme 2, the scheme is also broken. For example, Lee et al. [24] attacked Zhang’s [25]
scheme, that is, the attacker can forge an original signer’s standard signature of scheme 2; Li
et al [26] attacked Lu et al’s [27] scheme, that is, the original signer can forge a proxy
signer’s standard signature of scheme 2. So, in our security model, the attacker can also
access the standard signing oracle of scheme 2 besides the standard signing oracle of scheme
1. This oracle may help the attacker to attack the scheme.

In 2012, Lin et al [15] proposed a SDVPS scheme. Compared with related schemes, their
scheme has not only shorter signature length, but also lower computational costs, and they
proved their scheme is unforgeable in the random oracle model. In this paper, we show four
attacks on their scheme, then improve it, and give new security proof of the revised scheme in
our new security model. Here, we must point out that our attacks can work well in Lin et al.’s
original security model.

The rest of the paper is organized as follows. In section 2, we give out some preliminaries,
and the new security model of SDVPS. In section 3, we first review Lin et al.’s SDVPS
scheme, and then give out four attacks on the scheme. In section 4, we propose an improved
SDVPS scheme. In section 5, we give out the security proof and efficiency analysis of the
improved SDVPS scheme. We conclude our work in section 6.

2. Preliminaries

In this section, we review some security notions along with the computational
assumptions.

Discrete Logarithm Problem (DLP). Let p and q be two large primes satisfying
q|p-1, and g be a generator of order qover GF(p). The discrete logarithm problem is,
given an instance (y,p,q,9), where y=g*mod pfor some xez,, to compute x.

Discrete Logarithm Assumption. A probabilistic polynomial-time algorithm B is
said to (t,¢) -break the DLP instance (y,p.q,9), where y=g*modp for some xez,, B can

compute x with probability ¢ after running at most t steps.
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Definition 1. The (t,&)-DL assumption holds if there is no probabilistic polynomial-
time adversary that can (t,s) -break the DLP.

2.1. Framework of SDVPS

A SDVPS scheme consists of the following ten algorithms.

G: Setup. Given a security parameter k , the algorithm generates system’s public
parameters params and user’s public/secret key pair. The original signer’s key pair is
(pko.sky) , the proxy signer’s key pair is (pk,,sk,), the designated verifier’s key pair is

(Pky,sky) -

s, : Standard signature of scheme 1. It takes as input the message m, the private key of
the signer and produces a signature o .

S, : Standard signature of scheme 2. It takes as input the message m, the private key of
the signer and produces a signature o,.

v, : Standard signature verification of scheme 1. It takes as input (pk,o;), and outputs O
or 1. If it outputs 1, then the signature o, is valid.

Vv, : Standard signature verification of scheme 2. It takes as input (pk,o,), and outputs 0
or 1. If it outputs 1, then the signature o, is valid.

D: Delegation. The original signer first produces a warrant m,,, which includes the types
of delegated messages, the identities and public keys of the original signer and the proxy
signer, and valid period of delegating and so on, and then produces a signature cert on the
warrant m,, using standard signature scheme 1, and transfers (m,,,cert) to the proxy signer.

P: Proxy key generation. The proxy signer verifies the validation of the signature
(m,,,cert) by using the public key of the original signer pk, . If it’s OK, then the proxy signer
accepts the warrant m,,, and produces a proxy public/private key pair (pkp,skp) by using the
warrant m,, and his private key sk, , and keeps skp private; otherwise the signature (m,,cert)

must be reproduced.

PS:SDVPS generation. It takes as input system parameters params, the warrant m,,, the
message m, the proxy private key skp, and the public key of designated verifier pk,, it
generates an SDVPS po using standard signature scheme 2.

PV :SDVPS verification. It takes as inputs (pky, pky,sk,,my.m, pe), and outputs 0 or 1. If it
outputs 1, then the signature po is valid.

TS : Transcript simulation. It takes as input system parameters params, the warrant m,,,
the message m, the proxy public key pkp, and the private key of the designated verifier sk, .
It generates an SDVPS pe that is indistinguishable from the proxy signer.

To the above algorithms, we require

PrV;(pk,m,S, (sk,m)) =accept] =1

PrV,(pk,m,S,(sk,m)) =accept] =1

PrlPV(pk,, pk,,sk,,m,,m,PS(skp, pk,,m,,m)) =accept] =1

PrPV(pk,, pk,,sk,,m,,mTS(sk,, pk;, pk,,m,,m)) =accept] =1

2.2. Security model of SDVPS

A SDVPS scheme must satisfy unforgeability, non-transferability, and strong privacy of
signer’s identity [15].
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Boldyreva et al. [17] first gave the formal definition and security notion of proxy signature.
In their security model of existential unforgery under adaptive chosen message attack, there
are totally n participants and the attacker can corrupt with the original signer or the proxy
signer. Consider an extreme case in which the adversary is working against a single honest
user, say user 1, the adversary can play the role of user i=1 in executions of the proxy-
designation protocol with user 1, as original signer or proxy signer, and they allow the
adversary request user 1 to run the proxy-designation protocol with itself, and can see the
transcript of the execution, and they do not assume the existence of a secure channel between
an original signer and a proxy signer. The adversary can access a standard signing oracle and
a proxy signing oracle. The adversary’s goal is to pretend to be an original signer or a proxy
signer to forge a standard signature or a proxy signature.

In 2004, Wang et al. [20] pointed out Boldyreva et al’s security model has two security
flaws. First, in Boldyreva et al’s security model, if user 1 never delegates user i as a proxy
signer, but eventually an adversary can forge a proxy signature by user i on behalf of user 1,
the proxy signature is broken. Besides this situation, Wang et al. pointed out, if user 1 has
delegated user i as a proxy signer with some warrants which are put into a list wary, but an
adversary can forge a proxy signature by user i on behalf of user 1 with a new warrant
m,, £Waryg, the scheme is also broken. Second, in Boldyreva et al’s security model, user i can
delegate user 1 with n different warrants which are put into a list warr, then an adversary can
guery user 1’s proxy signature on any message m conforming to the restriction in warrant
m,, eWarr, the query (m,,,m) are added in a query list Qug . If the adversary can forge a proxy
signature by user 1 on behalf of user i on a message m" which never appears in Que , the
scheme is broken. Besides this situation, Wang et al. pointed out if an adversary can forge a
proxy signature on (m,,,m’) where m" has appeared in Que , but (m,,,m) is not in the Que list,
the scheme is also broken.

Now, we give our new security model of existential unforgery under adaptive chosen
message and adaptive chosen warrant attack of SDVPS as follows.

Definition 2. (Unforgeability). A SDVPS scheme is said to be existential unforgery under
adaptive chosen message attack and adaptive chosen warrant attack, if no probabilistic
polynomial-time adversary A has a non-negligible advantage in the following game.

(1) Setup. The challenge C runs algorithm G to generate the system public parameters,
the public/private key pair (pk,sk) of user 1, and the public/private key pair (pk,,sk,) of the
designated verifier U, . C keeps sk;,sk, private.

(2) i registers pk;. A can request to register public key pk;,i=2..,n, and need not to
provide the knowledge of knowing the corresponding private key.

(3) i designates 1 (i=2..,n). A chooses a warrant m,, , produces a signature cert; on the
warrant m,, , and sends (m,,,cert) to C publicly. C checks the validation of it, if it is OK,
then C puts (m,, ,cert) into a list warrp.

(4) 1 designates i (i=12..,n)(including self-delegation). A chooses a warrant m,, , C
runs algorithm D by using the private key sk to produce a signature cert; on the warrant
my , and sends (m,,,cert) to A publicly. If it is user 1’s self-delegation, C puts (m,,,cert;)
into list warrs; otherwise C puts (m,, ,cert;) into list warro.

(5) Standard signature queries of scheme 1. A chooses a message m, C runs algorithm
s, by using the private key sk, to produce a signhature o; on the message m, returns o, to A,

and puts m to the list s, .
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(6) Standard signature queries of scheme 2. A chooses a message m, C runs algorithm
S, by using the private key sk to produce a signature o, on the message m, returns o, to
A, and puts m tothe list s, .

(7) Proxy signature queries. The original signer is user ie{1,2,..,n} (including self-
delegation), the proxy signer is user 1, and the designated verifier is user U,. A chooses a
warrant m,, and a message m, it must satisfy m, e{warrgJwarrg, and m suits m,. C runs
algorithm P to produce proxy private key skp, and runs algorithm Ps to produce a proxy
signature po, C thenreturns po to A, and puts (m,,m) to the list Ps,,.

(8) Proxy signature verification queries. A can request a proxy signature verification on
a tuple (m,m,, ps), where user 1 can be an original signer or a proxy signer, and user U, is
the designated verifier. c runs algorithm Pv and returns 1 if it is correct, or O otherwise.

(9) Proxy signature simulation queries. User 1 can be the original signer or the proxy
signer, and user U, is the designated verifier. A chooses a warrant m,, and a message m, it
must satisfy m,, ewarro (user 1 being the original signer) or m,, e{warrgJwarrg (user 1 being
the proxy signer), and m suits m,,. C runs algorithm TS to produce a proxy signature po,
returns po to A, and puts (m,,,m) to the list TS, .

The adversary A wins the game if any one of the following events occurs:

E;: A outputs a forgery (m\,o), where Vi(pk,m,o)=1, and m ¢S, ,,, i.e., A forges a user
1’s standard signature of scheme 1.

E,: A outputs a forgery (m\c), where v,(pk,m,o)=1,and m ¢S, ,, i.e., A forges a user
1’s standard signature of scheme 2.

Es: A outputs a forgery (m,,m’,po), where PV(pk;, pk,sk,,m,,m,po)=1, (iefL2,..,n}), and
(my,.m) & (PSquUTSqu), i.6., A forges a proxy signature by user 1 on behalf of user ie{L2,..,n},
and user U, is the designated verifier, including self-delegation.

E,: A outputs a forgery (m,.m,po), where PV(pk;, pki,sk,,my,m,po)=1, (ie{2...n}, and
m,, Warro, i.e., A forges a proxy signature by user ie{2,..,n} on behalf of user 1, and user
U, isthe designated verifier.

Definition 3. (Non-Transferability [15]). A SDVPS scheme is said to achieve the security
requirement of non-transferability if a designated verifier can simulate a computationally
indistinguishable transcript intended for himself with his private key.

Definition 4. (Strong Privacy of Signer’s Identity [15]). A SDVPS scheme satisfies the
security requirement of strong privacy of signer’s identity if there is no probabilistic
polynomial-time adversary having the ability to determine the identity of signer for an

intercepted SDVPS by performing the signature verification process before the SDVPS has
been received by the designated verifier.

3. Lin et al.’s strong designated verifier proxy signature scheme and our
attacks

3.1. Review of Lin et al.’s scheme

Lin et al’s scheme consists of the following four phases.
® Setup: Taking as input1, the system authority (SA) selects two large primes p and g

where |ql=k and q|(p-1) . Let g be a generator of order g and hlz{O,l}kaq—>Zq ,
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h, : {013 xZq—>Zq, h3:Zq —Z, be three collision resistant hash functions. The system public
parameters are params={p,q,g,hy,h,,h;} . Each user u; chooses his private key x ez, and
computes his public key as y; =g*.
® Proxy Credential Generation: Let U, be an original user delegating his signing power to
a proxy signer U, . U, first chooses d g Z, to compute
T=(g’ mod p)mod q, D
o =d—xgh(m,,T)mod q, 2
Where m,, is a warrant consisting of the identifiers of original and proxy signer, the
delegation duration and so on. (o,m,,T) is then sent to u,. Upon receiving (o.m,,.T), U,
computes z as Eq. (3) and performs Eqg. (4) to check its validity.
Z= ygl(mW'T) mod p, (3)
T=g°Z mod p(mod q) . 4
If it does not hold, (o,m,,,T) is requested to be sent again.
® Proxy Signature Generation: For signing a message meg {01} on behalf of the original
signer U, U, chooses weg Z, to compute
s; =hg((yy' mod p)mod q), ®)
Sp =W—(Xp +0)hy(m,T)mod g, (6)
and then delivers (m,m,) along with the SDVPS s =(s;,s,,T) to a designated recipient U, .
® Proxy Signature Verification: Upon receiving (mm,) and &§=(s;,s,,T) , U, first
computes (R;,R,) as follows:
Ry =yy>mod p, (7
Ry = (Typyo ™)™ D mod p. (8)
U, then verifies the proxy signature by checking if
$1=hg((RiR mod p) mod @) . ©)

If it holds, the SDVPS &=(s;,s,,T) for m is valid.

3.2. Cryptanalysis of Lin et al’s scheme

Lin et al. proved that their scheme is existentially unforgeable under adaptive chosen
message attack. However, we found this is not the fact. In the following, we will give four
attacks, and these attacks can work well in Lin et al. [15]’s original security model.

Attackl: The original signer u, can forge a valid proxy signature. First, U, intercepts a

valid proxy signature (m,m,,.s;,s,,T) generated by u, on behalf of u,, then U, generates a
new warrant m,,, computes o =d —x,h(m,, T)mod q, S, =5, +ohy(M,T)—oc hy(m,T)mod q , then
(m.my,.s,,5,,T) is @ valid proxy signature being likely to be generated by the proxy signer u,
on behalf of u,. The following shows (m,m,,.s,,s,,T) can pass the verification equation. The

designated receiver U, computes Rlzy\fé mod p , Rzz(rypygm(m;vx))xvhz(m,ﬂ mod p , then
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: - i ; : ; : hy (m,T
RiRz = ¥y (Typyo " (M) (M1 mod p = y3z (g7 g™ )" (™ 1 mod p = ygz yy” )"

mod p = ys?
-y~ mod p =y} mod p, 05y =hg((yy’ mod p)mod 4) = hg((RyR, mod p) mod ) .
Attack2: An adversary u,, first forges a warrant m,,, which records himself u, being the

original signer and U, being the proxy signer, then he chooses two random number
tweg Zq and  computes T=(yp)*1gtrmd p(mdq) s =hg((yy' mod pymod @)
S, =W—(t—Xahy (my,, T))h, (M, T)mod q. Finally, the forged proxy signature is (m,m,,s;,s,,T), and
the u, is the original signer, and the u, is the proxy signer. The following shows
(m,m,,,s;,5,,T) can pass the verification equation. The designated receiver u, , computes
Ry =y mod p, Ry = (Typya™M D)™ g o, then

RR, =y (rypy;hl(m'wi))xvm(m,n mod p =y (gtg e M T )X (MT) g p — ySe + (et (my, T)he (M)
mod p=yy'mod p, SO s; = hs((yy' mod p)mod ) = h3 ((RyR, mod p) mod q) .

Attack3: An adversary u,, first forges a warrant m,,, which records himself u, being the
original signer and U, being the proxy signer, then he chooses three random number

wt,d eg Z4, and computes ng"" mod p (mod ), then he registers his public key in CA as
Vg = (y;lgt)*hl(mvw'”*1 mod p, and computes proxy signature as follows, s, =hg((y% mod p)mod q),
s, =w—(d +t)hy(m,T)mod q . Finally the forged proxy signature is (m,m,,.s;,s,,T), and the u, is
the original signer, the U , is the proxy signer. The following shows (m,m,,s;,s,,T) can pass
the wverification equation. The designated receiver U, , computes R, =y22modp |,
Ry = (Typya ™M) g p, then

RiRy = ¥ (Ty pya ™Dy MD) o p = y82 (g9 gty (™D mpd p =y 0P g p =y mod p,
SO sy =hg((yy' mod p)mod g) =hz((RiR; mod p) mod q) .

Attack4: An adversary U,, first forges a warrant m,,, which records u, being the original
signer and himself u, being the proxy signer, then he chooses three random number

wt,d e Zy, and computes T =g mod p(mod q) , then he registers his public key in CA as
Ya=yR™Ngtmd p, and computes proxy signature as follows, s, =hs((y? mod p)mod q) ,
s, =w—(d +t)h,(m,T)mod q . Finally, the forged proxy signature is (m,m,,s;,s,,T), and the U,
is the original signer, the U, is the proxy signer. The following shows (m,m,,.s;,s,,T) can pass
the verification equation. The designated receiver U, , computes R =y2modp ,
Ry = (Tyayg (™ Dyxh(T) g | then

RiRy = &2 (Tyay ™™D mod p = yi2 (g o)™ mod p = ygz*@ 0% o p =y mod p,

S0 s; =hg((yy mod p)mod q) = h3((R;R, mod p) mod q) .
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4. Our Improvement

To resist the above attacks, we propose an improved scheme in the following. It consists of
six phases. Setup phase is the same as original scheme.
® Proxy Credential Generation: Let U, be an original user delegating his signing power to

a proxy signer U, . U, first chooses d g Z, to compute
T =(g" mod p)mod g, (1)
o =d —xohy(my,T,¥o) Md q, )
Where m,, is a warrant consisting of the identifiers and public keys of original signer and
proxy signer, the delegation duration and so on. (o,m,,,T) is then sent to U, publicly. Upon
receiving (o.m,,T), U, computes z as Eq. (3) and performs Eq. (4) to check its validity.
Z=yp ™™ mod p, 3)
T=g°Z mod p(mod q) . ()]
If it does not hold, (o,m,,,T) is requested to be sent again.

® Proxy Key Generation: The proxy signer computes his proxy private key
skp =c+xph(m,, T,yp)modq ,  the  corresponding  proxy  public  key s

k - T,
pkp = gs p :Tyohl(mvavyo)ygl(mW yp) .

® Proxy Signature Generation: For signing a message meg {01} on behalf of the original
signer U, , and user U, is the designated receiver. U, chooses weg Z, to compute
s =hg((yy' mod p)mod q), s, =w—skphy(mT)mod g,

and then delivers (m,m,) along with the SDVPS & =(s;,s,,T) to the designated receiver u,, .
® Proxy Signature Verification: Upon receiving (mm,) and &§=(sy,s,,T) , U, first
computes (R;,R,) as follows:

R =Ys2 mod p, Ry = pki(MT) =y (M ¥6) y T 300y 6(m D) g
U, then verifies the proxy signature by checking if s; =hs((R;R, mod p) mod g) . If it holds, the
SDVPS 6 =(s;,s,,T) for m is valid.
® Transcript Simulation: After receiving a SDVPS (m,m,,s;,s,,T), the designated verifier
U, cannot prove to any third party that the signature is generated by the proxy signer u,,,
because he can also generate a computationally indistinguishable SDVPS as follows:
First, U, randomly chooses s;ez, , and computes Rl=y33 modp
Rp = (Ty M TYe) y M T¥0 y(MT) g s = hg (RyR, mod p)mod g) . Then (m,my,,s;,s3,T) is
the simulated signature.

5. Security proof and comparison
5.1. Security of the improved scheme

We now analyze the unforgeability, non-transferability, and strong privacy of signer’s
identity of our improved scheme.
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Theorem 1 For a security parameter k , in the random oracle model, under adaptive chosen
message attack and adaptive chosen warrant attack, if a PPT attacker A has a non-negligible
advantage to forge the improved SDVPS scheme, then there exists an adversary B, who can
break DLP with a non-negligible advantage in polynomial time.

Proof: We show how to build an algorithm B that solves DLP by running the adversary A
as a subroutine.

Given the public key y,; =g* mod p of user 1, the adversary A registers other users’s public
keys, y,=g®modp,..., y,=g™modp, and he is allowed not to know the corresponding
private keys. The objective of B is by being given the public key y, of user 1 to obtain x, to
solve the DLP, or by being given the public key pk, = g™® =Ty, "(MwT %)M T-Ye) of proxy
signer to obtain sk, to solve the DLP. B chooses x, eg Z, t0 set y, =g mod p, and (x,,yy)

is as the designated wverifier’s key pair. Then B maintains ten lists
Warrp,Warro,Warrs, S;_q,, Soqus PSqus TSqu» L1y Lo » Ly While A is running. B plays the role of

A’s challenger and works by interacting with A in a game defined as follow:

(1) H, queries:
When a tuple (m,,,T,y;) is submitted to the H, oracle, B first scans a list L, to check
whether H, is already defined for that input. If it is, the previously defined value is
returned. Otherwise, B picks a random h ez, stores the tuple (m,,.T,y;,hy) in the list L;,
and returns h, to A.

(2) H, queries:
When a tuple (m,T) is submitted to the H, oracle, B first scans a list L, to check whether
H, is already defined for that input. If it is, the previously defined value is returned.
Otherwise, B picks a random h, €z, stores the tuple (m,T,hy) in the list L,, and returns
hy, t0 A.

(3) H3 queries:
B searches (u,h;) in the list L. If such a pair is found, B returns h; to A; otherwise B
picks a random h; ez, stores the tuple (u,hy) in the list Ly, and returns h; to A.

(4) i designates 1 (i=2,..,n):
A produces a proxy credential (o,m,,,T;). B queries the H, oracle to get the tuple

?
(my, . Ti,yi,hy) , computes Z = yl mod p, and checks whether T, =(g%Z mod p)(mod q) . If it

is OK, B accepts it and puts (cj,m,,,T;) into the list warrp.

(5) 1 designates i (i=1..,n) (including self-delegation):
A chooses a warrant m,, , B proceeds as follows. B first randomly chooses o;,hy; €2,
computes Tiz(g"iylhli mod p) (mod q) , and sets Hy(m, T;,y;)=hy . If the list L, already
contains a tuple (m,, ,T;,y;,hy), then B repeats the process with another o;,hy; €Z,. B adds
the tuple (m, ,Ti,yi,h) into L, and returns (oy,m, . T;) to A. If it is user 1’s self-
delegation, B puts (oj,m,,,T;) into list warrs; else B puts (o;,m,,,T;) into list warro.

(6) Standard signature queries of scheme 1:
User U, is the signer. A chooses a message m, B proceeds as follows. B first randomly

chooses o, €z, computes T=(g"y1hl mod p) (mod q) , and sets H;(m,T,y;)=h,. If the list
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L, already contains a tuple (mT,y;,hy), then B repeats the process with another o,y ez, .
B adds the tuple (m,T,y;,h) into L,, and returns (o,mT) to A, and it appears as a valid
signature from the A’s point of view. At last, B puts m to the list s, .

(7) Standard signature queries of scheme 2:
User U, is the signer, and user u, is the designated verifier. A chooses a message m, B
proceeds as follows. B first randomly chooses s,.T<z,, retrieves h, from list L, by
querying H, on (mT) , and computes R =yZmodp , Ry=y2modp |,
s; =hg((RiR,mod p)mod g) . Then B returns (m,s;,s,,T) t0 A, and it appears as a valid
signature from the A’s point of view. At last, B stores m to the list s, .

(8) Proxy signature queries:
The original signer is user ie{L2,..,n}(including self-delegation), the proxy signer is user
1, and the designated verifier is user u, . A chooses a warrant m,, and a message m; , then

asks B to produce a proxy signature . It must satisfy m,, e{warrdwarr}, and m; suits
m,, . B searches m,, in the list warrdJwarrsto get the corresponding (o;,T;) , retrieves hy;
from list 1, by querying H; on (m, .T;,y;), retrieves hy from list L, by querying H, on
(m;,T;), randomly chooses sy €z, and computes R, =yy2 mod p, R, =(g% ylhli)xvhZi mod p ,
si =hg((RiR;, mod p) mod ) . Then, B returns (mj,m,, ,s;i,5,,T;) t0 A, and it appears as a
valid proxy signature from the A’s point of view. At last, B puts (m,, .m;) to the list PSg,.

(9) Proxy signature verification queries:
A can request a proxy signature verification on a tuple (m, m,,, po) , where user 1 can be an
original signer or a proxy signer, and user U, is the designated verifier. Because B knows
the private key of the user u,, B can run the algorithm Pv normally and returns 1 if it is

correct, or 0 otherwise.
(10) Proxy signature simulation queries:
User 1 can be the original signer or the proxy signer, and user u, is the designated

verifier. A chooses a warrant m, and a message m;, then asks B to produce a proxy
signature simulation. It must satisfy m, ewarro (user 1 being the original signer) or
m,, e{WarrgJwarrg (user 1 being the proxy signer), and m; suits m,, . Because B knows
the private key of the user u,, B can run algorithm TS normally to produce a proxy
signature po, returns po to A, and puts (m,, ,m;) to the list TS,
At last, the adversary A stops the above queries and outputs a forgery:
E;: A outputs a forgery o;=(c,m,T)), where Vi(y;,m,01)=1, and m &S, ,, i.e., A forges
a user 1’s standard signature of scheme 1. Because scheme 1 is a generic digital signature
scheme, based on Forking Lemma [28], B can produce two valid signatures (o ,m’,T') and
(c.m,T) , where  h(mT,y)=hM.T.y) o =d-xhm,T,y)mdq
o =d—xh (m T y;)mod q, SO We can get x,=(c —c )/(h (M, T ,yy)—h(m,Ty)),i.e., B solves

the DLP.
Claim 1. According to Forking Lemma [28], if A can forge a user 1’s standard signature of

scheme 1, with probability &>10(qg +1)(dg; +rg)/2% Within time t, suppose A makes at most
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0q Standard signature queries of scheme 1, g, queries to random oracle H,, then DLP can
be solved with probability ¢ >1/9 in time t <120686yt/z .

E,: A outputs a forgery o, =(m’s;,s,,7), where Vy(y;,m,0,)=1, and m' eS, ,,, i.e., A
forges a user 1’s standard signature of scheme 2. According to Ref. [15], the Forking Lemma
[28] is also suitable, then B can get two valid signatures (m',s;,s,,T7) and (m',s;,s,,T), Where
ho(M, T)#hy(m,T) , sp=w—xhy(m,T)modq , s,=w—xhy(m,T)modq , SO Wwe can get
X =(Sy —S5)/(ho(m', T)—hy(m',T)), i.e., B solves the DLP.

Claim 2. According to Forking Lemma [28], if A can forge a user 1’s standard signature of
scheme 2, with probability &>10(qs, +1)(dsy +dhp)/2¢ Within time t, suppose A makes at most
g5, Standard signature queries of scheme 2, q,, queries to random oracle H,, then DLP can
be solved with probability ¢ >1/9 in time t <120686y,,t/s .

E;: A outputs a forgery po=(my.ms;s5.Ti) , Where PV(y;,y;,x,m,,m,po)=1,

of user ie{L2..,n}, and user u, is the designated verifier, including self-delegation.
According to Ref. [15], the Forking Lemma [28] is also suitable, then B can get two valid
proxy signatures (my, ,m;,s;, s, T;) and (my.mis;.85.T;) . Where hy (m, ;)= hy (m,T,)

Sy =W —skph'Zi (m,T)modq Sy =W, —skph;i (m,T)modq SO we can get
skp = (spi —S5i)/ (hoi (M, T) ~hy (M, T;)) , i.e, by being given the public key
pk, = g% =Tyy; M)t (M %) of proxy signer U, , B obtains sk, , 0 B solves the

DLP, hy(m, .Ti,y;) and hy(m, .T;,y;) can be gotten by query the H, oracle.

Claim 3. According to Forking Lemma [28], if A can forge a proxy signature by user 1 on
behalf of user i<{L2..,n}, and user U, is the designated verifier, including self-delegation,

with probability &>10(q s + s +1)(qps+qts+qh2)/2k within time t, suppose A makes at most
qps Proxy signature queries of user 1 on behalf of user ie{12..,n}, g transcript simulation
queries of user 1 on behalf of user ie{L2..,n}, gy, queries to random oracle H,, then DLP
can be solved with probability & >1/9 intime t <120686y,,t/s .

E,: A outputs a forgery po=(my,.m;,s;.55.T;), Where PV(y;,yi.x,,my.mi, po) =1, (i{2..n}),

user U, is the designated verifier. According to Ref. [15], the Forking Lemma [28] is also
suitable, then B can get two valid proxy signatures (m,, ,m;,sy,s5.T;) and (my, .m;,sy.55.T;) ,
where hy; (m;, T;) = hy (M, T) , g5 =W, —sKyho; (M, T)mod g, s =W, —skphy; (m;, T)mod q , SO we
can get sk, =(sy —s5)/(hy (M. T)~hy(m,T))) , i.e, by being given the public key

pky = g¥r =Ty, MM T MM TR of proxy signer u;, B obtains sk, , so B solves the

p 1
DLP, hy(m,, .Ti.y1) and hy;(m,, .T;,y;) can be gotten by query the H, oracle.

Claim 4. According to Forking Lemma [28], if A can forge a proxy signature by user
ie{2..,n} on behalf of user 1, and user U, is the designated verifier, with probability

£>10(0s +1)(qys +0n2)/2¢ Within time t, suppose A makes at most g, transcript simulation
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queries of user ie{2,.,n} on behalf of user 1, and user u, is the designated verifier, g,
queries to random oracle H,, then DLP can be solved with probability ¢ >1/9 in time
t' <120686yp,t/< .

Theorem 2 The proposed SDVPS scheme satisfies the security requirement of non-
transferability.

Theorem 3 The proposed SDVPS scheme satisfies the security requirement of strong
privacy of signer’s identity even under the key-compromise attack.
The above two theorems can be proven similarly to Ref. [15].

5.2. Comparison

The following notations are used in the comparison.
| x|: the bit-length of an integer x
T, : the time for performing a one-way hash function hn
T - the time for performing a modular multiplication computation
T, : the time for performing a modular exponentiation computation
T; : the time for performing a modular inverse computation

We compare the improved scheme with several other SDVPS schemes including Wang’s
(Wang for short) [10], Dai et al.’s (DYD for short) [7] and the original scheme (LWH for
short) [15]. Table 1 shows the comparison. Note that the time complexities for performing the
modular exponentiation, multiplication, and inverse operations over GF(p) are
O(log®(p)) , O(log?(p)) , and O(log?(p)), respectively [29], and a hash computation does not take
longer time than that of a modular multiplication [30]. From table 1, we can see in PCG stage,
the computational costs of the improved scheme are the same as the original scheme, and are
less than the DYD scheme’s and Wang’s scheme’s. In PSG stage, the improved scheme has
one more modular multiplication and one more hash computation than the original scheme. In
PSV stage, the improved scheme has one more modular exponentiation and one more hash
computation than the original scheme. Totally, the improved scheme needs one less modular
exponentiation than DYD scheme and Wang’s scheme. So, in computational costs, the
original scheme is the most efficient one, and the improved scheme is more efficient than
DYD scheme and Wang’s scheme. The ciphertext size of the improved scheme is the same as
the original scheme’s, and is shorter than the DYD scheme’s and Wang’s scheme’s. To sum
up, the improved scheme is not so efficient as the original scheme, but is more efficient than
DYD scheme and Wang’s scheme. It still remains a high efficient scheme and can be used in
electronic commerce.

Table 1. Comparison with other SDVPS schemes.

PCG PSG PSV Total Ciphertext Size

DYD 3T, +2T, + 2T, 2T, +T, +T, 4T, +4T,+2T, 9T, +7T, +5T, 3lpl+lql

Wang 4T, +4T,+2T, T, +2T,+T,+T, 4T, +4T,+2T, 9T, +10T, +5T, +T, | p|+3|q]
LWH 3T, +2T,+2T, T, +T,+2T, 3T, +4T,, +3T, T, +7T, +7T, 3|q]
Ours 3T, +2T,+2T, T +Ty+2T, 4T, +4T, +4T, 8T, + 7T, +8Ty 3|q]
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6. Conclusion

Designated verifier proxy signature can combine the merits of proxy signature and
designated verifier signature. Recently, Lin et al. proposed a SDVPS scheme, which has not
only shorter signature length, but also lower computational costs. In this paper, we point out
their scheme is forgeable by giving four attacks, and further we propose an improvement of
their scheme. We also give out a new formal definition and a new security model of
existential unforgery of SDVPS scheme, and prove our improved scheme in the new security
model, and there is no need for a secure channel between an original signer and a proxy
signer when producing the proxy credential. At last, we give out performance analysis, which
shows the improved scheme is efficient and suitable for electronic commerce. The future
work is to design lattice-based [31] proxy signature or proxy signature in multivariate public

key cryptography.
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