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Abstract 

Personal cloud computing is user-oriented service to satisfy user service demand in 

existing cloud circumstance and personalized service is available whenever, wherever. 

However due to personal cloud market is growing rapidly, accidents such as 

unauthorized user access, leak of secret information, service invasion are occur and 

existing wire or wireless network communication had been threaten on security. Also 

the studies about user certification and data management are required. So this paper 

suggested key generating protocol for user certification and user authority. In addition, 

it designed safe contents transfer protocol for user by using generated key value. It 

analyzed the security with referring security service requirement of existing personal 

cloud service. 
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1. Introduction 

Personal cloud is user-oriented service for satisfy desire of existing cloud computing user. 

It providing user information based personalized contents to service provider and user 

terminal independently. It takes advantages of providing personalized services with 

saving/combining/managing/processing personal contents on cloud circumstance by using 

individual user’s variable devices such as smart phone, PC, netbook, IPTV [1, 3]. 

With prospect, personal cloud service will started to be a target for market entering for 

major IT enterprises on 2013, and 50% of global enterprises will adopt hybrid computing 

system until 2017. Nationally, the personal cloud development by national institutes had 

started since 2010, and the standardization studies about cloud service and security skill are 

being conducted [2]. 

However the security vulnerability is being arise meanwhile cloud market grows rapidly, 

the risks levels of over-national cyber war such as hacking between virtual machine, 

unauthorized access, leak of personal information, privacy invasion, service invasion are 

predicted to affect private enterprise and national equipment. Personal cloud service has low 

compatibility because it depended on each cloud service provider, and the security policy 

about service and personal information of it is vague, and the security requirement for 

providing personalizing service is insufficient. In addition, the studies about personal saving 
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data managing skill are required due to the expanding of privacy invasion about stored data 

[4]. 

So this paper suggests key generating and authorizing protocol after certificate user with 

adding Key Server. And it also suggests the safe contents transferring method by using 

generated key value. 
 

2. Related Work 

2.1 Personal Clouding Service Architecture 

This paragraph indicates each object’s feature and role and what is the process of it with 

checking the basic structure of suggested personal cloud. It divided to user, client, 3rd service 

provider, combination service provider, service composer. The structure of personal cloud 

service is just like below Figure [1, 3-4, 6].  

 

Figure 1. Personal Cloud Service Communication Architecture 

- User 

User provided service with cloud device through inputting user information. 

- Client 

Client provided personal cloud service through user identification after input ID and PW 

on client display. 

- 3rd party service provider 

The 3rd party service provider provides user identification service such as user identifying 

and authority permission.  The examples of them are public institutions or authorized 

identification institution [8]. 

- Combination service provider 
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Combination service provider provided services after requiring each personalized contents 

with concerning user information. Afterward, combination service provider provides service 

with composing to make usable for user. 

- Service provider 

Service provider obtaining personalized contents and variable contents and service 

according to the requirement of combination service provider. All of the services are 

composed by open API. 

 

2.2 Personal Clouding Service Security Requirements 

Basic security model of personal cloud is same as existing cloud computing however, 

additional security solution for user privacy is required. This paragraph explains about 

security requirement about personal clout security risk and domain [1-3, 5, 7]. 

- Asset Management 

Asset Management should manage hardware composing cloud infra, network and software 

asset (physical or virtual). Asset management must include accessible account to physical or 

network base of asset to inspect and observing regulation. 

- Cryptography: Key and Certificate Management 

Security systems require infra for manage encryption key and certification. And the 

systems include standard encryption and service for information security. 

- Data/Storage Security 

Data must be encrypted for security. In addition, some of the users might require separate 

saving of their data for protection. 

- End-Point Security 

Users must provide terminal point security in cloud service. Terminal point security must 

provide limited terminal point security according to the type of network protocol and device. 

- Event Auditing and Reporting 

User must be accessible to data about events on cloud, particularly system error and 

security. 

- Identity, Roles, Access Control and At 

On cloud-based resources, the definition about properties following user and services; 

distinguish, regulation, authorizing is must be available. 

 - Network Security 

Switch, router, packet unit network traffic must be protect, and IP stack also requires 

security.  

- Security Policies 

Access control, resource allocation, and policy decisions consistent definitions, and 

security policy decisions capability must be available. Policy defining method must be carried 

out automatically according to SLA and license. 

- Service Automation 

Security control process and analysis should be automated. In addition, service automation 

should notice user security policy or license violation to manager.  

- Workload and Service Management 

Circumstance setting, operating, surveillance service should available according to defined 

security policy and user license agreement. 

3. Proposed System 

The system configuration suggested in this paper for key managing protocol about user 

identification is just like below Figure 2. 
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Figure 2. Proposed Key Management System 

User identify login with client device. Afterward, client accesses key management solution 

before get authority identification. And assign each appropriate key for user authority 

generating key with user information and key information module. Also by using key, 

personal cloud service is available through down/uploading contents for user area. 

 

3.1. Key Generation and Grant Protocol 

This paragraph suggesting client key generating and assigning protocol process. Key 

generating and assigning protocol is just like below Figure 3. 

 

Figure 3. Key Generate and Grant Protocol 

1. Client encrypt open key in Client Identity Server and transfer ID, PW and user 

information. 

ENPub(ID, PW), UserInoo 

2. Client Identity Server check ID and PW and transfer to Key. 
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3. Key Server receives data and requires user identification data to client in Client Identity 

Server. 

4. Generate USER and encrypt user to Client and generate USER as hash function and 

transfer it. 

ENPUB(UserR), Hash(USERParameter)  

5. . Client Identity Server transfers received message and UserInfo to Key Server. 

ENPUB(UserR), Hash(USERParameter) , UserInfor 

6. Key Server generates identification value and key value and transfer to the Client to 

assign each appropriate key value to user authority. 

Key  = Cert(UserR, Key), ENPUB(Keyuser) 

 

3.2. Communication Protocol 

This paragraph suggests communication protocol requiring contents data from Client to 

Cloud Server. Client transfer user authority and user parameter with Client Identity Server 

and Key Server to Cloud Server. Afterward Cloud Server generate session key and encrypt 

contents data with transferring session key and identification value to Client. Designed 

communication protocol is just like below Figure 4. 

1. Client transfer ID and User Information to Client Server and require Content Data. 

2. Cloud Server require user identification value with transferring received ID and User 

Information to Client Identity Server. 

3. Client Identity Server require user parameter after check ID and User Information. 

4. Client transfers user parameter and hash value to Client Identity Server with KeyUSER 

after generates USERParameter. 

KeyUSER(UserValue), Hash(UserParameter) 

5. Cloud Identity receives User Value after transfer received message to Key Server and 

encrypt as open key to Cloud Identity Server. 

ENPUB(UserValue) 

6. Cloud Identity Server generates SK after transfer and encrypts user value to Cloud 

Server. 

SK = (UserValue⊕CertCS) 
7. Cloud Server transfer contents data with encrypting SK and CertCS to Cloud Server. 
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Figure 4. Communication Protocol 

4. Safety Analysis 

This paper analyzes the security about designing method about key generating and 

assigning after user identification in personal cloud computing circumstance. Suggested key 

managing protocol analyzed about 4 significant factor for user private information 

management on personal cloud circumstance; user-oriented risk analysis, circumstance 

setting, double encryption, feedback. And it designed to guarantee the safety about user 

identification and authentication, permission, security/privacy and key management. The 

explanation about safety is like below paragraph. 

(1) User-oriented risk analysis 

Cloud computing should managed securely about service availability and user contents. 

Suggested protocol generates and assign appropriate key for user authority, to make 

accessible to the contents.  

(2) Circumstance setting 

Circumstance setting is the function that manager’s assignment appropriate authority for 

each users. It should set user authority according to each policy mechanism in personal cloud. 
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So suggested protocol set user’s access authority by generating appropriate key after analyze 

user’s parameter and user information. 

(3) Double encryption 

Double encryption should be designed for counteract to risk of leaking private data and etc. 

By open key way encryption, the user information is confirmed. Afterward, appropriate key 

for each personal authority is generated with user parameter value. When transfer contents 

data in client server, secure communication is available through encryption after generate SK. 

(4) Feedback 

The feedback should be provided to personal cloud service user through reports about 

privacy providing. So the protocol suggested in this paper provided feedback to the user with 

received hash value and user information. 

(5) Key management 

Key management makes secure communication with assigning personal cloud computing 

user as each authority of them. And it supported to manage all of key management for 

encrypted services.   

 

5. Conclusion 

This paper suggested key management generates and contents communication method to 

enhance security and supplement vulnerability about personal information management on 

personal cloud circumstance. It enables the service for user through generating each user 

authority key after transferring ID and PW to Key Server by client. After, the protocol for 

safe user contents transfer that generate SK after identify and transfer use ID, PW, Hash 

through Client server is suggested on communication process. 

 In addition, this paper analyzed about vulnerability of personal cloud computing 

circumstance and important factor on servicing existing cloud computer circumstance such as 

user-oriented risk analysis, setting, double encrypting, feedback, key management. 

After, suggested protocol required for studies about secure communication method that 

adoptable on expanded communication circumstances such as contents data management, 

existing wire/wireless network security risks, not about existing user identification 

management system. In addition, the studies about quantitative efficiency analysis for 

suggested protocol above. 
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