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Abstract

One of the most important tools in security field is Intrusion Detection System. The aim of
the IDS is to monitor suspicious network traffic and generate alerts. These systems are known
to generate numerousfalse positive alerts. Analyzing the alerts manually by security expert
need more time and could be error prone.Another problem with IDS is Identifying attack
types and generating correct alerts related to attacks.we introducenew alert management
systems to overcome mentioned problems. Alert management systems help security experts to
manage alerts and produce a high level view of alerts.

In this paper a new alert clustering algorithm for IDS Alert Management System proposed
that uses the K-mean Based Genetic (KBG). The proposed algorithm reduces alerts and
detects false positive alerts. By the experimental results on DARPA KDD cup 98 the system is
able to cluster and classify alerts and causes reducing false positive alerts considerably.
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1. Introduction

An Intrusion Detection System (IDS) is a hardware device or software program that
analyzes computer system activities and/or network traffics to detect malicious activities and
produces alerts to security experts [1]. These systems generate lots of false positive alerts.
Manually analyzing these alerts by security expert as a problem of ids, need more time and
could be error prone [2]. Another problem with IDS is Identifying attack types and generating
correct alerts related to attacks. Our proposed system is to overcome mentioned problems.
Alert management systems help security experts to manage alerts and produce a high level
view of alerts.

Now we describe types of alerts as a need for this article.

False Positive, False Negative, True Positive, True Negative

False positive problem is mystery term that means the IDS generated alerts for one
malicious activity but it generate alerts for normal activity (IDS makes a mistake) [27, 28].
Organizing and dealing with the recorded logs and generated alerts by the security sensors
such as the IDS, firewalls, packet filtering and servers are not easy job. Most of the
organizations consider these alerts as a major problem. Since these sensors are independent so
they will generate alerts and send it to the analyst part. They analyze these alerts for
understanding the nature of the intrusion, using the provided tools, methods and techniques
leading increase the attack detection rate and to reduce the false alerts rate. Even after, huge
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number of alerts with a plenty of false alerts will be the way of how any sensor works even
when a harmless event accrued.

When an attack has taken place and no alarm is raised known it is the false negatives. False
negative can also be defined as an action of IDS system that does not detect actual
anomaly/misuse action and allows passing. Subject’s normal behavior is the basis for the
Anomaly detection, “any action that significantly deviates from the normal behavior is
considered as intrusive”. Therefore the normal behavior in IDS shall be defined explicitly.
Stefano Zanero [29] proposed models for the evaluation of the IDS. Anomaly detection
systems report more false positives and less false negatives in while; signature based systems
report very false positives, but produces more false negatives. J Snyder [30] states that “the
target-based architectures will reduce false positives”. False negatives also create a nuisance
and issue of importance. Large number of new attacks will generate false negatives in misuse
based systems, since there may not be any similar signature.

True positive alerts mean: A legitimate attack which triggers an IDS to produce an alarm.
[31]

True negative alerts mean: An event when no attack has taken place and no detection is
made.

According to the real nature of a given event and the prediction from IDS, four possible
outcomes are shown in Table I, which is known as the confusion matrix [32, 33]. True
negatives as well as true positives correspond to a correct operation of the IDS; True
negatives (TN) are events which are actually normal and are successfully labeled as normal,
true positives (TP) are events which are actually attacks and are successfully labeled as
attacks. Respectively, false positives (FP) refer to normal events being classified as attacks;
false negatives (FN) are attack events incorrectly classified as normal events.

False positive rate (FPR) also known as false alarm rate (FAR), defined as the number of
normal patterns classified as attacks (False Positive) divided by the total number of normal
patterns. A high FPR will seriously cause the low performance of the IDS and a high FNR
will leave the system vulnerable to intrusions. TNR also known as detection rate or sensitivity
refers to proportion of detected attacks among all attack events. Accuracy refers to the
proportion of events classified as an accurate type in total events [33]. So, to have effective
IDS both FP and FN rates should be minimized, also TP and TN rates must be maximized
too.

Nowadays, intrusion detection system requires high detection rate and low false alarm rate.
The important issue about evaluating different algorithms is reducing false positive rate but is
not enough? Some false positive reduction techniques will cause low accuracy because of
some operations like over generalization, missing real attack alerts, etc., So, effective
techniques will reduce the false positives rates while increase the accuracy of the system or at
least keep it without change.

One of the methods of alert management is clustering of alerts. According to the recent
researches, clustering of alerts is an NP-Complete problem [8].In this paper by using K-mean
Based Genetic (KBG), an alert management system is proposed which classifies alerts and
detects false positive alerts. The system uses generated clusters as a classifier to identify new
alerts. This paper proposes a new technique to use generated cluster from GA clustering as a
classifier. To improve accuracy of the results, the proposed system uses some techniques such
as alert filtering and alert preprocessing. The alert management system is introduced in
Section 1. Section 2 reviews related works, Section 3 explains the suggested alert
management system. The experimental results are shown in Section 4 and finally Section 5 is
conclusion and future works.
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2. Related Works

Clustering of alerts is an example of alert management techniques. In [2] a clustering
method is introduced based on discovering root cause of false positive alerts. Removing the
root causes enhances alarms quality in the future. The root cause instigates the IDS to trigger
alarms that almost always have similar features. These similar alarms can be clustered
together; consequently, we have designed a new clustering technique to group IDS alarms
and to produce clusters. The results in [2] show that a small number of root causes implies
90% of alerts. By removing these root causes total number of alerts come down to 18%. One
of the main problems of this technique is depending on under laying network structure.

In [16] some heuristic and neural network based techniques are used to cluster alerts. The
main contributions of [16] are: 1) the use and analyses of real network data (data recorded
from an existing critical infrastructure); 2) the development of a specific window based
feature extraction technique; 3) the construction of training dataset using randomly generated
intrusion vectors; 4) the use of a combination of two neural network learning algorithms - the
error-back propagation and Levenberg-Marquardt, for normal behavior modeling. Another
clustering technique is used in Mirador project with expert systems by Cuppens that similarity
between two alerts is calculated by expert system [3, 4]. The results of two genetic clustering
algorithms, named Genetic Algorithm (GA) and Immune based Genetic Algorithm (IGA) are
compared in [5, 6]. After analyzing the characteristics of Immunity Intrusion Detection
System, by utilizing prominent characteristics of genetic algorithm and vaccine mechanism, a
new hybird immunity intrusion detection model based on genetic algorithm and vaccine
mechanism was established.

Wespi and Debar [16] design an algorithm that places alerts in situations. Situations are set
of special alerts and are created with source, destination and attack class attributes.

In [17] an algorithm is introduced that create hyper alert from existing alerts. A hyper alert
is an aggregation of related alerts. An alert management system is introduced in [7] that used
Self-Organizing Maps (SOM) to cluster and classify IDS alerts. In [7] several operations and
methods such as alert filtering, alert preprocessing and cluster merging are introduced.

In this paper an alert management system similar to system [8] are designed that uses K-
means Based Genetic (KBG) to classify generated alerts. The system will be able to improve
accuracy of results, to identify attack type of alerts accurately and also to reduce the number
of false positive alerts considerably.

3. Proposed Alert Management System Based on Kbg

Figure 1 shows the proposed system. In this paper we use binary traffics files of a network,
DARPA 98 dataset [10] instead of real network traffics. Snort tool [11] is used to produce
alerts of DARPA 98 dataset network traffics. Snort is an open source signature based IDS
which gets DARPA 98 online traffic and then generates alert log files [8]. After generating
alert log files, these files are entered to the proposed system as the inputs.
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Figure 1. Proposed Alert Management System

3.1. Labeling Unit

Labeling unit gets generated alert from Snort and also tcpdump. List files of DARPA 98
dataset and then generate labeled alerts. A labeled alert is an alert with its own attack type.
The tcpdump. list files contain information about all packets in DARPA 98 dataset. These
labels are used to train KBG and evaluate results of KBG [8, 9].

3.2. Normalization and Filtering Unit

In this phase accepted attack types are entered to the unit and only alertsare selected that
are in class of predefined attack types [8, 9 and 12]. This unit uses eight attributes of alert to
filter alert, which are: Signature ID, Signature Rev, Source IP, Destination IP, Source Port,
Destination Port, Datagram length and Protocol [12].

3.3. Preprocessing Unit

Preprocessing unit converts string values of attributes of alert to numerical data. It also
reduces the range of attribute values and converts alerts to data vectors (1), (2) and (3).
IP = X,.X,.X,.X,, (D)
IP _VAL = ((X,x25 )+ X,)x 255 + X,)x 255 + X,

[0, protocol = None
4, protocol = ICMP (2)
protocol _val =
‘10 , protocol = TCP
{17 , protocol = UDP
X=X
IUR =0.8x —=—+0.1 (©)
X - X

3.4. K-means Based Genetic Algorithm (Cluster/Classify) Unit
1) Genetic Algorithm

Genetic Algorithms (GAs) are optimization and search procedures which uses the
principles of natural selection in the natural genetics [18-21].
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In GA, the role of crossover, mutation and selection operators is well defined. The
direction of the search is controlled with selection operator. The crossover operator constructs
new search region. The role of mutation operator is exploring the search space. "GAs perform
search in complex, large and multimodal landscapes and provide near optimal solutions for
objective or fitness function of an optimization problem™ [23].

In GAs, the parameters of search space or optimization problem are encoded into strings
named chromosomes that collection of such chromosomes is called a population. In the
initialization phase, the population is created randomly. Each chromosome in population
presents a point in the search space. A fitness or objective function is associated with each
chromosome in population that represents the degree of goodness of the proper chromosome.
Based on the survival of the fittest, a few of the chromosomes are selected and is assigned a
number of copies to each gathering into go into the mating pool. To constructing new
generation from this population, crossover and mutation operators are applied. The sequence
of selection, crossover and mutation operators continue for either a fixed number of
generations or termination condition is satisfied [19].

2) Overview of GA based Clustering Algorithms

Cluster analysis is one of the techniques to discover patterns and associations within data.
"A clustering method is a multivariate statistical procedure that starts with a data set
containing information about a sample of entities and attempts to reorganize these entities
into relatively homogeneous groups” [24]. One of the main problems encountered by
researches, with regard to cluster analysis is that different clustering techniques can construct
different solution for the same set of data. In this case a technique is needed to discover the
most natural groups in the set of data.

The research effort by Krovi R. was to investigate the potential feasibility of using genetic
algorithms for the purpose of clustering [23].

The encoding of a chromosome results a string of real numbers. A chromosome represents
a solution that contains centroids of generated clusters. Each chromosome contains sets of
genes (the number of genes in each set equal to number of attributes in search space)
corresponding to a cluster centroid.

The fitness calculation process consists of two phases. In the first phase, the clusters are
formed according to the centres encoded in the chromosome under consideration. This is
done by assigning each point x;, i=1, 2,.., n, to one of the clusters C; with centre z; such as [24]

HXI—ZJH<HXI—Zp,p:l,2 ..... k,and(p¢j)(4)

Then the new centroids are calculated according to

zi*:i 3 x,.i=12,., K
ni x. eC,
S | | © | |
wherez; is the new centroid and n; is the number of points in the cluster i. After calculating
new cluster centroids, cluster metrics must be computed for each cluster. It is the sum of the
Euclidean distances of the points from their proper cluster centres (6) [24].

K
-

M (C,.C,m. C ) =3 S|,

i=1 x;eC; (6)
whereC; is the cluster, z; is the centre of the cluster C; and x; is a point in cluster C;.
The fitness function for the GA is shown in (7) [24].
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K
M = Z M,
i1
T
XJECI
f=1/M (7)

This paper uses roulette wheel for selection operator and two point crossover for crossover
operation.

Since the paper uses floating point representation the following mutation is used. A value 0
in unit range ([0, 1]) is generated with uniform distribution. If the value at a gene position is v
after calculating by mutation [24].

vVo*v (8)

After the fix number of iterations, the termination function decides to stop the running. So
the termination condition is the number of iterations.

The four parameters (Fitness Function, Selection Function, Mutation Function and
Termination Function) are similar in the other entire GA-based clustering algorithm evaluated
in this paper.

4. KBG Clustering

In KBG, GA uses an extra operator named K-Means [25] Operator (KMO) .The GA uses
the mutation and the selection operators as mentioned before, but the algorithm with these
operators may take more time to converge. To solve this problem, the algorithm uses one step
K-means algorithm instead of crossover operation.

B
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Figure 2. The Flowchart of the GPCMA

5. Experimental Results

For implementation of the system, Matlab [13] software is used. Train data contains 10166
data vectors or 70% of total filtered alert data vectors. The false positive count in the training
data set is 4113. Test data includes 30% of the data vectors of labelled alerts; it means 2591
data vectors of true positive, and 1764 data vectors of false positive alerts. The reason of
adding the false positive alerts to the test dataset is because IDSs always produce this type of
alerts beside the true positive alerts.

In this paper for the training phase the number of clusters (K) assumed 40, the number of
chromosomes in population assumed 50, the number of generations is considered 50,
crossover probability is 0.8 and finally mutation probability is 0.04 as parameters of GAs.
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The parameters of GAs in the test or classify phase are considered 40 for the number of
clusters, 40 for the number of chromosomes in population and 40 the number of generations
to quit the execution. The probabilities of crossover and mutation are same as training phase.

To evaluate the performance of algorithms three measurement classes are introduced,
namely classification, clustering and false positive reduction measurements (Table 1).
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Figure 3. KBG Minimum and Mean Fitness Value in Train Phase
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Figure 4. KBG Minimum and Mean Fitness Value in Test Phase

Figure 3 and Figure 4 shows minimum and mean fitness value of KBG in 50 generation.

According to Figures 3 and 4 KBG is convergent, because fitness values in both train and
test are descending.

1) Classification Error (ClaE) is the number of alerts that are wrongly classified. 2)
Classification Error Rate (ClaER) is the percentage of wrongly classified alerts (20). 3)
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Classification Accuracy Rate (ClaAR) is percentage of alerts that are accurately classified as

they should be (21). (4) Clustering Error (CIUE) is the number of alerts from train data that

are wrongly clustered. 5) Clustering Error Rate (CIUER) is the percentage of wrongly

clustered alerts from train data (22). 6) False Positive Classification Error (FPCE) is the

number of false positive alerts that incorrectly classify. 7) False Positive Reduction Rate

(FPRR) is percentage of false positive alerts that accurately identified and reduced (23).
ClaER=(ClaE+Total Number of Alerts Observed)x 100 (20)

ClaAR=100-ClaER (21)
ClaER=(CIuE+Total Number of Alerts Observed From Train Data)x 100
(22)
FPRR=100—(The Number of FP Alerts that Accurately Identified + Total Number of FP
Alerts Observed)x 100 (23)

Table 1 shows the average results of eight running of genetic algorithms. As Table 1 shows
KBG has best performance over all other seven algorithms.

Table 1. Proposed System Performance Metrics

Algorithm | ClaE | ClaER | ClaAR | CIuE | CIUER | FPCE | FPRR

KBG 48 2.2 97.8 131 |11 21 99.2

GA 1218 | 27.97 | 72.03 | 186 | 1.83 844 52.15
GKA 1011 | 24.8 75.2 375 | 371 651 62.11
IGA 306 | 7.03 9297 | 564 | 5.55 84 95.24

FGKA 314 | 721 92.79 | 772 | 7.59 44 97.51
GFCMA | 148 | 340 | 96.60 | 180 | 1.77 44 97.51
GPCMA | 91 2.09 9791 | 380 | 3.74 70 96.03
GFPCMA | 148 | 340 | 96.60 | 186 | 1.83 44 97.50

o
»
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Intrusion Detection Rate (%)

60 80 oo 100
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Figure 5. KBG Detection Rate Comparison with Other Algorithms

Figure 5 shows the comparison of four famous clustering techniques: LVQ, SOM, GA and
the proposed algorithm KBG.
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6. Future Works

A system based on KBG is presented in this paper which can cluster and classify the alerts
with high accuracy. This system is also able to reduce the number of false positive alerts
considerably.

The trained KBG by alerts with various types of attacks can be a suitable tool to classify
the alerts and reduce the false positive alerts in the alert management systems if proper
filtering process and pre-processing is executed.
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