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Abstract 

Digital watermarking technology plays an important role in the areas of copyright 

protection and identity tracing for owners of digital mediums. At present, the security of the 

watermarking scheme is facing a great threat. The security of a digital watermarking scheme 

must not depend on the scheme being kept secret. Zero knowledge-based watermark detection 

scheme (ZKWD) can achieve this aim. For ZKWD scheme, an owner can provide prove to a 

verifier that a digital medium in question indeed contains the owner’s watermark information 

without revealing any secret key and watermark-related information. However, the existing 

ZKWD protocols are still facing some challenging problems, such as ambiguity attacks. In 

this paper, a public ZKWD protocol is proposed for plain text, and the homomorphic 

property of asymmetric encryption algorithm in the multiplication operation is used to 

prevent the owner from cheating by ambiguity attacks. Compared with existing methods, the 

security of our proposed ZKWD scheme is improved by using the improved feature extraction 

algorithm. 
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1. Introduction 

Text is the most widely used digital medium on the Internet, which brings people great 

convenience. But on the other hand, many problems are caused, such as copyright disputes 

and unauthorized copying etc. Digital watermarking has been recognized as one of most 

helpful technologies to protect the copyright of digital medium. So watermarking method’s 

robustness is a critical issue, which can affect the practicability of the watermarking system. 

At present, the research about watermarking robustness has caused more attention. The 

traditional watermarking embedding and detection algorithms are public and the parameters 

(e.g., secret key) are confidential. This implies that the security of a watermarking system 

relies on the secret key rather than the watermarking embedding algorithm. At present, most 

of watermarking methods hold same secret key when embedding or detecting the 

watermarking information. This watermarking paradigm is called “symmetric” watermarking 

scheme. 

However, the secret key in symmetric watermarking scheme may leak when detecting 

watermarking information because of the untrusted prover. The disclosure of the secret key 

can efficiently assist watermark-estimation attack [1] in removing watermarks. One solution 

to this problem is that we can use a secret key for watermarking embedding and a different 

but public key for watermarking detection. This is known as “asymmetric” watermarking 

scheme. Hartung and Girod [2] firstly proposed the idea of “asymmetric” watermarking. 
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However, the current asymmetric watermarking schemes only achieve limited robustness, and 

may suffer from security threat. 

The security of a digital watermarking scheme must not depend on the scheme and secret 

key being kept secret. The secret key is inevitably revealed during the watermarking detection 

process. The untrusted prover could disclose the watermarking-related information when 

detecting the watermarking information. For attackers, furthermore, the leaked information is 

also sufficient to remove the watermarking from the disputed medium. This problem now is a 

common problem for all watermarking applications where the watermarking information has 

to be verified by an untrusted party.  

In view of this security leakage, zero knowledge watermark detection (ZKWD) [3-7] 

scheme has been introduced by some researchers without obviously revealing the secret 

information, which can solve the problem of security effectively. The fundamental principle 

behind the zero knowledge watermark detection scheme is that a prover could convince a 

verifier that the prover certainly owns a secret key without revealing any watermarking-

related information to verifier [8]. 

At present, the existing ZKWD schemes still suffer from some challenging problems, such 

as ambiguity attacks [9-11] etc., one well known example for ambiguity attacks is that an 

adversary can create an ambiguous situation by deriving a forged watermark from a public 

work, and commits the forged watermarking information. Furthermore, the adversary is able 

to derive a watermark from existing non-watermarked medium in the public domain and 

claim ownership of them later.  

In this paper, we propose a public zero knowledge watermark detection scheme which can 

prevent the owner from cheating by ambiguity attacks for plain text. Watermarking 

information is generated by using logistic chaotic mapping function from the extracted robust 

text features. Then the generated watermarking information is embedded into the text by 

using our proposed natural language information hiding method. Verifier can believe that the 

text in question indeed contains the owner’s watermark during the watermark detection 

process through calculating the correlation between the watermark and the original text 

whose value is greater than a certain threshold. 

The main contribution of this paper: 

1) We are the first to present ZKWD method for plain text. 

2) We produce a great correlation between the secret sequence (watermark) and the 

original text by using our improved feature extraction algorithm and watermarking generation 

method. This assists zero knowledge watermarking detection. 

3) The homomorphic property of asymmetric encryption algorithm in the multiplication 

operation and the public parameters of the one-way function are used to prevent the owner 

from cheating by ambiguity attacks. 

In the remainder of this paper, the following information is presented: In Section 2, related 

research is discussed, followed by the introduction of zero knowledge proof in Section 3. 

Then, the proposed zero knowledge watermark detection which includes four approaches is 

introduced in Section 4. In Section 5, security analysis is discussed. Finally, in Section 6, the 

paper concludes with some suggestions for future work. 

 

2. Related Work 

Zero knowledge watermark detection (ZKWD) scheme is a promising means to overcome 

the problem caused by disclosure of the secret key in the process of watermarking detection. 

ZKWD can be used to improve the security of digital watermarking scheme: it not only can 

conceal the required watermark information cryptographically, but also can prove the 
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presence of the hidden watermark information without revealing any secret information by an 

efficient zero knowledge proof system. 

Craver, et al., [4] firstly studied the ZKWD scheme and invertibility attacks, where an 

attacker can derive watermark information that is detectable in a given medium, and reverse 

the watermark embedding process. In their proposed protocol, the prover firstly generates 

many fake watermarks, then combines them with the legal watermark into one set, and then 

proves to verifier that there is a legal watermark which belongs to this set. For each round, a 

cheating prover can successfully pass the verification of the protocol with probability 1/2. 

Nevertheless, if the prover and the verifier implement this protocol with polynomial 

iterations, then the cheating prover can pass the protocol only with negligibly low probability, 

i.e., the verifier can be convinced with high probability.  

Adelsbach, et al., [5, 7, 9] proposed other zero knowledge watermark detection protocols, 

which use the zero knowledge proof as the sub-function of their scheme. For a watermarking 

scheme, the prover re-formulates the correlation between the original watermark and the 

extracted watermark into an appropriate form, then employs an existing zero knowledge 

protocol to prove for verifier that the watermark exists without leaking any secret 

information. Once again, their protocol, which is similar to Craver’s protocol, needs to be 

implemented in a number of iterations. 

Yu and Lu [12] presented a detector for zero knowledge watermark detection. Their 

scheme is resistant to ambiguity attacks by incorporating a one-way function based on the 

difficulty in finding Hamiltonian cycles in graphs. However, the security proof in their 

scheme is not sufficient, since the difficulty of inverting the one-way function does not imply 

the resistance against ambiguity attacks. Goldreich, et al., [13] proposed that any conceivable 

property can be proven by an interactive zero knowledge proof protocol. Although the 

ZKWD protocol proposed by Goldreich, et al., is constructive, their construction result 

becomes more complex. 

As stated previously, the ZKWD protocol can be used to detect the presence of a 

watermark without revealing it, but the cheating behavior of a prover has not been avoided 

efficiently. A cheating prover could intentionally choose a “faked” watermark as though it 

were the legal watermark to pass the verification of the protocol and deceive the verifier. The 

existence of cheating prover in ZKWD can be regarded as a variant of ambiguity attacks.  

Qiming Li, et al., [16] proposed a zero knowledge watermark detector which can prevent 

the owner from cheating by ambiguity attacks for image. They used the cryptographically 

secure pseudo-random number generator and required that the watermarks are all generated 

from the generator with the same seed but with different indices associated with different 

works. However, similarly to Yu and Lu’s method [12], their security is not sufficient to 

prevent ambiguity attacks, because there is not a great correlation between the secret 

sequence (watermark) and the original image. We also found that the ZKWD protocols 

presented so far are not established based on a robust watermarking scheme. 

Therefore, motivated by the needs of sufficient security for watermarking, this paper 

proposes a public zero knowledge watermark detection protocol for plain text to prevent the 

owner from cheating by ambiguity attacks. 

 

3. Zero Knowledge Proof  

A zero knowledge proof of knowledge [13-14] is a two-party protocol between a prover 

and a verifier, which allows the prover to convince the verier that he/she knows some secret 

information (proof of knowledge property), without that the verifier learns anything about 

them (zero knowledge property).  
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Zero Knowledge Cave [14] is a well-known example used to describe the main idea of 

zero knowledge proof. There are two parties in a zero knowledge proof protocol. The first 

party is known as a prover (Peggy) to prove the statement, while the second party is known as 

a verifier (Victor) to verify the statement. 

 

Figure 1. Zero Knowledge Cave 

In this story, the circle cave has one entrance and a magic door which is placed inside the 

cave. The scenario depicted a proof protocol between Peggy and Victor, which help Peggy to 

prove her knowing the secret word which will open the magic door without revealing the 

secret word (which can open the door) to Victor. As shown by Figure 1 the cave paths are 

labeled as A for the left path and B for the right path. Both Victor and Peggy start from the 

cave entrance, X. First, Peggy enters the cave and randomly takes either path A or B while 

Victor must wait outside. Then, Victor will enter the cave to point Y and tell Peggy to appear 

from either path A or path B (randomly). Therefore, Peggy now can prove that she really 

knows the secret word by opening the magic door, if necessary and returns back to Y thru the 

path requested by Victor. For example, assume that Peggy knows the secret word and already 

she has gone inside the cave by path A and Victor ask her (randomly) to return back by path 

B, then she can open the magic door to appear on path A as requested by Victor. Assume 

Peggy does not know the secret word then this selection gives Peggy 50% chance of choosing 

properly. Repeating this protocol many times successfully makes Victor convinced that 

Peggy does actually know the secret word if Peggy can correctly appear all the time from the 

requested path specified by Victor. 

Three main properties [5] of zero knowledge proof are showed as follows: 

Completeness: The honest prover convinces the honest verifier that secret statement is true.  

Soundness: Cheating prover can’t convince the honest verifier that a statement is true (if 

the statement is really false). 

Zero knowledge: Cheating verifier can’t get anything other than prover’s public data sent 

from the honest prover. 
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4. Zero Knowledge Watermark Detection 

The zero knowledge watermark detection scheme proposed in this paper consists of 

watermarks generation, watermarking embedding and watermark detection. The basic idea of 

our proposed public ZKWD scheme is as follows: 

Firstly, watermarks are generated by using logistic chaotic map from the robust text 

features which are extracted from plain text using our proposed feature extraction algorithm; 

then the watermarks are embedded into the plain text using our proposed natural language 

information hiding method (substitution of synonyms based on the semantic adjacent words). 

Therefore, there is a great correlation between the secret sequence (watermark) and the 

original text. When the zero knowledge watermark detection protocol is applied, verifier 

believes that the text in question contains the watermark claimed by prover by calculating the 

correlation, if the correlation value is greater than a certain threshold. The implementation 

process of the proposed method is illustrated in Figure 2. 

 

Figure 2. The Implementation Process of the Proposed Method 

4.1 Watermarking Generation Method 

In this section, a watermarking generation method based on logistic chaotic map is 

proposed. Chaotic systems have many important properties, such as the sensitive dependence 

on initial conditions and system parameters, the density of the set of all periodic points and 

topological transitivity, etc., Most properties are related to some requirements such as mixing 

and diffusion in the sense of cryptography. Therefore, chaotic cryptosystems have more 

useful and practical applications. 

The watermark information is generated from the extracted robust features and author 

information. The specific watermarking generation method is described as follows: 

Input: the extracted robust features F, the author information A 

Output: the watermarks W 
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1) Get the digital representation of the extracted robust feature using ASCII encoding and 

add it to F; 

2) Get the digital representation of the author information using ASCII encoding and add it 

to F; 

3) Scramble the sequence F using logistic chaotic map to S and keep the initial conditions 

and system parameters secret; 

4) Get binarization sequence W (the watermarks) of the sequence S by defining the 

threshold; 

According to the unidirectionality of chaotic sequence, it is very difficult for attackers to 

deduce the initial conditions and system parameters, because they are confidential and only 

the copyright holder owns them. Therefore the watermark generation function is a one-way 

function. 

 

4.2 Watermarking Embedding Method 

While zero knowledge watermark detection protocol is an important step towards secure 

watermark detection, it can only function reasonably if an embedded watermark can be 

detected/extracted from attacked media data. As a result, robustness against attacks is 

believed to be the prerequisite that must be satisfied before zero knowledge watermark 

detection protocol can be applied. Natural language watermarking is the most prominent 

scheme for text watermarking [15]. A robust watermarking embedding method is briefly 

proposed in this section. The generated watermarks will be embedded into the plain text by 

using our proposed natural language information hiding method that is substitution of 

synonyms based on the semantic adjacent words.  

Firstly, the synonymy sets are created and classified. For the non-totally interchangeable 

synonymy sets, the context words are obtained from the semantic adjacent words by 

analyzing the dependency relationships, and then the synonym is selected with high 

probability of its cooccurrence of the semantic adjacent words. The method can effectively 

obtain the context words, and avoid the improper substitutions. Meantime, the method is able 

to avoid the usage of obscure words, and can resist efficiently the detection method based on 

substitution of synonyms. 

The embedding secret key and extraction secret key are different in our proposed 

watermarking method, that is, we use a secret key for embedding and a different but public 

key for watermark detection, which is called asymmetric watermarking algorithm. This can 

avoid efficiently the problems which are caused by disclosure of the secret key, such as 

removing watermarks attack. 

 

4.3 Public Zero Knowledge Watermark Detection 

A cheating prover can intentionally choose a “faked” watermark as though it were the legal 

watermark to pass the verification of the protocol and deceive the verifier. Another case, the 

trusted third party is required in some zero knowledge watermark detection protocols to 

verify the signatures of the prover and verifier. However, the protocol could also be attacked 

by untrusted third party, and the involvement of trusted third party increases communication 

complexity. Therefore, in this section, a zero knowledge watermark detection protocol is 

proposed to prevent the owner from cheating by dishonesty prover and untrusted third party 

in the process of zero knowledge watermark detection.  

According to the homomorphic property of asymmetric encryption algorithm in the 

multiplication operation and the public parameters of the hash function, anyone who can be 

considered as a verifier can detect that whether the data sent by prover is correct or not. By 
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calculating the linear correlation, verifier can believe that the text in question contains the 

watermark claimed by prover when the value of the correlation is greater than a certain 

threshold. 

A cheating prover could, at best, succeed at cheating with probability 1/2. If the protocol is 

repeated n time, the cheating prover could succeed at cheating with probability 1/2
n
. Again, 

this algorithm is performed until the probability of cheating falls beneath a certain threshold. 

 

5. Security Analysis 

In order to satisfy the requirements of security, four steps are introduced in this paper: the 

first one, called robust feature extraction, is to extract robust features from the plain text 

which will be considered as the seeds of watermark generation; the second step, watermarks 

generation method, makes use of logistic chaotic map in order to generate watermarks to 

resist against the reversible attack; the third step is watermarking embedding algorithm by 

using the substitution of synonyms based on the semantic adjacent words to ensure the 

robustness of watermarking; the last one, asymmetric encryption algorithm, makes use of its 

homomorphic property to verify the correctness of data sent by prover. 

These methods ensure that there is a great correlation between the watermark and the 

original text to prevent the owner from cheating by ambiguity attacks. An adversary can 

create an ambiguous situation by deriving a forged watermark from a published work and can 

achieve a certain threshold which is smaller than the threshold the paper used. Meantime, the 

protocol proposed in this paper does not need the trusted third party, which reduces the 

communication complexity and prevents the owner from cheating of the third party. Any 

verifier can check that whether the medium contains a watermark claimed by prover or not by 

using our proposed ZKWD protocol. 

Compared with existing methods, the security of ZKWD is improved by producing a great 

correlation between the secret sequence (watermark) and the original text using the improved 

feature extraction algorithm. The homomorphic property of asymmetric encryption algorithm 

in the multiplication operation and the public parameters of the one-way function are used to 

prevent the owner from cheating by ambiguity attacks.  

The detection protocol is computationally sound and satisfies the requirements of the three 

main properties of zero knowledge proof. 

Completeness: The completeness requirement is easy to verify by inspection. The 

completeness of the whole protocol follows from the underlying detection, the homomorphic 

property of the asymmetric encryption algorithm and the completeness of the subproofs, what 

guarantees that an honest verifier will always accept a proof produced in an interaction with 

an honest prover. 

Soundness: The soundness of the protocol comes from the soundness of the subproofs, that 

guarantees that the prover correctly produces the intermediate results, and the binding 

property between the watermarking and the original text, that assures that these results cannot 

be forged in a feasible time, because Prover can only cheat in ZKWD by cheating in the 

computation of hash function. However, for this Prover has to either breaks the soundness of 

one of the ZKWD protocol or the binding property of the one-way hash function which is 

assumed to be computationally infeasible.  

Zero Knowledge: The zero knowledge property is also guaranteed by the zero knowledge 

of the sequentially composed subproofs and the statistically hiding property of the used 

asymmetric encryption algorithm. A simulator can be built that, given the random choices of 

the verifier, can produce an indistinguishable output of an accepting protocol, just using the 

existing simulators for the zero knowledge subproofs, when these are only known by the 
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prover. So the detection is performed without providing to verifier any information additional 

to the presence of the watermark.  

 

6. Conclusions 

A difficult problem in traditional watermarking scheme is that the security of watermark 

needs to be enhanced. The secret key is inevitably revealed during the watermarking 

detection process. The untrusted prover could disclose the watermarking-related information 

when detecting the watermarking information. ZKWD protocol can be used to improve the 

security of watermark scheme, and it can achive the aim that the leaked watermark-related 

knowledge is zero. 

In this paper, a public zero knowledge watermark detection protocol is proposed to prevent 

the owner from cheating by ambiguity attacks. Four steps are concluded in our proposed zero 

knowledge watermark detection scheme to achieve this goal: robust feature extraction 

method, watermarks generation method, watermarking embedding method and zero 

knowledge watermark detection protocol. Any verifier can check that whether the medium 

contains a watermark claimed by prover or not. The proposed method can satisfy the three 

requirements of zero knowledge proof of identity: completeness, soundness, zero knowledge. 

Meantime, the method ensures the security for watermark verification in the watermarking 

detection process without revealing any secret information related to watermarking.  

Future work is to study a non-interactive zero knowledge watermark detector robust to 

sensitivity attacks.  
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