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Abstract 

This paper focuses on the research of optimizing the safety and utility, proposing safety 

policy optimized model in cloud computing environment based on stochastic programming 

theory, building mathematical models which are on the basis of ensured data security to 

enhance the users’ utility, model analysis and optimization, and ultimately get the best 

optimized configuration of security policy in the cloud computing environment to guide the 

formulation and dynamic adjustment of access control policy in cloud computing environment, 

and to meet the users’ requirements, such as response time, resources availability and other 

utility requirements. 
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1. Introduction 

Cloud computing is TCP/IP based high development and integrations of computer 

technologies such as fast micro processor, huge memory, high-speed network and reliable. 

Cloud Computing emerged as an effective reuse paradigm, where hardware and software 

resources are delivered as a service through Internet [1]. Nowadays, there are many 

commercial cloud service providers, offering various kinds of delivered services such as 

Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service 

(SaaS) [2]. The cloud computing becomes the host issue in industry and academia with the 

rapid development of computer hardware and software. The cloud computing is the result of 

many factors such as traditional computer technology and communication technology and 

business mode. It is based on the network and has the format of service for the consumer. The 

cloud computing system provides the service for the user and has the character of high 

scalability and reliability. The company must have confidence in the cloud computing if they 

want to store the private data in the cloud system [3]. Governance and security are crucial to 
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computing on the cloud, whether the cloud system is in firewall or not. The security of cloud 

computing is the key import problem in the development of cloud computing [4]. The 

traditional security mechanism cannot protect the cloud system entirely. The cloud computing 

application is no boundaries and mobility and can lead many new security problems. The 

main security problems include data security, user data privacy protection, cloud computing 

platform stability and cloud computing administration [5-7]. 

 

2. The Security Situation in the Cloud Computing Environment 

As the representative of the technology revolution, the cloud computing has a great impact 

on the current information industry and application mode. The personal and business users 

needn’t to learn the server side software and just achieve the wanted service by a few simple 

clicks on the friendly software windows. Many industrial companies realized the full utility 

for the invested IT resources by integrating the data centers. 

The cloud computing means that the data is stored in the service providers that has a high 

commercial value such as the user information. And the security and privacy of information 

become more important. If the security problems happen, the stored data in cloud centers 

would be forgotten for a long period for individuals or enterprises that rely heavily on cloud 

computing. Cloud computing is a typical distributed environment which the resources and 

service are distributed in different service provider and the data owners are also distributed. 

The access control is required to access several different service providers. This is realized by 

the interaction operation between the different services. But the heterogeneity, autonomy and 

dynamism of the distributed environment make the whole cloud computing systems are not 

absolutely safe. And the cloud security is based on the user utility. Utility computing is a 

commercial mode that provides with the computing resources. Simply, the utility computing 

is a payment mode based on the usage amount of the resources. So the problem is discussed 

in this paper that how to bring the economic benefits to users by considering utility 

computing. 

 

3. Dynamic Access Control Model based on the Certificate 

In the cloud computing environment, there are three kinds of entities which are end user, 

service provider and data owner. The users request for the access of the cloud computing 

resources. And the service providers get the data owners that may come from different 

security domain according to the request from the users. This special organization structure 

and the dynamic and uncertainty of the environment result in that any access control model 

can’t ensure the absolute safety in the interaction process. 

The RBAC model is a classical traditional access control model. But the RBAC, the later 

ARBAC and GTRBAC models are often limited by the characteristic of host-center. These 

models can’t distinguish the common users and the resource owners. This situation results in 

that the models are hard to adapt to subject-object relationship in the cloud environment. 

Since the amount of resources in cloud computing is huge, the resource data is required to 

divided into a lot of small data blocks. The traditional access control model can’t involve the 

all entities in cloud computing. The CARBAC (Cloud Computing Administrative Role-Based 

Access Control) is proposed in this paper which is role access control management model 

based on certificate. This model is extension of the RBAC in cloud computing environment. 

The resources and application programs are accessed by the terminal users in this model. And 

CARBAC model supports the users’ certificates, environment variables and access control 

strategy.  
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3.1 User access control management in cloud computing: when an access request is online, 

the access permission to resources would be checked by the system. If the users have the 

access permission, the access permission to corresponding resources can be achieved. 

Otherwise, the users should backup in the data owner side. The users firstly send access 

request to the data owners. After received by the data owners, the data owners would send the 

request permission to users. If the authentication information is true and latest, the owners 

return an encrypted certificate to users. The corresponding access permission will returned to 

user roles after the users send the encrypted certificate to the service providers. This process 

is shown in Figure 1. 

 

 

Figure 1. The Authorization Process of User Access Permission 

Figure 1 describes the process of the user access permission in CARBAC model. The 

process can be divided into two parts that are {UR, OR, Req} and {UR, SP, P}. Among them, 

UR is the user role set. OR is the owner role set. And SP is the service provider. P represents 

the access rules. Req means the user access request set. And Req is shown in the following 

equation. 

 Req , , , , ,   ,UR OR ID request index data block index op           (1) 

3.2 Simulation experiments: The simulation experiment is based on CloudSim emulator. 

CloudSim is a kind of cloud computing simulation software which is proposed by the grid lab 

of Melbourne University in Australia and Gridbus program. It supports the modeling and 

simulation for the infrastructure of cloud computing. And it is a platform which also supports 

the data center, service agent and allocation strategy. 

Table 1. The Simulation Parameters of TBDAC 

Simulation 

parameter 

value Simulation 

parameter 

value 

  0.8 m  578 

s  
48 

,eu doSI  random 

U  
76 

,eu doUS  random 

1w  
45 

euN  random 

2w  
55 

doN  random 



International Journal of Security and Its Applications 

Vol.8, No.4 (2014) 

 

 

324   Copyright ⓒ 2014 SERSC 

This simulation experiments take TBDAC, ARTrust, EigenRep and PeerTrust into 

compare based on three different kinds of attack model which are simple malicious nodes, 

collusion fraud and complex strategy. And the successful transaction rate of the system is 

analyzed comparatively. The number of simulation nodes is 1000.  Among them, the 

proportion of the simple malicious nodes is from 10% to 50%. The other parameters of the 

simulation are generated by the random number generator. And these parameters are shown 

in Table 1. 

Among them, ,eu doSI and ,eu doUS represent respectively the number of successful 

interaction and the number of the fail interaction between eu and do. And s and U are 

the weights of ,eu doSI and ,eu doUS respectively. Similarly 1w and 2w  are also the system 

coefficient. 

According to the presentation of the network node, the nodes can be divided into two 

kinds. The first kind node is simple malicious node which only provides with unreal 

service. The other kind is collusion fraud node which collaborates with other malicious nodes, 

denigrates normal nodes and exaggerates the similar nodes. And the comparison of the 

successful transaction rate between the four modes under the attacking by the simple 

malicious is shown in Figure 2. The conclusion can be easily gotten that the successful 

transaction rate is highest with any proportion of the simple malicious nodes.  

 

Figure 2. The Successful Transaction Rate under the Attacking by the simple 
Malicious Nodes 

Similarly, the comparison is also diagramed under attacking by the collusion fraud nodes 

in Figure 3. From the two figures, TBDAC has larger advantage than the other three modes in 

the respect of the successful transaction rate.  
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Figure 3. The Successful Transaction Rate under the Attacking by the 
Collusion Fraud Nodes 

4. User Utility Analysis in Cloud Computing Environment based on Risk 

User utility means the use value of resources for user which indicates the satisfaction 

degree is achieved after occupying, using or productively consuming some service. This 

mainly involves the user expense and the response time of the service request. According to 

the analysis of the user satisfaction degree, the user utility function in cloud computing 

environment can be achieved. This function shows the quantitative relation between the 

utility gotten from the cloud centers and the corresponding service portfolio. 

4.1. The user utility function: In the cloud computing environment, the user security is the 

access risk without the permission in some degree. The expected utility function is proposed 

to define the degree of risk. This function is defined in a random variable collection. By using 

the utility function, several service portfolios can be analyzed. The expression is defined as 

follows. Among them, x, y and z respectively represent different kinds of service portfolios. 

 , , ,U U x y z                         (2) 

Time utility is analyzed with the condition of the task completion rate 100% which means 

that the task can be completed in the limited time. 

UT  is defined as the task collection in cloud center by user u . And ( )UTE T  is the total 

time budget of the task collection. ( , )com kT i S  is the time that is spent on the service 

kS in the task iT . The time on the task collection UT is also the longest time in the 

subtask iT . So the user time utility function is shown in the following equation (3). 

 (3) 

 

In the equation (3), kmax( ( ,S ))comT i  presents the max time spent on the service kS in 

the task iT . And com k( ) max( (i,S ))UTE T T  means the distance between the subtask 

time budget and the real expense time. 

4.2. Simulation analysis: With the fixed requirement and time budget, the task 

collection is divided into many subtasks. The research object is the impact on the time 
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utility with the change of the number x  of the subtasks. The price of the unit service 

resources at the unit time is set c and the requirements of the users are set d which is the 

total number of basic subtasks needed to complete. The task d is divided into 

x subtasks iT . The remaining subtasks which are divisible are equally distributed among 

the x  subtasks to ensure the maximum time of the task execution is the minimal. The 

values of these variables are shown in Table 2. 

Table 2. The Variable Value in the Time Utility Simulation 

variable d c x  ( )UTE T  

value 100 1 1~100 10 

The simulation result is illustrated in Figure 4. With the fixed requirements that are 

involved 100 subtasks, the number x  of the subtasks is less than 10, ( )t uU T  is less than 

zero. When x  is 10 or 11, ( )t uU T  is zero. And when x  is more than 10, ( )t uU T  is over 

zero. According to the expression of the time utility function, the closer the value of 

( )t uU T  is to zero, the better the time utility is. So the time utility is the best when x  is 

set 10 or 11. 

 

5. Conclusion 

The paper has presented a new mentality and method for balancing and optimizing 

resource security and user utility in cloud computing environment, proceeded in-depth 

research in correlation theory of security policy optimal model in cloud computing 

environment, solved some scientific problems of cloud computing safety, such as 

modeling analysis of user access policy security and utility property in cloud computing 

environment, safety optimalization and verification of access control policy of service 

process and so on. The outcomes can optimize user utility and resource security in 

cloud computing center in addition they have significant theoretical significance for the 

development of access control theory in cloud computing environment.  

 

 

Figure 4. The Time Utility Simulation Result with Fixed Requirements 
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