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Abstract 

As the mobile phone device is becoming the most indispensable devices user own, such 

device connecting to the corporate network is also rapidly changing. However there are 

many people using such Internet services from personal mobile devices with ignoring the 

basic concepts of information security. Especially in BYOD workplace, users as work tools 

can access sensitive corporate information from public areas. BYOD security challenges for 

corporate information are becoming more and more of a concern. In this paper, we are to 

focus on the private and confidential corporate information accessed from the attacker. We 

propose the network model applying multiplicative security to test using the simulator, and 

then prove the safety by attack scenarios in BYOD environments.  
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1. Introduction 

These days the technology as regards the concepts of mobility and connectivity has been 

rapidly change, users using the Internet have become subordination of smart services such as 

mobile networking, social networking and cloud computing, whereupon there are many 

people using such services from personal mobile devices in global network while ignoring the 

basic concepts of information security. Mobile security is therefore becoming more and more 

of a concern. It raises the issue constantly in mobile environments; 79 percent of businesses 

have had a mobile security incident in the past year, according to the report in 2013 by Check 

Point Software Technologies Ltd [2], which is one of the most important venders in 

networking security, published the report related to mobility research security.  

In particular, as the smart phone is becoming the most indispensable devices user own. By 

using this, their business is able to work through smart mobiles. The other word for such 

environments is BYOD that stands for a bring-your-own-devices [1, 3], and it is a growing 

trend in companies. As Gartner trend report [9], it predicts that personal mobile devices 

connecting to the corporate network were rapidly changing. It refers to the fact that users 

including employees and managers bring their own mobile computing devices such as smart 

phones, tablets to the workplace for work and connectivity on the business network, and then 

they access to business data without considering the information security. In a BYOD 

workplace, users using personal mobile devices as work tools can access sensitive or 

confidential information from public areas. Also unauthorized users like terminated 

employees can keep their own devices and even the data contained within. These factors can 

pose a serious threat because of working with sensitive corporate information [3, 5, 8].  
1
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Figure 1. Challenges with BYOD [2] 

According to the report [2], their main point is many companies have had costly BYOD 

mobile security incidents. Also the report found that BYOD brings security challenges for 

corporate information. As shown in Figure 1, 67 percent of companies said the most common 

challenge faced by organizations in adopting BYOD was securing corporate information.  

In this paper, we are to focus on the private data and confidential corporate information 

accessed from the attacker in BYOD environments. To protect the sensitive data, we 

considered it necessary to develop the network architecture applying multiplicative security 

factors rather than traditional security technologies for potential threats. So we do need to be 

able to recognize what the impact on user’s private is and what the impact of technological 

security innovation for business is. 

The rest of this paper is organized as follows. In Section 2, we discuss various security 

threats related to mobile office environments, especially the BYOD, and suggest alternatives 

for security. Section 3 introduces our network model for security testing and we present an 

overall graph to attack paths by presenting a network model. Section 4 presents the simulation 

for security vulnerability evaluations that is proves the security risks of the vulnerability 

through performing tests. Finally, in Section 5, we state the conclusions. 
 

2. Security Threats in BYOD Environment 

Security threats on wireless networks are constantly increasing. Public or private 

wireless networking get heavy use because personal mobile devices have various 

functionalities such as Bluetooth, wireless LAN, and communication networks in 

general. Another reason trying to store service bills about wireless data, more and more 

mobile device users can utilize wireless access point that is retrieved by random. If a 

hacker has an intention of attacking and provides a wireless access point with a 

malicious code, mobile phone user can be catch a virus or a malware just accessing 

such an access point [1]. Thus wireless connection environments on a smart device can 

be attacked more easily than conventional computer environments that caught a 

malicious code when a harmful website was visited. There are several cases [5, 7] in 

which they collect the personal and location information in smart  phones or tablets 

using the vulnerability of a wireless networking. And also the possibility is on the rise 

because personal information is exposed through fabricated wireless access points.  
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Although wireless environments pose these security threats to our environments,  a 

mobile environment in companies, that is called BYOD, is becoming a new trend. In the 

following Figure, various threats that affects BYOD are to separate out, and then areas 

in a mobile environment based on this classification pose what each area needs. 

 

Figure 2. Alternatives for Each Area of Mobile Environments Related to 
Security 

There are potential threats through the mobile application including data leakage, 

denial of service attack, charging damage [3, 7]. The risk of data leakage on mobile 

platforms is particularly acute. Mobile devices are designed to share data in the cloud 

and have no general purpose file system in business to share. And in an environmental 

sense mean that the service is used through open networks, the distributed denial of 

service (DDoS) attacks is to deny the enterprise service under attack to mobile device 

users. There are also inherent threat issues with the mobile computing devices that have 

personal information because most BYOD programs don’t make a clear separation 

between personal and corporate data and applications. The charging damage is one of 

them.  

There is another aspect to this inherent threats based on network. It is included [4]: 

high-threat malware, hijacked infrastructure, sites without content , suspect FTP, and 

suspect VPN. These threats are connections to malicious domains that are known 

malware threat site or hijacked infrastructure. Also in the same manner, VPN that gets 

the business dedicated line is connections from within an organization to suspicious 

VPN sites. 

 

3. Network Model for Security Testing 

3.1. Network Model based on Mobile Computing Environments 

As shown in Figure 2, the network model based mobile computing and networking 

environments can be tested using a simulating methodology to defend latent security threats 

and vulnerabilities, which refers to Section 2. It can be composed of various entities; the 

terminal device such as smart phones and tablets, the application in mobile computing 

devices, the connection network, and the enterprise system related to business tasks (refer to 

Figure 3). In this paper, we assort it into five domains by connection devices and network 

environments. 

 Domain 1 : the terminal – including a hardware, an operating system and an application 
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This is the mobile computing device that users use for work, so this area includes various 

kinds such as a smart phone, a tablet, and a notepad. It is composed of two or more 

ingredients; but we are focused on a mobile operating system and a mobile application. A 

mobile operating system combines the features of a general computer operating system with 

other features related to mobile. It also operates the radio and other hardware, and manages 

various applications in mobile computing devices. A mobile application is software that can 

run on a mobile computing device, and then it will allow the device to perform specific tasks. 

 

 

Figure 3. Network Model based on Mobile Networking Environments 

 Domain 2: the public wireless networks 

This is a technology that does the transmitting without using cables or fiber optics, and it 

includes a wireless LAN, Wi-Fi. It supports the environment of wireless local area networks, 

and then users can access to the network around supported anywhere by a wireless LAN. In 

particular, users have access to wireless network services at public areas, which they can use 

for personal business tasks. 

 Domain 3 :  the mobile networks – or the communication networks 

This is a technology to enable communication on the move, and it includes communication 

networks such as 3G, 4G and Wibro. Users are working at mobile area with own mobile 

device regardless of time or place, this technology provides mobile devices to network 

resources like video, audio, or data using a wireless network connect mode. 

 Domain 4 : the wired networks – including DMZ and VPN 

Although a wireless network should provide mobile networking services with mobile 

devices, basically, each technology device can be connected to wire networks to use 

enterprise services. And thus mobile networking services are provided by wired connectivity 

that connects to the internal enterprise network or the task server. It should be composed of 

various security features such as a usage of authorized device and a traffic blocking; the 

infrastructure must be designed to protect for the enterprise that retained business-critical 

information. 

 Domain 5 : the enterprise system 

The business internal system for the mobile networking service furnishes users who were 

working and requested it with business services. It must also manage historical logs about the 

system access, and it should record detailed task statements to carry out works. 
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Based on classified domains, attacker types are divided into two groups; the outside and the 

inside. If we are focused on the leaks of corporate information, it may be processed as 

follows; the outside attacker is in Domain 1, and points to Domain 5 as a target for attacks. 

This way the attacker infringes on Domain 5 – that there is the enterprise server – through 

Domain 1, Domain 3 and Domain 4. The inside attacker is in Domain 2, this is also a target 

for attacks is the enterprise server in Domain 5 to infringe business environments. So the 

attacker tries to access Domain 5 via Domain 2, Domain 3 and Domain 4. It may indicate a 

scenario from the other aspect like privacy; the outside attacker can infringe mobile devices 

for private in Domain 1, which means they are all connected to each other in mobile 

communication networks. It is how to attack, the access to privacy start at Domain 1 and 

return to it through Domain 3. The inside attacker can also access mobile computing devices 

in Domain 1 connecting to a wireless network from Domain 2. 

3.2. Security Threats Evaluations by Attack Scenarios 

In this section, we show results from security threats evaluations conducted by attack 

scenarios based on proposed network model in mobile networking environments. Figure 4 

shows a graph that represents to grasp attack paths in our network model based on mobile 

computing and networking environments. It indicates several statuses that attack or infringe 

by network environments. By presenting a graph like this, we can grasp attack paths easily. 

 

 

Figure 3. Graph for Path by Attack Cases 

It is derived 4 attack paths for two targets including private and business from a graph 

based on network model to the below: 

 Set S, T, E, and NS in a graph G, 

subject using mobile computing devices S1; target to attack T = (T1, T2);  

necessary equipments for networking E = (E1, E2, E3, …, En); NS is set to the entity E;  

 Access to T by attack paths. Then: 

- The outside attack is initiated from Domain 1. 

Case 1. S1 → NS1{E1→E2→E3} → NS3{E1..N} → T1  

Case 2. S1 → NS1{E1} → T2  

- The inside attack is initiated from Domain 2. 

Case 3. NS2{(E1→E2)or E2} → NS3{E1..N} → T1  

Case 4. NS2{(E2→E1)or E1} → T2  

In such scenarios, there are several and various methods how to calculate quantification for 

security vulnerability, and we perform security threats evaluation of our network model based 

on CVSS[6] that is the best known method of them as shown in Table 1. First, we need to 
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capture three impact conditions, which are access to and impact on the target. Access Vector(AV), 

that is whether or not the vulnerability is exploitable locally or remotely; Access 

Complexity(AC), that is the complexity of attack required to exploit the vulnerability once an 

attacker has access to the target system; Authentication (Au), that is whether or not an attacker 

needs to be authenticated to the target system in order to exploit the vulnerability. The target 

system judges of the damage including Confidential (C), Integrity (I) and Availability (A) by such 

three impact values. 

Each case is calculated on the basis of CVSS that illustrated how changes in metric values 

influence the scores. It has simply the following expressions: 

TemporalScorei = casei × E(F:0.95) × RL(OF:0.87) × RC(C:0.9),  

if i ∈  number of cases, and then Round TemporalScorei to one decimal. 

And then, the environmental score of cases is calculated on each TemporalScorei of casei : 

EnvironmentalScorei = AT(about 1.589) + ((10-AT(about 1.589)) × CDPx) × TDy,  

if i ∈  number of cases, None:0 ≤ x ≤ High:0.5 and None[0%] ≤ y ≤ High[76-100%],  

and then Round EnvironmentalScorei to one decimal 

* AT is impacted by Impact Sub score Modifiers = {CR:H(1.51), IR:M(1.0), 

AR:M(1.0)} 

Case 1: AV has ‘Network (N)’ because it is possible to access far in the distance. This needs 

for the expertise like a socio technological method to access, and for that reason AC has 

‘Medium (M)’ about the complexity of attack. To access the enterprise interior system, Au sets 

up ‘Single(S)’ since it is needed to use the login including password, single-sign-on, and 

certificates. For example, if this interior system was infected with the malware, it may be 

almost entirely exposed to the danger. Each of attack impact values has ‘Complete’ to need to 

consider the most dangerous case scenario. A base score of case 1 is calculated by a temporal 

score including vulnerability values, and as a result it is a score of 8.5. The base vector of this 

vulnerability can be represented AV:N/AC:M/Au:S/C:C/I:C/A:C. 

Case 2: To enable the attack of privacy from far away, AV sets up ‘Network(N)’. AC has 

‘Medium(M)’ because it needs for some expertise to access mobile devices. Case 2, what an 

attacker accesses the target device to the mobile networks using mobiles, cannot cause 

vulnerability to need to be authenticated, though it may lead to other problems, and for that 

reason Au has ‘None(N)’. Although an attacker accesses to a lot of methods and occurs many 

problems, this case is the most important in C from the individual perspective with regard to 

privacy, and then C has ‘Complete(C)’. And other attack impacts set up ‘Partial(P)’ because 

mobiles have a restricted access and performance. A base score of case 2 is calculated by a 

temporal score related to vulnerability impact values, so that the result score is 8.3. The base 

vector of this vulnerability can be represented AV:N/AC:M/Au:N/C:C/I:P/A:P. 

Case 3: AV sets up ‘Adjacent Network(A)’ because it is possible to access and attack to be 

close. AC has ‘Low(L)’ since the inside attacker can have a command of a penetration. To 

access the enterprise interior system, Au, like case 1 sets up ‘Single(S)’ since it is needed to 

use the login. Also each of attack impact values has ‘Complete(C)’ to need to consider the 

most dangerous case scenario in the same way as case 1. A base score of Case 3 is calculated 

by a temporal score including vulnerability values, and as a result it is a score of 7.7. If this 

attack is enable to access far in the distance using a public Wi-Fi, AV has ‘Network(N)’. So it 

is recalculated by a temporal score, and as a result it is a score of 9. Additionally, a base score 

has the highest score in attack options since an attacker accesses to a lot of methods and 

occurs many problems. Thus the base vector of this vulnerability can be represented 

AV:N/AC:M/Au:S/C:C/I:C/A:C. 

Case 4: AV has ‘Adjacent Network(A)’ and AC sets up ‘Low(L)’ since the inside attacker 

can have a command of a penetration in the same way as Case 3. On the other hand, there is 
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no need to use the authentication for anyone in the Internet, which can access to it through a 

public Wi-Fi, so Au has ‘None(N)’. This, like case 2 focuses on the individual perspective 

about privacy, C has ‘Complete(C)’ and other attack impacts set up ‘Partial(P)’. A base score 

of case 4 is calculated by a temporal score including vulnerability values, and as a result it is a 

score of 7.3. Also AV can have 'Network(N)' in the same way as Case 3. So it is recalculated 

by a temporal score, and as a result it is a score of 9. Thus the base vector of this vulnerability 

can be represented AV:N/AC:L/Au:N/C:C/I:P/A:P. 

Table 1. Analysis on a Case-by-Case Basis 

 Case 1 Case 2 Case 3 Case 4 

B
a

se M
u

ltip
le

 

Access Vector (AV) N : 1.0 N : 1.0 
N : 1.0  

(or A : 0.646) 

N : 1.0  

(or A : 0.646) 

Access Complexity (AC) M : 0.61 M : 0.61 L : 0.71 L : 0.71 

Authentication (Au) S : 0.56 N : 0.704 S : 0.56 N : 0.704 

Confidentiality Impact (C) C : 0.66 C : 0.66 C : 0.66 C : 0.66 

Integrity Impact (I) C : 0.66 P : 0.275 C : 0.66 P : 0.275 

Availability Impact (A) C : 0.66 P : 0.275 C : 0.66 P : 0.275 

Base Score 8.5 9 (or 7.7) 8.3 9 (or 7.3) 

 

On the basis of this, if a system model is applied from consolidated security functions 

complementing such threats and vulnerabilities, the vulnerability patch level of our system 

model that, if applied properly, is ‘Official-Fix’, and the vulnerability reliability is of course 

‘Confirmed’. Supposing the confidential in our system model is more important than that of 

general systems, and using environment values including the Collateral Damage Potential 

(Low:light loss≤CDPi≤High:catastrophic loss) and the Target Distribution (Low[0-

25%]≤TDi≤High[76-100%]), the value or range of environment scores have from 1.8 to 8.5. 

The details about calculation methods is completely beyond the pale, thus this paper 

represents nothing but a result. We tested the simulation to evaluate by defining a set of each 

value simply. 
 

4. Simulation for Security Vulnerability Evaluations 

In this section, we installed wired and wireless networks which can be connected to 

enterprise services, similar to BYOD environments. And the simulation is performed using 

each case how such environments impact with the security aspects of privacy and business.  

We propose a test simulation, and do a performance using the simulator (OPNET++ tool) 

for experiment. It has also the ability to use the same packet to perform, and then evaluates 

performance on a vulnerability level from 0 to 10 since it can obtain the average value 

through a series of tests.  

The Figure below shows graphs by attack path for purpose, this is shown with considering 

the impact on security, which is the horizontal axis on the graph, represents vulnerabilities of 

network model with a base score in the range 0.0-10.0. If the system with security functions 

applied is consolidated, it has the minimum value – almost zero. On the contrary, the 

maximum value means that the system model without security functions applied is vulnerable 

to attack. And the vertical axis, representing the average time taken that could have occurred 

in scenarios. We indicate that test simulation commonly consists of two graphs by attacker 

type of scenarios. 
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Figure 4. Impact of Applying Security Factors by Attacker Type 

Case 1 and Case 2 are a way of attacking the outside attacker, as the security become 

stronger in system, this graph (a) represents that vulnerabilities are decreased and the access 

time for attack takes a long time. The graph (b) including Case 3 and Case 4 is a way of 

attacking the inside attacker, this is showing similar results as the security become stronger in 

the system model. 

Based on these tests we performed, we can get quantitative information about the safety to 

be secure-effective since our suggested model is calculated by the vulnerability. 

 

5. Conclusions and Future Research 

Wireless environments on mobile computing devices can be attacked more easily than 

conventional computer environments, and also raising the possibility that personal 

information is exposed to danger in BYOD environments. Hence, we discuss various threats 

that affect BYOD and suggest the security function of each alternative based area of latent 

threats. We introduced our proposed network model to simulate using a wireless connect 

mode on condition that mobile computing devices have service for business's work. By 

presenting the network model, we represented that a graph indicates attack paths. We shows 

results from security threats evaluations conducted by attack scenarios based on proposed 

model, and then proved the security risks of the vulnerability in BYOD environments through 

performing tests using the simulator. These results met expectations; vulnerabilities are 

decreased and the access time for attack takes a long time. 

This paper will help to get quantitative information about the safety to be secure-effective, 

and will consider the feasible possibility for changing enterprise environments. 
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