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Abstract 

Elliptic Curve Cryptosystem (ECC) is a well-known cryptosystem for securing the 

communications. The most important operation in ECC is scalar multiplication. The integer 

representation plays an important role in the performance of this operation. This paper 

presents and evaluates a novel recoding technique which reduces the average Hamming 

weight of integers. The Left-to-Right (L2R) scalar multiplication is modified to utilize this 

new integer representation. Our analysis shows that the computation cost (the number of 

required point addition/subtraction operation) in the proposed L2R scalar multiplication 

algorithm is effectively reduced in comparison with other modified L2R binary scalar 

multiplication algorithms.  
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1. Introduction 

Pairing based cryptosystems [1] and Elliptic Curve Cryptosystems (ECCs) [2, 3], two new 

Public Key Cryptosystems (PKCs), have recently been used for application in cryptography 

[4-6]. The basic operation in the pairing based cryptosystems and ECCs is scalar 

multiplication. As a result, increasing the performance of this operation is a challenging issue 

[5-8]. 

Scalar multiplication is performed by repeating point addition/subtraction and point 

doubling operations. Hamming weight of scalar determines the number of the required point 

addition/subtraction operation. Reducing the Hamming weight of the scalar can affect the 

performance of scalar multiplication [7-9]. 

There is much attempts to enhance the efficiency of this operation by reducing the 

Hamming weight such as scalar multiplication algorithm using complement recoding 

technique [10], modified complementary recoding technique [11], and hybrid complementary 

and 1’s complement recoding technique [12].  

This paper presents and evaluates a novel scalar multiplication algorithm to reduce the 

computation cost (the number of required point addition/subtraction operation). This novel 

scalar multiplication algorithm utilized a new recoding technique to reduce the Hamming 

weight of the scalar. Using Markov chain, we prove that the average Hamming weight of the 

proposed scalar multiplication is
13

3n
. 

The rest of this paper is organized as follows: Section 2 briefly describes the scalar 

multiplication algorithm. Section 3 outlines two typical recoding techniques. The proposed 
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algorithms are presented in Section 4. In Section 5, the proposed scalar multiplication is 

evaluated. Finally, Section 6 concludes this paper. 

 

2. The Scalar Multiplication Algorithm  

Scalar multiplication is defined by 
   

k times

PPPkPQ  where P and Q are the elliptic curve 

points and k is a scalar. This operation plays a major role in the pairing based cryptosystems 

and ECCs. A widely used method for computing scalar multiplication is binary (double-and-

add) method [9, 13, 14, 15]. There are two common algorithms in the binary method: the 

Right-to-Left (R2L) algorithm and the Left-to-Right (L2R) algorithm. The R2L algorithm 

processes the scalar bits from the Least Significant Bit (LSB), while the L2R algorithm scans 

the scalar bits from the Most Significant Bit (MSB). The L2R algorithm is a widely used 

algorithm. Algorithm 1 shows the L2R binary scalar multiplication algorithm [13-15].  
 

Algorithm 1: The L2R binary scalar multiplication algorithm 

INPUT: k=(kn-1kn-2...k1k0)2 ;P=(x,y); 

OUTPUT: Q=(x',y')=kP; 

1. Q ← 0; 

2. For i= n-1 Downto 0  

3.       Q=2Q; 

4.       If ki=1 then  Q ← Q+P; 

5. Return Q; 

 

In this algorithm, 






1n

0i

i

i
.2kk  where {0,1}k  

i
 . This algorithm scans the scalar bits from the 

MSB to LSB. For 0k  
i
 , both point operations are computed, while for 0k  

i
 , the point 

doubling operation is only computed [9, 14]. 

 

3. The Recoding Techniques 

Based on investigations in the previous section, the integer representation (the length and 

Hamming weight of the scalar k) has an important role in the performance of this algorithm. 

Several recoding techniques have been proposed to reduce the Hamming weight of the scalar 

[9-12, 16, 17]. This section outlines two important recoding techniques, Canonical Recoding 

(CR) technique and complementary recoding technique. 

 

3.1. The Canonical Recoding Technique 

A canonical representation [18] of an integer A is defined as 




1n

0i

i

i
.2aA  where 1,0,1}{a  

i
 . 

Algorithm 2 is utilized to convert an integer from the binary representation to its canonical 

representation [9, 14]. 

 
Algorithm 2: The Canonical Recoding (CR) algorithm 

Input: A= (an-1an-2…a1a0)2         

Output: D= (dndn-1…d1d0)SD        

1.  c0:= 0; 

2.  For i = 0 to n  

3.      ci+1:= (ai + ai+1 + ci)/2; 

4.      di := ai + ci - 2ci+1; 

5.  Return D; 
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This algorithm scans input integer A from the LSB to the MSB. The average Hamming 

weight of an n-bit canonical recoded integer is 
3

n  and this integer representation guarantees 

the minimal Hamming weight. [14, 19, 20, 21]. 

 

3.2. The Complementary Recoding Technique 

A complementary representation of an integer k is a sequence of bits 

2012n1n
)k...kk(kk


 where {0,1}k  

i
  and satisfies the following equation [9-11]: 

  1k2.2kk
n

1n

0i

i

i






 (1) 

where k  is 1’s complement of k, 012n1n kkkkk  , and satisfies the following equation: 












0k   if   1k

1k   if   0k

ii

ii

 1n0,1,...,ifor    (2) 

 

4. The Proposed Algorithms 

This section outlines the proposed recoding technique, and the proposed scalar 

multiplication algorithm. 
 

4.1. The Proposed Recoding Technique 

The proposed representation for an integer B, which is output of the proposed recoding 

algorithm, is a sequence of digits
SD012-n1-n

)b ,b ,… ,b ,(b=B  where }1 0, ,1{b
i

 . Figure 1 shows the 

steps to convert an integer from its binary representation to the proposed representation. 
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Binary representation 

{0,1}

Complementary representation 

{0,1}

output:

Proposed  representation 

{-1, 0,1}

 

Figure 1. The Block Diagram of the Proposed Recoding Technique 

The proposed integer representation uses two recoding techniques: canonical recoding 

technique and complementary recoding technique. Algorithm 3 is proposed for converting an 

n-bit integer k from its binary representation to the proposed representation.  
 

Algorithm 3: The proposed recoding algorithm 

Input:
2012-n1-n

)k ,k ,… ,k ,(k=k ; 

Output:
SD011-nn

)b ,b ,… ,b ,(b=B ; 

1. If H(k)>n/2 Then k=A ; 

2. Else A=k; 

3. D=CR(A); 
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4. If H(k)>n/2 Then 1-D-2B
n

 ; 

5. Else B=D; 

6. Return B; 

 

H(k) in this algorithm denotes the Hamming weight of k and the output of this algorithm is 

SD011-nn
)b ,b ,… ,b ,(b=B . First, H(k) is compared to the average Hamming weight of the binary 

representation. Then, if H(k) is greater than n/2, the proposed representation is represented 

based on 2’s complement as follows: 

1-D-2B
n

 . 

where D is computed by applying CR algorithm to 1’s complement of k, kA  . 

On the other hand, the proposed representation is computed as follows: 

B=D 

where D is computed by applying CR algorithm to A=k. 

Theorem 1. The Hamming weight arisen from algorithm 3 is asymptotically
13

3n
 . 

Proof. Assume that, k is an n-bit binary integer. To compute the average Hamming weight of 

the proposed representation, we model it using Markov chain. 

According to [9, 19], all possible inputs and outputs of the CR algorithm are listed in Table 

1. 

Table 1. The State Transition Table for the CR Algorithm 

Current State Output Next State 

si        (ai+1, ai, ci) (di,ci+1) ai+2 = 0 ai+2 = 1 

s0 

s1 

s2 

s3 

s4 

s5 

s6 

s7 

(0, 0, 0) 

(0, 0, 1) 

(0, 1, 0) 

(0, 1, 1) 

(1, 0, 0) 

(1, 0, 1) 

(1, 1, 0) 

(1, 1, 1) 

(0, 0) 

(1, 0) 

(1, 0) 

(0, 1) 

(0, 0) 

(1, 1) 

(1, 1) 

(0, 1) 

s0 

s0 

s0 

s1 

s2 

s3 

s3 

s3 

s4 

s4 

s4 

s5 

s6 

s7 

s7 

s7 

 

All 8 states in this table are labeled 0
s - 7

s . For example 4
s  represents 0) 0, (1,)c ,a ,(a

ii1i



. 

In this state, the output is 0) (0,)c ,(d
1ii




. So, the next state is 0)  1, ,(a)c ,a ,(a
2i1i1i2i 

 . Since the 

complementary recoding is applied to the integer k for computing A, 
4

1
1)P(a

2i



 and 

4

3
0)P(a

2i



 [9-10]. Thus, the probability transitions from the state 0) 0, (1,s

4
  to the states  

0) 1, (1,s
6
 and 0) 1, (0,s

2
 are

4

1  and
4

3  respectively. The probability when the state 
i

s succeeds 

the state
j

s is denoted by
ij

P . So,
4

1
P

46
 , 

4

3
P

42
 and 0P

4j
  for 7 5, 4, 3, 0,1,j  . Therefore, the one 

step transition probability matrix is given as follows: 
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P =





















































4/10004/3000

4/10004/3000

4/10004/3000

04/10004/300

004/10004/30

0004/10004/3

0004/10004/3

0004/10004/3

 (3) 

 

If πi shows the probability of the state si for 7 , 1, 0,i  , the probability for each state is 

found by solving the following equations [9, 19]: 
 







 





7

0 i
1

.

i

P




 (4) 

 

As a result:
 

]
52

1
,

208

9
,

208

3
,

52

9
,

52

3
,

208

27
,

208

9
,

52

27
[ . (5) 

Thus, the probability of the zero digit and nonzero digits are 
13

10

7430
   and 

13

3

6521
   respectively. Therefore, the average Hamming weight of the proposed 

representation is 
13

3n
for n-bit integers.  

 

4.2. The Proposed Scalar Multiplication Algorithm 

Since Hamming weight of integers plays an important role in the scalar multiplication, the 

proposed recoding technique is a suitable technique for applying to the binary scalar 

multiplication. In this section, the L2R binary scalar multiplication is modified to utilize the 

proposed recoding technique. The proposed L2R scalar multiplication is shown in algorithm 

4. 

 
Algorithm 4: The proposed L2R scalar multiplication algorithm 

Input:
2012-n1-n

)k ,k ,… ,k ,(k=k , P=(x, y); 

Output:Q=(x', y')=kP; 

1. Q=0; 

2. Compute B by applying algorithm 3 to k; 

3. For i=n Downto 0 

4.     Q=2Q; 

5.     If (bi>0) Then Q=Q+P; 

6.     Else If (bi<0) Then Q=Q-P; 

7. Return Q; 

 

The inputs of this algorithm are scalar 
2012-n1-n

)k ,k ,… ,k ,(k=k   and elliptic curve point 

P=(x, y), the output is elliptic curve point Q =(x', y')= kP. In this algorithm, B is computed by 

applying the proposed recoding technique to the scalar k. The point doubling operation is 
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performed per iteration, while the point addition/subtraction operation is only performed 

where bi≠0. 
 

5. Comparison 

As described in the previous sections, the Hamming weight of the scalar denotes the 

number of required point addition/subtraction operation in the scalar multiplication algorithm. 

Thus, reducing the Hamming weight can enhance the performance of the scalar multiplication 

algorithm [7, 9, 11, 17]. So, the effect of the proposed recoding technique on the scalar 

multiplication is investigated in this section. 

The computation cost (the number of required point addition/subtraction operation) of the 

proposed scalar multiplication algorithm and two recent modifications of the L2R binary 

scalar multiplication algorithm for various operand size are computed and summarized in 

Table 2 and Figure 2. 

Table 2. The Comparative Table for Computation Cost 

Reference 
Average Hamming 

weight 

Computation cost 

n=192 n=224 n=256 n=384 n=521 

[11] 
3

n
 

64 75 86 128 174 

[12] 
4

n  
48 56 64 96 130 

This paper 
13

3 n
 

45 52 60 89 121 
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Figure 2. The Comparison of the Computation Cost 

Based on our analysis which is shown in Table 2 and Figure 2, the computation cost (the 

number of required point addition/subtraction operation) in the proposed L2R scalar 

multiplication algorithm is reduced in comparison with recent modifications of the L2R 

binary scalar multiplication algorithm [11, 12]. 
 

6. Conclusion 

An important operation in the pairing based cryptosystems and ECCs is scalar 

multiplication. In this paper, a novel and efficient scalar multiplication algorithm based on a 

new recoding technique is presented. In the proposed scalar multiplication algorithm, the 

canonical recoding technique is applied to the complementary recoded scalar. The Markov 
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chain is used to prove that the average Hamming weight of the proposed integer 

representation is
13

3n
. Our analysis shows that using the proposed scalar multiplication 

algorithm, the computation cost (the number of required point addition/subtraction operation) 

is effectively reduced in comparison with other modifications of the L2R binary scalar 

multiplication algorithm [11, 12]. 
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