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Abstract 

In this work, the features of the Defense-in-Depth (DID) concept of nuclear industry 

cyber security have been studied to obtain the insights of the DID architecture of server 

systems. Through the feature analysis, we have found out that there need to be clear 

system boundaries among all DID levels, systems should be classified by smaller scale, 

and one-way data flow makes it possible to assign a high cyber security level to a system. 

Based on the finding, we have suggested a DID architecture for server systems. The 

architecture is an n-tier and ‘thin’ server architecture which introduces the special 

features of the nuclear industry DID concept. The suggested architecture is expected to 

be very useful to improve the cyber security of various kinds of server systems. 
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1. Introduction 

In order to improve the cyber security of server systems, the integrated consideration 

of methods, techniques, tools, people and processes required to protect information is 

crucial. This is because there is no single measure or single technology that will make 

information safe and secure from all external and internal threats. Defense–in–Depth 

(DID), which is a design concept, originally coined in a military context and crucially 

used in nuclear industry, can be a useful concept for the improvement of cyber security 

[1]. This work has studied the DID concept of nuclear industry cyber security. Son and 

Kim, in a previous work, assigned cyber security levels to a typical digital I&C system 

using the DID concept and obtained the lessons learned from the security level 

assignment [2]. This work has revisited the lessons and deduced a few special features of 

the DID concept which are related to server system architecture. Based on the special 

features, which are described in Section 2, we have suggested a DID architecture for 

server systems, which is an n-tier and ‘thin’ server architecture introducing the special 

features of the nuclear industry DID concept. The suggested architecture is described in 

Section 3. The suggested architecture is expected to be very useful to improve the cyber 

security of various kinds of server systems. 
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2. Defense-in-Depth in Nuclear Industry Cyber Security 
 

2.1. Defense–in–Depth Concept 

Originally, DID is a basic concept for safety design of nuclear facilities. The multi-

barriers and multiple levels of protection concept are used in nuclear power plants for 

DID design [1]. With the introduction of digital systems, nuclear reactors are forced to 

care for the problem of cyber attacks because I&C systems have been digitalized using 

networks or communication systems [3, 4]. DID is also an approach in which multiple 

levels of security and methods are deployed to guard against failure of one component or 

levels in terms of cyber security. The architecture of DID for cyber security is presented 

in Figure 1. 

 

 

Figure 1. The Architecture of Defense–in–depth Concept in Nuclear Industry 

Cyber Security [2] 

This defensive architecture includes the five concentric cyber security defensive levels 

separated by security boundaries. The systems requiring the greater degree of security are 

located within a greater number of boundaries. Figure 1 shown above does not always 

correspond directly to the physical location. The critical digital assets (CDAs) associated 

with safety, important to safety and security functions, as well as support systems and 

equipments which, if compromised, would adversely impact safety, important to safety 

and security functions, are allocated to Level 4 and are protected from all lower. And 

only one-way data flow is allowed from level 4 to level 3 and from level 3 to level 2. 

Here, the initiation of communications from digital assets at lower security levels to 

digital assets at higher security levels is prohibited. Data only flows from one level to 

other levels through a device or devices that enforce security policy between each level, 

by maintaining the capability to detect, prevent, delay, mitigate, and recover from cyber 

attacks [2, 5]. 

 

2.2. Special Features Related to DID Architecture 

Through a case study, Son and Kim pointed out that the CDAs of cyber security DID 

Level 4 and Level 3 were classified clearly but the ones of Level 2 to Level 0 were not 

[2]. From this fact, the lesson that there are no clear boundaries among all levels for DID 

was obtained. The levels of security barriers shall be defined clearly and explicitly 

according to the DID concept. This lesson deduces two special features of the nuclear 

industry cyber security, related to the DID architecture, which are that there need to be 

clear system boundaries among all DID levels and that the digital I&C systems should be 

classified by smaller scale in order to have the clear system boundaries in view of the 

DID levels. 

Another important lesson from the case study was that it was possible to assign Level 

4 and Level 3 to the corresponding CDAs because they offered the mechanisms of one-
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way data flow [2]. If a system has the information that can flow one-way and is important 

to safety and security, it can be assigned to Level 4 or Level 3. This lesson also deduces a 

special feature that one-way data flow makes it possible to assign a high cyber security 

level to a system.  

 

3. Architecture for Server System Cyber Security Improvement 

Basically, the architecture proposed in this work is an n-tier server architecture, which 

is distributed properly. Figure 2 shows an example of 3-tier server system architecture. 

Distributed servers are applied for overcoming the problems with central server 

frameworks like poor distribution of processing, high user response latency, heavy state 

management on the servers, and reduced opportunity for interoperability [6-9]. When a 

server is centralized, the communications between clients and servers and among servers 

are hidden by the framework and the server ‘endpoints’ are hard or impossible to isolate. 

This is not helpful in assigning cyber security levels to servers clearly. On the contrary, in 

distributed servers, we can get clear boundaries among servers as well as between clients 

and servers by exposing explicit and secure data-interchange interfaces. As the first 

special feature mentioned in Section 2.2 infers, it is crucial to clearly assign the security 

levels to subsystems in implementing the DID concept for a system architecture. 

Therefore, the n-tier architecture is favorable for the cyber security of servers. 

 

 

Figure 2. Example of 3-tier Server System Architecture 

The second special feature is related to keeping a server as ‘thin’ as possible. Each 

distributed server shall be designed as ‘thin’ as possible so that it can be as easy as 

possible to encode or protect the information which it handles. To do this, the security 

level of information shall be considered. All the information that the server system deals 

with is broken down and assigned with different security levels. As the criticality of the 

information increases, the information shall be handled on the server with the higher 

level. Reflecting this feature to the DID architecture, as shown in Figure 3, the DB server 

in Figure 2 can be separated into two different DB servers according to the information 

security level. 

It shall also be considered that when one server is penetrated by some cyber attacks, 

the other server can be maintained safely without the cyber attacks. Here it is checked if 

the system deals with the information that can flow one-way from a server to another and 

is important to security. If it does any, the information should be handled with a dedicated 

server, which shall be assigned to Level 3 or Level 4. This is directly related to the third 

special feature. This feature introduces the ‘multi-leveled security’ architecture. Figure 3 
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shows an example of server system that has the architecture proposed in this work. It is 

assumed that some information can be dealt with through off-line communication. Owing 

to one-way communication and even off-line communication, the server system can have 

Level 3 sub-system and Level 4 sub-system. Thus the system becomes to have the multi-

leveled security architecture in a full scale. 

 

 

Figure 3. Example of Suggested DID Architecture for Server Systems 

4. Conclusions 

This work has proposed a DID architecture for the improvement of server system 

cyber security. The architecture is featured as the n-tier and ‘thin’ server architecture and 

the ‘multi-leveled security’ architecture. Based on the lessons learned from the security 

level assignment case study, the special features of the DID concept in nuclear industry 

cyber security have been deduced. The features are directly reflected onto the DID 

architecture proposed in this work. This architecture is expected to be applied to improve 

the cyber security of various server systems.  
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