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Abstract 

This article introduces an architecture design of a festival management system server. The 

design incorporates the concept of n-tier architecture and that of ‘thin’ server. The designed 

architecture was evaluated in view of cyber security, particularly defense-in-depth concept. 

The evaluation was performed to check if the features of the defense-in-depth concept 

according to a guideline are applied properly to the architecture. After reflecting the 

evaluation results, the designed architecture has become adequate for a festival management 

system when the high security is required for the system. 
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1. Introduction 

The regional festivals have been hosted quite frequently because they have many 

advantages in terms of increasing the incomes of the local residents, raising the potential for 

regional development, and being suitable for the acceptance by the dynamic forms of the 

modern tourism. The festival management system is a system that is utilized to manage 

various activities and huge amount of data related to a festival. This system involves 

advanced information network and multimedia technology like the combination of media and 

computer, video conference system, the interaction between participants of different location 

with on-screen pictures of each other which are possible to use voice, text and graphic. 

This article introduces an architecture design of a festival management system server. The 

design incorporates the concept of n-tier architecture and that of ‘thin’ server. The designed 

architecture was evaluated in view of cyber security, particularly DID (Defense-in-Depth) 

concept. The evaluation was performed to check if the features of the DID concept according 

to a guideline are applied properly to the architecture. The initial evaluation concluded that 

the designed architecture is not adequate for a festival management system when the high 

security is required for the system. The essential features of the DID concept were applied for 

the architecture according to the evaluation. As a result of the application, the designed 

architecture has become adequate for a festival management system in view of cyber security. 

Section 2 briefly introduces the festival management system. Section 3 describes the initial 

design of the festival management system server architecture. Section 4 discusses the DID 
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concept and the design improvement according to the concept. Section 5 presents the 

conclusions of this article. 

 

2. Festival Management System 

The festival management system enables a direct operation of all the festival processes 

such as preparation, operation, post festival management, and administrative tasks, and so 

forth [1]. One of the main features of the festival management system is the situation 

awareness capability, which is an ability to sense and analyze context from various sources; it 

allows the system to take different actions adaptively in different contexts [2]. To implement 

this feature, Kim and Ko proposed an adaptive agent of error or application sharing based on 

a hybrid software architecture [3]. The adaptive agent took advantages of the two approaches 

to software architecture on which distributed collaborative application, CACV (Centralized-

Abstraction and Centralized-View) and RARV (Replicated-Abstraction and Replicated-View). 

The festival management system requires various kinds of assessment data such as 

punctuality check, smoothness check, surveys, and so on and different kinds of management 

activities like schedule reporting, visitor feedback, event management, risk management, 

visitor traffic flow trace, and so forth. The functions for the design and construction of 

festival site facilities are essentially required for the system. Furthermore, for smooth 

feedback, the interoperability between the QRCode (Quick Response Code) management 

system and the automatic visitor processing system is essential [3]. 

The festival management system has the managers such as GSM (Global Session Manager), 

Daemon, LSM (Local Session Manager) and PSM (Participant Session Manager). GSM has 

the function of controlling whole session when a number of sessions are open simultaneously 

for festival data. LSM manages only one session for festival data. For example, LSM is a 

local session manager in distributed multimedia environment for festival data. GSM can 

manage multiple LSM for festival data. Daemon is an object with services to create session 

for festival data. Session management exchanges message or command between LSM and 

GSM. It also exchanges media data between media servers based on the interpretation of 

message handler for festival sites [3]. 

 

3. Initial Design of the Server Architecture 

The festival management system should be a distributed system due to the features and 

functions described in Section 2. The festival management system server introduces the n-tier 

server architecture which is for distributed server systems. Figure 1 shows the initial design of 

the festival management systems server architecture which is the 3-tier server system 

architecture. The functions and the loads of the server are properly distributed to application 

servers, a DB server, and a mainframe server. Generally, distributed servers are applied for 

overcoming the problems with central server frameworks like poor distribution of processing, 

high user response latency, heavy state management on the servers, and reduced opportunity 

for interoperability [4-7]. When a server is centralized, the communications between clients 

and servers and among servers are hidden by the framework and the server ‘endpoints’ are 

hard or impossible to isolate. On the contrary, in distributed servers, we can get clear 

boundaries among servers as well as between clients and servers by exposing explicit data-

interchange interfaces. 
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Figure 1. Initial Architecture Design of the Festival Management System Server 

In this design, each distributed server is designed to deal with its own data and sessions. 

Application servers handles sessions. DB server supports the application servers with festival 

data and plays role of media server. Mainframe server operates daemons and supports error 

and application program sharing. GSM operates on Mainframe sever. 

 

4. Cyber Security Evaluation and Design Improvement 

The designed architecture was evaluated in view of cyber security, particularly DID 

(Defense-in-Depth) concept. DID concept and the design improvement according to the 

concept are described in this section.  

 

4.1. Defense-in-Depth (DID) Concept 

Originally, DID is a basic concept for safety design of nuclear facilities. The multi-barriers 

and multiple levels of protection concept are used in nuclear power plants for DID design [8]. 

With the introduction of digital systems, nuclear reactors are forced to care for the problem of 

cyber attacks because I&C systems have been digitalized using networks or communication 

systems [9, 10]. DID is also an approach in which multiple levels of security and methods are 

deployed to guard against failure of one component or levels in terms of cyber security. The 

architecture of DID for cyber security is presented in Figure 2. 

 

 

Figure 2. The Architecture of Defense–in–depth concept in Nuclear Industry 
Cyber Security [11] 
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This defensive architecture includes the five concentric cyber security defensive levels 

separated by security boundaries. The systems requiring the greater degree of security are 

located within a greater number of boundaries. Figure 2 shown above does not always 

correspond directly to the physical location. The critical digital assets (CDAs) associated with 

safety, important to safety and security functions, as well as support systems and equipments 

which, if compromised, would adversely impact safety, important to safety and security 

functions, are allocated to Level 4 and are protected from all lower. And only one-way data 

flow is allowed from level 4 to level 3 and from level 3 to level 2. Here, the initiation of 

communications from digital assets at lower security levels to digital assets at higher security 

levels is prohibited. Data only flows from one level to other levels through a device or 

devices that enforce security policy between each level, by maintaining the capability to 

detect, prevent, delay, mitigate, and recover from cyber attacks [11, 12]. 

Through a case study, Son and Kim pointed out that the CDAs of cyber security DID Level 

4 and Level 3 were classified clearly but the ones of Level 2 to Level 0 were not [11]. From 

this fact, the lesson that there are no clear boundaries among all levels for DID was obtained. 

The levels of security barriers shall be defined clearly and explicitly according to the DID 

concept. This lesson deduces two special features related to the DID architecture, which are 

that there need to be clear system boundaries among all DID levels and that the systems 

should be classified by smaller scale in order to have the clear system boundaries in view of 

the DID levels. 

Another important lesson from the case study was that it was possible to assign Level 4 

and Level 3 to the corresponding CDAs only when they offered the mechanisms of one-way 

data flow [11]. Thus, if a system has the information that can flow one-way and is important 

to safety and security, it can be assigned to Level 4 or Level 3. This lesson also deduces a 

special feature that one-way data flow makes it possible to assign a high cyber security level 

to a system. 

 

4.2. Evaluation Results and Design Improvement 

As mentioned in Section 4.1, when a server is centralized, the communications between 

clients and servers and among servers are hidden by the framework and the server ‘endpoints’ 

are hard or impossible to isolate. This is not helpful in assigning cyber security levels to 

servers clearly. On the contrary, in distributed servers, we can get clear boundaries among 

servers as well as between clients and servers by exposing explicit and secure data-

interchange interfaces. As inferred from the first special feature mentioned in Section 4.1, it is 

crucial to clearly assign the security levels to subsystems in implementing the DID concept 

for a system architecture. Therefore, the n-tier architecture is favorable for the cyber security 

of servers. 

The second special feature is related to keeping a server as ‘thin’ as possible. Each 

distributed server shall be designed as ‘thin’ as possible so that it can be as easy as possible to 

encode or protect the information which it handles. While doing this, the security level of 

information shall also be considered. All the information that the server system deals with is 

broken down and assigned with different security levels. As the criticality of the information 

increases, the information shall be handled on the server with the higher level.  

To implement DID concept to the server architecture design, it shall be considered that 

when one server is penetrated by some cyber attacks, the other server can be maintained 

safely without the cyber attacks. Here it is checked if the system deals with the information 

that can flow one-way from a server to another and is important to security. If it does any, the 

information should be handled with a dedicated server, which shall be assigned to Level 3 or 

Level 4. This is directly related to the third special feature.  
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Figure 3 shows the design improvements of the server architecture. Reflecting the second 

special feature of DID concept to the initial architecture design, as shown in Figure 3, the DB 

server in Figure 1 can be separated into two different DB servers according to the information 

security level. It is also suggested that some information should be dealt with through off-line 

communication. Owing to one-way communication and even off-line communication, the 

server system can have Level 3 sub-system and Level 4 sub-system. Thus the architecture 

reflects the third special feature of DID concept. All the levels of the security architecture are 

shown in the improved architecture described in Figure 3. 

 

 

Figure 3. Improved Architecture Design of the Festival Management System 
Server 

5. Conclusions 

An architecture design of a festival management system server is described in this article. 

Initially, the design was based on the concept of n-tier architecture. The designed architecture 

was evaluated in view of cyber security, particularly DID (Defense-in-Depth) concept. The 

evaluation was performed to check if the features of the DID concept according to a guideline 

are applied properly to the architecture. The initial evaluation concluded that the designed 

architecture is not adequate for a festival management system when the high security is 

required for the system. Based on the lessons learned from the security level assignment case 

study, the special features of DID concept in nuclear industry cyber security have been 

deduced. The essential features of DID concept were applied for the architecture design 

improvement. The improved design incorporated the concept of ‘thin’ server and the one-way 

communication mechanism. As a result of the improvement, the designed architecture has 

become adequate for a festival management system in view of cyber security. This 

architecture is expected to be applied to improve the cyber security of various server systems. 
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