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Abstract 

With the rapid development of the Internet and the broadband, more and more people 

transit images on the Internet. Given the information security, some important images must 

be encrypted when transmitted. Image scrambling serves as one of the powerful encrypting 

tools. This paper proposes an image scrambling algorithm based on grouping calculation. 

This algorithm divides every byte of the stored image information into three groups, and 

swaps the position of each group so that the pixels’ positions are scrambled. And then 

empower the three groups with corresponding values and do linear calculation for new byte 

values so that the pixels’ color values are scrambled. The empirical results show that this 

algorithm has a satisfactory scrambling result. 
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1. Introduction 

Most information people received in daily life comes from sight, namely, image 

information. It indicates our trust on what we see. The development of information 

technology enables the digital media to be transmitted and spread through the Internet quickly 

and conveniently but also incurs many risks [1]. As the information is easy to be accessed, 

copied and spread illegally, it needs protections. There are mainly two techniques to protect 

the multi-media information: one is encryption, the other is to embed watermark. Image 

scrambling is in the former category. It can also be applied to pretreatment of information 

hiding and digital watermark [2-4]. 

Image scrambling is defined as scrambling the image, usually the position or the gray 

correlation so that people or computer systems cannot perceive the true meaning of the 

original image [5, 6]. Image scrambling algorithms have three categories: spatial domain 

scrambling, frequency domain scrambling and scrambling spatial domain and frequency 

domain simultaneously. Spatial domain image scrambling has two ways: based on the 

position transformation [2, 5, 7, 8] and based on the gray transformation [9-11]. Tang et al., 

[2] propose an image scrambling algorithm that needs no iterative calculation. This algorithm 

divides bits of each pixel into even and odd groups. Those in the even group are swapped so 

that the original higher bits become lower and vice versa. Lei et al., [8]
 
propose an improved 

scrambling algorithm based on knight-tour transformation that enlarges the key database and 

enhances the scrambling effect. Shao et al., [11] construct an avalanche image scrambling 

transformation that scrambles the original image through inverse transformation and recovers 

the scrambled image through obverse transformation. 
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Currently, there is no dearth of researches on image scrambling based on position 

transformation. But the existing algorithms have many problems, such as safety concern 

in the transformation cycle, higher demand on the size of the image, dissatisfactory 

effect of image scrambling, instability of image scrambling, low efficiency of image 

scrambling, etc. And there are few researches discussing the image scrambling based on 

gray transformation, which generates a better result than the previous one. This paper 

combines two transformations and proposes an image scrambling algorithm based on 

grouping calculation. The algorithm takes two steps: first, divide the byte and swap the 

position; second, transform the byte value by linear calculation. The empirical result s 

and the distortion analysis show that this algorithm has bet ter result in visual effect and 

the degree of image scrambling. 

 

2. Introduction on Typical Image Scrambling Algorithms 

To better define the image scrambling, we take the image as the matrix, take the rows and 

columns as the pixels of the height and the width respectively and take the element value as 

the color value of the pixel. Thus, here is the definition of the image scrambling [12]: 

The given image G=[g(i, j)]m×n, the transformation matrix T=[t(i, j)]m×n is a permutation 

from 1 to m×n, in which m stands for the number of the row, n stands for the number of the 

column. G and T are corresponded to each other in accordance with each row and column. 

Move the color value of the pixel at position k(1≤k<m×n) to its corresponding position k+1, 

and that at the position m×n to its corresponding position 1, then we can get a new image N, 

which means that G turns to be N after the image scrambling T. 

To better understand this definition, we provide a specific example as follows: 

 

25 30 88 

39 96 155 

87 118 173 

(a) The original image G 

 

5 7 4 

3 9 1 

2 6 8 

(b) The transformation matrix T 

 

173 25 39 

87 118 30 
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96 155 88 

(c) The scrambled image N 

Figure 1. A Particular Example of Image Scrambling 

2.1. Image Scrambling Algorithm based on Position Transformation 

Image scrambling algorithm based on position transformation refers to scrambling the 

information of the original image by swapping the position of pixels, which makes the image 

unable to identify. This algorithm is featured by simplicity and efficacy. Typical algorithms 

include Arnold transformation, Fibonacci transformation, magic square transformation, affine 

transformation, orthogonal Latin square transformation, Knight-tour transformation, etc. We 

will take Arnold transformation and Fibonacci transformation as examples. 

(1) Arnold transformation is proposed by Arnold in his research on ergodic theory. It 

draws a cat-like face in the square and makes it obscure through transformation. The 

Arnold transformation is shown as Eq. (1): 
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                                                  (1) 

x, y  {0, 1, 2, …, m-1} refers to the abscissa and ordinate of pixels before Arnold 

transformation. x', y' refer to the abscissa and ordinate of pixels after Arnold transformation. 

m is the order of the image matrix. Mod refers to modular arithmetic, the purpose of which is 

to ensure x', y' of sitting in {0, 1, 2, …, m-1}. 

(2) Fibonacci series is a typical recurrence relation and is widely accepted. Fibonacci 

series is defined as the following: make F0=1, F1=1, then Fn=F(n-1)+F(n-2)(n≥2). We call 

{Fn} the Fibonacci series. For natural number m≥2, Fibonacci series is shown as Eq. (2)
 

[13]: 

)  (mod
01

11

'

'

m
y

x

y

x



































                                                (2) 

x, y {0, 1, 2, …, m-1} refers to the abscissa and ordinate of pixels before Fibonacci 

transformation. x', y' refer to the abscissa and ordinate of pixels after Fibonacci 

transformation. m is the order of the image matrix. 

 

2.2. Image Scrambling Algorithm based on Gray Transformation 

This image scrambling algorithm works by gray transformation of the pixels of the image, 

creating a higher safety. But the efficiency is not satisfying because of the mathematical 

operations and such algorithm brings some difficulty in relevant position scrambling. So there 

are few researchers on this category of algorithms. Typical algorithms are Gray code 

transformation, bit plane transformation, exclusive OR transformation, etc. We will take Gray 

code transformation as an example to introduce the image scrambling algorithm based on 

gray transformation.  

For any nonnegative integer u, record its binary code as u=(up-1up-2…u1u0)2, define: 

gp-1=up-1, gi=ui⊕ui+1                                                   (3) 
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i=0, 1, 2, …, p-2, "⊕" is the modulo 2 addition. Then we can get an integer in the way of 

binary code g(u)=(gp-1gp-2…g1g0)2, Eq. (3) is called the Gray transformation. g(u) is called the 

Gray code of u [14]. Gray transformation is shown as follows: 
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3. The Proposed Algorithm 

Image scrambling algorithms based on position transformation and gray transformation are 

very common ways of image scrambling. This paper discusses these two methods and 

proposes an image scrambling algorithm based on grouping calculation. The algorithm first 

divides the bytes into groups and swaps their positions and then employs the linear 

calculation to three groups for byte value transformation. 

 

3.1. Grouping and Rows and Columns Swapping 

(1)This paper deals with bitmap images. Common bitmap images are 24-bit true color 

image and 8-bit gray image. Every pixel of the true color image needs 3 bytes and every pixel 

of the gray image needs 1 byte. To ensure the image scrambling result, this paper divides 

every byte into 3 groups. We will take (10011010)2 as an example shown in Figure 2. Two 

bits "10" on the left are the first group, three bits "011" in the middle are the second group 

and three bits "010" on the right are the third group. 

 

First Second Third 

10 011 010 

Figure 2. A Particular Example of Grouped Byte 

Here we need to examine the third group of every byte for later linear calculation of byte 

value. If the third group of a byte is "100", then we should revise it to "101". 

(2) There are many ways to swap rows and columns [15]. This paper swaps (or moves) 

those groups, that is, for two bytes A and B, swap the first group, or the second group, or the 

third group of A and B. 

 

3.2. Calculation Method of the Byte Value 

For every byte after grouping transformation, the calculation is done in the following ways: 

suppose the decimal numbers of the three groups of byte A are a, b, c, the byte value is: 

g=a×100+b×10+c                                                      (5) 

For example, the binary number of byte A is expressed as (10101001)2, the first group is 

"10", the second group is "101" and the third group is "001". The three decimal numbers are 

2, 5 and 1. Then the byte value is g=2×100+5×10+1=251. Obviously, the range of the 
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calculated byte value is [0,377], but that of a normal byte should be [0,255]. Thus, two cases 

can be partitioned: 

(1) If the byte value g is smaller or equals to 255, there is no need to calculate a second 

time. If the third group of the binary number is "100", then revise it to "101". 

(2) If the byte value g is bigger than 255, then calculate a second time in the way of: 

g=g-255                                                             (6) 

After executing Eq. (6), the byte value sits among [1,122], which meets the requirement. 

The highest bit of the byte must be 0. To successfully restore the scrambled image, the third 

group of the binary number corresponding byte value g is forcibly revised to "100". To reduce 

the distortion as much as possible, we can do some changes before revising it to "100": if the 

value of the third group is smaller than "100", replace the highest bit of the byte by 0; 

otherwise replace it by 1. 

 

3.3. Inverse Calculation of the Byte Value 

For any byte A of the scrambled image, the inverse calculation of the byte value is 

described as follows: 

(1) When the third group of A is not "100", suppose the byte value of A in the hundred's 

place, the ten's place and the unit's place are h, t, u, then transform them to binary numbers of 

two bits, three bits and three bits. Thus we get a binary number of eight bits, which is the byte 

value of A after inverse calculation. For example, if the byte value of A is 136 with 1 in the 

hundred's place, 3 in the ten's place and 6 in the unit's place, these three numbers are 

expressed by "01", "011", "110" respectively as binary numbers. And finally we can get 

(01011110)2. 

(2) When the third group of A is "100", the inverse calculation takes three steps to finish. 

First, if the highest bit of A is 0, revise the third group of A to "010"; if the highest bit of A is 

1, revise the third group of A to "110". Second, add 255 to the byte value of A. Third, execute 

the calculation in (1) and get the byte value of A after inverse calculation. 

 

3.4. Scrambling Algorithm 

Every pixel of the true color image needs three bytes and that of the gray image needs 1 

byte. For an image of any size (the true color or gray image), the proposed scrambling 

algorithm is described as follows: 

(1) Read the original image. Group every byte that stores the image according to the 

method mentioned in section 3.1, and swap (or move) relevant rows and columns. 

(2) Calculate the byte value of every byte using the method mentioned in section 3.2 and 

get the scrambled image. 

 

3.5. Inverse Scrambling Algorithm 

Inverse scrambling algorithm is similar to scrambling algorithm. This algorithm can be 

described as follows: 

(1) Calculate the byte value of every byte in the scrambled image using the method 

mentioned in section 3.3. 

(2) For all groups, reverse the process of swapping rows and columns in scrambling 
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algorithm to restore the image. 

 

4. Empirical Results 

We have applied the proposed algorithm to many experiments and the empirical results 

show that this algorithm generates expected results. Because of the limited space, here we 

only take four examples including two standard test images, one photographed car image and 

one painted image. 

Experiment 1. Figure 3(a) is a Lena true color image of 256×256 (unit: pixel, the same 

below). After applying it to our scrambling algorithm, we get Figure 3(b), which is unable to 

distinguish. The pixels in Figure 3(b) are evenly distributed and the information is destroyed. 

And later we restore it to Figure 3(c), which is almost the same as the original image. 

 

 

(a) The original image 

 

 

(b) The scrambled image 

 

 

(c) The restored image 

Figure 3. The Experiment on the Lena Image 
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Experiment 2. Figure 4(a) is a Baboon true color image of 256×256. After applying it to 

our scrambling algorithm, we get Figure 4(b), which is unable to distinguish. The pixels in 

Figure 4(b) are evenly distributed and the information is destroyed. And later we restore it to 

Figure 4(c), which is almost the same as the original image. 

 

 

(a) The original image 

 

 

(b) The scrambled image 

 

 

(c) The restored image 

Figure 4. The Experiment on the Baboon Image 

Experiment 3. Figure 5(a) is a car image of true color in the size of 351×225. After 

applying it to our scrambling algorithm, we get Figure 5(b). And later we restore it to Figure 

5(c), which is almost the same as the original image. Scrambling and restoring are 

satisfactory. 
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(a) The original image 

 

 

(b) The scrambled image 

 

 

(c) The restored image 

Figure 5. The Experiment on the Car Image 

Experiment 4. Figure 6(a) is a painted image of true color in the size of 300×227. After 

applying it to our scrambling algorithm, we get Figure 6(b). And later we restore it to Figure 

6(c), which is almost the same as the original image. Scrambling and restoring are 

satisfactory. 
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(a) The original image 

 

 

(b) The scrambled image 

 

 

(c) The restored image 

Figure 6. The Experiment on the Painted Image 

5. Discussion and Conclusion 

This paper proposes an image scrambling algorithm based on grouping calculation. This 

algorithm works well in image scrambling. From empirical results, we have proved that 

distortion is hardly caught by naked eyes. Here we conclude the following distortion analysis 

for the restored image: 

(1) In Section 3.1, the third group of the byte has been revised from "100" to "101", 

causing the distortion value to be 1. The distortion probability of every byte is 1/8. 

(2) For the first case in Section 3.2, the third group of the byte has been revised from "100" 

to "101", causing the distortion value to be 1. The distortion probability of every byte is 

approximately 1/8. For the second case in Section 3.2, if the third group is "010" or "110", 

then there is no distortion; if the third group is "001", "011", "101" or "111", the distortion 
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value is 1; if the third group is "000" or "100", the distortion value is 2. Therefore, the average 

distortion value is 1 for the second case in Section 3.2. 

Thus we can get that the average distortion value is approximately 0.5 for every byte 

applied by the proposed algorithm. 

If we want to get a restored image without any distortion, we can add a new space as big as 

the original image for storing the distortion value of every byte. But the disadvantage is that 

the scrambled image is twice as big as the original image. 
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