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Abstract 
Bluetooth technology has become an integral part of this modern society. Bluetooth is a 

recently proposed protocol for local wireless communication and has become a de facto 
standard for short-range ad hoc radio connections. Security concern is one of the most 
important problems delaying the mass adoption of Bluetooth. Bluetooth communication range 
is categorized as high, medium and low depending upon power level. High range of Bluetooth 
communication is up to 91 meter, medium range is up to 9 meter and low range is up to 1 
meter. Authentication and Encryption are the key security features that are used in Bluetooth 
communication. In this paper, we present architecture for authentication security of 
Bluetooth. The main goal of this paper is to design architecture of security for Bluetooth in 
real scenarios. In order to find out the major vulnerabilities in modern wireless Bluetooth-
enabled devices that has performed successfully for several attacks such as Unauthorized 
Direct Data Access (UDDA) and Man-in-the-Middle Attack (MITM). This form of 
authentication presents an interesting modeling challenge. We discuss the implications of this 
authentication security for typical Bluetooth usage scenarios. 
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1. Introduction 

Bluetooth, a new technology named after the 10th century Danish king Harald Bluetooth, 
is a recently proposed standard for local wireless communication and is becoming hotter and 
hotter a topic. The primary design goal of Bluetooth is a cable replacement protocol for 
wireless connectivity. Now it has extended to include the application scenarios of both 
voice/data access points and personal ad hoc networks. Bluetooth radios are becoming 
ubiquitous in mobile devices such as cell phones, laptops, and even many modern cars. Over 
one billion Bluetooth enabled devices have been shipped to date [1]. These devices are often 
used to store users’ private data. For example, a user may enjoy the convenience of being able 
to wirelessly transfer contact data between his or her laptop and a mobile phone, but probably 
does not want that contact data to be publicly available to all Bluetooth devices in range. The 
Bluetooth specification [2] supports the establishment of symmetric keys to allow two devices 
to securely communicate with each other. The device pairing process comprises 
authentication, generation of the initialization in key, and generation of the key. Bluetooth 
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technology has been considered as a cheap, reliable, and power efficient replacement of 
cables for connecting electronic devices. This technology was officially approved in the 
summer of 1999 [3]. Since then it has widely been used in various electronic devices. 
Bluetooth Special Interest Group (SIG) was formed to nurture and promote this technology. 
The SIG has over 14,000 members including some leading companies in the fields of 
telecommunications, computing, automotive, music, industrial automation, and network 
industries [4]. Bluetooth permits devices to establish either ad hoc or infrastructure networks. 
Infrastructure networks use fixed Bluetooth access points (AP), which facilitate 
communication between Bluetooth devices. This document focuses on ad hoc piconets, which 
are much more common than infrastructure networks. Ad hoc networks provide easy 
connection establishment between mobile devices in the same physical area (e.g., the same 
room) without the use of any infrastructure devices [5]. A Bluetooth client is simply a device 
with a Bluetooth radio and software incorporating the Bluetooth protocol stack and interfaces. 
Bluetooth can also be used to form ad hoc networks of several (up to eight) devices, called 
piconets. This can be useful for example in a meeting, where all participants have their own 
Bluetooth compatible laptops, and want to share files with each other [6]. Bluetooth offers 
several benefits and advantages, but the benefits of Bluetooth are not provided without risk. 
Bluetooth technology and associated devices are susceptible to general wireless networking 
threats, such as denial of service attacks, eavesdropping, man-in-the-middle attacks, message 
modification and resource misappropriation [7, 8]. Our main contribution is a formal, tool-
supported security analysis of two Bluetooth device pairing protocols. The Simple Pairing 
protocol presents an interesting challenge to formal verification methods because it relies on 
out-of-band, human authentication (explained in more detail below). Human-verifiable 
protocols based on image- or audio-matching are becoming increasingly popular for mobile 
device authentication [9, 10, 11]. Although cryptographic security proofs have been manually 
derived for similar protocols [12, 13], we view our work as the initial step in applying formal 
methods to this class of protocols. Informally, the security properties we verify for both 
pairing protocols are [13] key secrecy for the initialization key [14] and authentication of 
session participants. Intuitively, our key secrecy property states that upon successfully 
completing a device pairing between devices A and B, the initialization key is known only to 
A and B. Our authentication property states that, if A has completed a device pairing in which 
A believes that it has successfully paired with B, then it has indeed paired with B (and vice 
versa).  

The main part of this paper is devoted to the analysis of the Simple Pairing protocol, which 
was designed to rectify vulnerabilities caused by the use of low-entropy secrets in the 
standard pairing protocol. For key establishment, Simple Pairing uses plain, unauthenticated 
Diffie-Hellman key exchange. Authentication relies on an interesting out-of-band mechanism. 
Each device computes a short cryptographic hash of the established key and displays it on the 
device’s screen. The two devices’ owner(s) visually compares the displayed values and 
manually confirms that they match. In other words, authentication is done via key 
confirmation on a secure human channel, i.e., a human “equality oracle”. In this paper, we 
present the first formal architecture for this type of authentication. While there are other 
protocols in the literature that employ similar human authentication mechanisms to the best of 
our knowledge none of them have been formally analyzed. 
 
2. Bluetooth Security 

The Bluetooth technology provides security measures at both the application layer and the 
link layer. Besides there are two kinds of inherent features that make attacks more difficult. A 
hop selection mechanism of up to 1600 hops/sec is employed to avoid the interference from 
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external or other piconets. An automatic output power adaptation scheme is also included in 
the standard for the low power consumption of light-weight mobile devices, which can reduce 
the radio spread range for data transmission exactly according to requirements based on the 
detected intensity. 
 
2.1. Basic Definitions 

A total of three different information security objectives are to be reached one or all. 
Confidentiality means that the data can only be used by authorized users and/or parties. 
Integrity means that the data cannot be modified during transfer and stored by adversaries. 
Availability means that the data is always available for authorized use. Typical attacks to a 
wireless network include DoS (Denial-of-Service), man-in the- middle, spoofing, 
impersonating, session hijacking, eavesdropping, etc. Bluetooth launches three main 
techniques to achieve security features. 
 

• Confidentiality: The first goal of Bluetooth is confidentiality or privacy. This service 
prevents an eavesdropper from reading critical information. In general, with this 
security service only the authorized user can access the data. The process of 
transforming data into a form that it cannot be understood without a key. Both data 
and control information can be encrypted. 

• Authentication: Providing identity verification of the communicating devices is the 
second goal of Bluetooth. Authentication allows the communicating devices able to 
recognize each other; hence communication aborts if the user is not authorized. The 
process of verifying ‘who’ is at the other end of the link. Authentication is performed 
for both devices and users. 

• Authorization: The third goal of Bluetooth is to control access to the resources. This 
is achieved by determining the users who are authorized to use the resources The 
process of deciding if a device is allowed to have access to a service. Authorization 
always includes authentication. 

2.2. Modes of Security 

Each Bluetooth device can operate on one of the 3 security modes. Mode 1 is a non secure 
mode in which a Bluetooth device shall never initiate any security procedure. Mode 2 is 
service-level enforced security where a device does not initiate security procedures before 
channel establishment at L2CAP level, and whether to initiate or not depends on the security 
requirements of the requested channel or service. Mode 3 is a link-level enforced security in 
which a Bluetooth device shall initiate security procedures before the link set-up at the LMP 
level is completed. Accordingly, two levels of Bluetooth security scheme can be identified, as 
follows: 
 

• Link-level security, corresponding to security mode 3. The Bluetooth device initiates 
security procedures before the channel is established. This is the built in security 
mechanism and it is not aware of service/application layer security. 

• Service-level security, corresponding to security mode 2. The Bluetooth device 
initiates security procedures after the channel is established, i.e., at the higher layers. 
This is a kind of add-in mechanism and is regarded as a practical issue. 
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2.3. The Levels of Security 

Bluetooth allows different security levels to be defined for devices and services. Two 
security levels can be defined for a device. A trusted device has unrestricted access to all or 
some specific services. Basically this means that the device has been previously authenticated 
and marked as “trusted”. An entrusted device has restricted access to services. Usually the 
device has been previously authenticated but has not been marked as “trusted”. An unknown 
device is also an entrusted device. Three levels of service security are allowed to be defined 
so that the requirements for authorization, authentication, and encryption can be set 
independently, including services that require authorization and authentication, services that 
require authentication only, and services open to all devices. These three security levels can 
be described by using the following three attributes. 

• Authorization Required: access is only granted after an authorization procedure. Only 
trusted devices would get automatic access. 

• Authentication Required: the remote device must be authenticated before being able 
to connect to the application. 

• Encryption Required: the link between the two devices must be encrypted before the 
application can be accessed. 

 
3. Security Modes of Bluetooth 
 
3.1. Security Mode 1: Non Secure Mode 

This is the most insecure security mode in which the Bluetooth device does not initiate any 
security procedure, allowing other Bluetooth devices to initiate connections with it. 
 
3.2. Security Mode 2: Service-level Enforced Security Mode 

This mode enforces security after establishment of the link between the devices at the 
L2CAP level. This mode allows the setting up of flexible security policies involving 
application layer controls running in parallel with the lower protocols. 
 
3.3. Security Mode 3: Link-level Enforced Security Mode 

This mode enforces security controls such as authentication and encryption at the 
Baseband level itself, before the connection is set up. The security manager usually enforces 
this onto the LMP. Bluetooth allows security levels to be defined for both devices and 
services. For devices there are two possible security levels. A remote device could either be 
trusted device-Such a device would have access to all services for which the trust relationship 
has been set or untrusted device-Such a device would have restricted access to services. 
Typically such devices would not share a permanent relationship with the other device. 
 
4. Authentication 

The Bluetooth authentication scheme uses a challenge response strategy as shown in 
Figure 1, where a protocol is used to check whether the other party knows the secret key. The 
protocol uses symmetric keys, so a successful authentication is based on the fact that both 
participants share the same key. The Authenticated Ciphering Offset (ACO) is computed and 
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stored in both devices and is used for cipher key generation later on. The verifier sends the 
claimant a random number to be authenticated. Then, both participants use the authentication 
function E1 with the random number, the claimants Bluetooth Device Address and the current 
link key to get a response. The claimant sends the response to the verifier, who then makes 
sure the responses match. The used application indicates who is to be authenticated. So the 
verifier may not necessarily be the master. Some of the applications require only one-way 
authentication, so that only one party is authenticated. This is not always the case, as there 
could be a mutual authentication, where both parties are authenticated in turn. If the 
authentication fails, there is a period of time that must pass until a new attempt at 
authentication can be made. The period of time doubles for each subsequent failed attempt 
from the same address, until the maximum waiting time is reached. The waiting time 
decreases exponentially to a minimum when no failed authentication attempts are made. 
 

 
Figure 1. Challenge response for Bluetooth 

5. Key Management 
Prepare all security transactions between two or more parties are handled by the link key. 

The link key is a 128- bit random number. It is used in the authentication process and as a 
parameter when deriving the encryption key. The lifetime of a link key depends on whether it 
is a semi-permanent or a temporary key. A semi-permanent key can be used after the current 
session is over to authenticate Bluetooth units that share it. A temporary key lasts only until 
the current session is terminated and it cannot be reused. Temporary keys are commonly used 
in point-to- multipoint connections, where the same information is transmitted to several 
recipients. The length of the Personal Identification Number (PIN) code used in Bluetooth 
devices can vary between 1 and 16 octets. The regular 4-digit code is sufficient for some 
applications, but higher security applications may need longer codes. The PIN code of the 
device can be fixed, so that it needs to be entered only to the device wishing to connect. 
Another possibility is that the PIN code must be entered to the both devices during the 
initialization as shown in Figure 2. 
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Figure 2. Bluetooth Key Generations from PIN 

6. Conclusions 
Bluetooth is a wireless technology which can do much more than just replace data cables 

between devices. Bluetooth version 4.0 supports higher data rates, greater range and safer 
security measures. In this paper, we discussed the security issues related to wireless Bluetooth. 
We designed a security architecture that protects from an attacker that has full control over 
the Bluetooth wireless link between the wireless Bluetooth and device. Bluetooth is a 
relatively new wireless technology and therefore new attacks against Bluetooth security are 
likely to be found. Therefore, in future, we will investigate Bluetooth security weaknesses and 
propose countermeasures against new attacks. 
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