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Abstract 

Fully homomorphic encryption (FHE) allows one to perform arbitrary computation on 

encrypted data. From the cloud computing perspective, a FHE scheme can be used to 

outsource a computation to a remote cloud server without revealing the computed data to 

the server. This is a very attractive cryptographic primitive. Existing methods used to 

construct FHE schemes are complicated, and often these methods are difficult to 

understand except by experts in the field. This paper aims to explain how to construct a 

FHE scheme in an easily understandable way. We first present a general overview of FHE 

scheme construction. We then take the van Dijk et al FHE scheme as an example and 

explain how a FHE scheme is obtained from a simple integer-based encryption scheme. 

Our explanation gives details of the noise bound, how noise growth can be controlled and 

how the vanDijk scheme is implemented. 
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1. Introduction 

Encryption has traditionally been viewed as a mechanism that enables secure 

communication [1]. Someone who has the secret decryption key can learn the entire 

message, but without the key, the ciphertext does not provide any useful information about 

the message. Can we do arbitrary computations on data while it remains encrypted, without 

ever decrypting it? This question was posed by Rivest et al., and has since become an open 

problem in cryptography [2]. This problem is known as fully homomorphic encryption 

(FHE). 

Fully homomorphic encryption enables computation of arbitrary functions on 

encrypted data. Initially researchers developed a number of schemes that can compute 

addition or multiplication, on encrypted data [3-12], but not both! Other schemes were 

then developed, that enabled both additions and multiplications [13-17], but the numbers 

of these operations were limited. Breakthrough work by Gentry described the first 

construction of a FHE scheme
 
in 2009 [18]. This scheme supports both addition and 

multiplication operations without any restriction on the numbers of operations.  

Although not efficient Gentry’s scheme did demonstrate that FHE could be achieved. 

Since then, researchers have constructed various other FHE schemes [19-28] and have 

significantly improved efficiency compared to Gentry's initial work [29]. 

All the existing methods used to construct a FHE scheme are complicated. They are not 

easy to understand by anybody except experts in the field. This paper aims to explain the 

idea of how to construct a FHE scheme in a simple way. We first, in Section 2, present a 

general overview of FHE scheme construction. We then, in Section 3, take the van Dijk et 

al., FHE scheme as an example to explain how to obtain a FHE scheme from a simple 

integer-based encryption scheme. After that, in Section 4, we discuss some details of the 

noise bound and how to control noise growth. Finally we give a brief description of how 
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the scheme can be implemented. 

 

2. A General Overview of a FHE Scheme 

In a FHE scheme, there are no limitations on the manipulations that can be performed. 

These manipulations can be represented as circuits (combinations of AND gates and XOR 

gates) whose inputs are the ciphertexts 𝜓1,…, 𝜓t. In addition to the three conventional 

algorithms required in any public key encryption scheme (KeyGeneration, Encryption and 

Decryption), a homomorphic encryption scheme requires a (possibly randomized) 

algorithm Evaluate. The Evaluate algorithm takes as input the public key pk, a circuit C, 

and a tuple of ciphertexts Ψ = <𝜓1,…, 𝜓t> which are used as the inputs to C. The 

Evaluate algorithm outputs a ciphertext 𝜓 such that 𝜓 is the ciphertext of C(m1,…,mt) 

under pk, where mi is the plaintext corresponding to the ciphertext of 𝜓𝑖. 
One may consider that the requirement that a FHE scheme can evaluate arbitrary 

circuits is too demanding. An important relaxation of FHE is leveled fully homomorphic 

encryption, which can evaluate all circuits up to a fixed depth. 

 

2.1. How to Construct a FHE Scheme 

The first step of Gentry’s scheme is to describe a Somewhat Homomorphic Encryption 

(SHE) scheme that supports a limited number of additions and multiplications on 

ciphertexts [18]. This is because every ciphertext has a noise component and any 

homomorphic operation increases this noise. Once the noise reaches a certain bound the 

resulting ciphertext does not decrypt correctly anymore. For example, if the bit-size of 

noise is 𝜌 and the noise threshold is k 𝜌, then the bound is reached after only log2k levels 

of multiplication. 

If one wants to achieve FHE, this noise growth problem must be solved. Gentry’s 

solution is to decrypt the ciphertext, but homomorphically! The input to the decryption 

circuit is the bits of the secret key and the bits of the ciphertext, each encrypted under 

another public key. As long as the decryption circuit can be handled by the SHE scheme, the 

output is another ciphertext for the same plaintext. If the degree of the decryption 

polynomial is small enough, the new ciphertext's noise will be less than that of the old 

ciphertext; this is called the "ciphertext refresh" procedure. One can refresh ciphertexts 

before every homomorphic operation. The decryption circuit is augmented by some gates, 

e.g., AND or XOR; call this the augmented decryption circuit. If the SHE scheme can 

handle augmented decryption circuits, it can do arbitrary computations on ciphertexts. 

Since an AND gate and a XOR gate have the property of functional completeness
 
[30]. That 

is, any other logic function can be implemented by combining AND gates and XOR gates. 

If a SHE scheme can handle AND gates and XOR gates, the next critical question is 

whether the decryption circuit can be handled. If it can, this is called “bootstrapping”; 

unfortunately it cannot. Hence one needs to squash the decryption circuit so that the degree 

of the decryption polynomial is small enough, and then the SHE scheme can do arbitrary 

computation, and one gets a FHE scheme. This process is called ciphertext refresh. 

The refresh algorithm is performed every time before homomorphic addition or 

multiplication of two ciphertexts. The algorithm can be seen as a re-encryption operation 

with a public and secret key pair, and the secret key itself is encrypted under the public 

key. Recall that the entirely homomorphic manipulation is represented as a circuit with 

multiple levels. As showed in Figure 1, at Level i, the refresh algorithm takes as input the 

encrypted secret key (si') and a pair of ciphertexts (c1 and c2) that are the output from the 

previous level , and outputs a pair of refreshed ciphertexts that are inputted to the gate in 

this level. The evaluation operation associated with the gate manipulates these two 

refreshed ciphertexts and creates a new ciphertext under pki+1 that will be inputted to the 

next level. The number of public/secret keys depends on the depth of the circuit. 
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Figure 1. Ciphertext Refresh before Homomorphic Addition or Multiplication 
of Two Ciphertexts 

2.2. A general Interpretation 

We now give a general interpretation of how to construct a FHE scheme in term of a 

flow chart as illustrated in Figure 2. The interpretation consists of a module that was used 

in Gentry’s scheme. It is interesting that every possible path in the flow diagram could be 

a possible way to construct a FHE scheme. The path presented as a solid line is the Gentry 

scheme. Dotted lines show alternative ways to construct a FHE scheme. There are some 

challenges as follows. 

(1) In order to achieve full homomorphism, Gentry went through a so-called “squashing 

step" which relies on an additional very strong hardness assumption, namely, the 

hardness of the (average-case) sparse subset-sum problem. While the sparse 

subset-sum assumption is not a well-studied cryptographic assumption. This 

additional assumption was considered to be the main caveat of Gentry's solution and 

removing it has been, perhaps, the main open problem in the design of FHE schemes. 

(2) In a “leveled” FHE scheme, to do ciphertext refresh, the number of the public keys is 

linear to the depth of the circuits that the scheme can evaluate. Note that if the 

encryption scheme is circular-secure, namely it is “safe” to reveal the encryption of a 

secret key under its own associated public key. Then a single public key can be used 

to all levels of the circuit. One can obtain a “pure” FHE scheme (with a constant-size 

public key) from a leveled FHE scheme. However, for all known SHE schemes, it is 

not know how to meet this requirement under any well-known cryptographic 

assumption. 

(3) To obtain FHE, Gentry provided a remarkable bootstrapping theorem which states 

that given a SHE scheme that can evaluate its own decryption function (plus an 

additional operation), one can transform it into a “leveled” FHE scheme. 

Bootstrapping “refreshes” a ciphertext by running the decryption function on it 

homomorphically, using an encrypted secret key (given in the public key), resulting in 

a reduced noise. If there is a technique that can refresh ciphertext and meanwhile can 

reduce noise, one can obtain FHE without bootstrapping. 

(4) Of course, the perfect way to construct a FHE scheme should be directly to obtain 

FHE without from a SHE scheme. But how to achieve this is still an open problem. 
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Figure 2. A General Interpretation of How to Construct a FHE Scheme 

3. A FHE Scheme over the Integers 

At Eurocrypt 2010 Van Dijk et al., described the first FHE scheme over the integers 

(DGHV for short) [19]. We use the DGHV scheme as an example to show how a FHE 

scheme can be constructed. Just as in the Gentry scheme the starting point is a SHE 

scheme. 

 

3.1. Somewhat Homomorphic Encryption Scheme 

The scheme parameters. Let  be the security parameter, ,  and  the bit-lengths of the 

ciphertext xi', the secret key p and the noise ri respectively. Let  be the number of xi's in 

the public key, and ' 𝑏𝑒 a secondary noise parameter used for encryption. 

For a specific 𝜂-bit odd integer p, we use the following distribution over 𝛾-bit integers:  

𝒟γ，ρ(p)={Choose q← ℤ ∩[0,2γ/𝜌)，r← ℤ ∩(-2ρ，2ρ)：Output x=q∙p+ r}. 

KeyGen(𝟏𝛌 ): Generate a random odd integer p of size  𝜂 bits. For 1≤i≤𝜏  sample 

xi← 𝒟γ，ρ(p). Relabel that x0 is the largest. Restart unless x0 is odd and [x0]p is even. Let 

pk = (x0, x1… 𝑥𝜏) and sk = p.  

Encrypt(pk, m): Choose a random subset S⊆{1,2,…,𝜏}and a random integer r in 

(-2ρ’，2ρ’), and output the ciphertext: c = (m + 2r + 2∑  𝑥𝑖𝑖∈𝑆 ) mod x0. 

Evaluate(pk, C, c1，……,ct): Given the circuit C with t input bits, and t ciphertexts ci, 

apply the addition and multiplication gates of C to the ciphertexts, by performing all the 

additions and multiplications over the integers, and return the resulting integer.  

Decrypt(sk,c): Output m←(c mod p) mod 2. Note that since c mod p = c–p·「c/p」，and p 

is odd, one can compute instead: (c mod 2) ⨁ (「c/p」mod 2).  

We will call (c mod p) the noise associated to ciphertext c under key p. Decryption 

succeeds as long as the magnitude of the noise stays smaller than p/2. Homomorphic 

addition and multiplication increase the noise in the ciphertext. Given two ciphertexts 

with noise at most B addition results in a ciphertext with noise at most 2B, while 

multiplication results in a noise as large as B
2
. 
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3.2. Analysis of Circuit Depth 

Clearly, the bottleneck is the multiplicative depth of the circuit, or the degree of the 

multivariate polynomial computed by the circuit. We analyze the maximum degree of the 

multivariate polynomial that is allowed to compute in the above scheme. Let f (x1,…,xt) be 

the multivariate polynomial computed by the circuit, and let d be its degree. Let xi be the 

noise of a fresh ciphertext, and a fresh ciphertext has noise at most B. The bound f (x1,…, 

xt) < p/2 would suffice for correct decryption. If |𝑓|∙Bd
< p/2（where |𝑓| is the l1 norm of the 

coefficient vector of f) then C ∈ CE. In particular, E can handle f as long as d < (log p –log 

|𝑓| )/ log B. We consider settings where log |𝑓| is small in relation to log p and log B, then 

we get  

d < log p / log B.        (1) 

Equation (1) implies the homomorphic capacity of this scheme. Below we refer to the 

polynomials that satisfy Equation (1) as suitable polynomials and we denote by PE the set 

of suitable polynomials and by C(PE) the set of associated circuits. The discussion above 

implies that C(PE ) ∈ CE . The definition of the set CE from above is rather indirect, while 

suitable polynomials are very easy to understand and compute. Note that E is only correct 

for circuits in CE, but we want E to be correct for all circuits. Recall that if decryption 

circuit is in CE, our purpose can be achieved. In other words, if the degree of a polynomial 

computed by decryption circuit is less than d from Equation (1), FHE will be achieved. 

Next we analyze the depth of decryption circuit. Because computing「c ∙ p
-1」is 

complicated, E cannot handle the function f (p, c)=「c ∙ p
-1」. We now explain the reasons 

as follows. The numbers c and p
-1

 can be express in binary bits, and p
-1

 must have log c > 

log p bits of precision to ensure the rounding is correct. There are some facts we will use: 

Multiplying two t-bit numbers involves adding t numbers. The sum of two t-bit numbers 

is an up to t-degree polynomial of input bits. The 3-for-2 trick: adding 3 numbers can 

transfer to add 2 numbers with same sum, which output bits are up to degree-2 in input 

bits. 

Hence, adding t numbers can finally get 2 numbers with same sum by 3-for-2 trick, 

which output bits are degree 2
log3/2 t 

= t
log3/2 2

= t
1.71

. Then the degree of adding final 2 

numbers is 2t
1.71

t=2t
2.71

. Hence, f has a degree at least 2(log p)
2.71

. Comparing this result to 

equation (1), it shows that in this scheme E cannot handle a polynomial f of such a high 

degree. The only solution is to squash the decryption circuit. 

 

3.3. Analysis of New Decryption Circuit Depth 

The idea of squashing the decryption circuit is similar to server-aided cryptography, 

where a user offloads some portion of a computationally intensive cryptographic task, 

such as decryption, onto an mistrusted server; in our case, the encrypter itself plays the 

server's role. 

「c ∙ p
-1」is the product that is computed by the decryption circuit whose complexity is 

higher. The intuition is to transfer the product into a sum if we want to have a shallow 

decryption circuit. Since c is a ciphertext, it can’t be changed. The only way is to transfer 

p
-1

 into a sum. However, p is a secret key that can’t be revealed, we can only hide the 

value p in the sum. So we need a trapdoor for securing the secret key, where the trapdoor 

used is the sparse subset sum problem (namely, given a set of β numbers �⃑� and 

another number s, find the sparse (𝛼-element) subset of �⃑� whose sum is s.). In this 

transformation, we add to the public key some extra information about the secret key, and 

use this extra information to “post process” the ciphertext. The post-processed ciphertext 

can be decrypted more efficiently than the original ciphertext, thus making the scheme 

bootstrappable. We pay for this saving by having a larger ciphertext, and also by 

introducing another hardness assumption (basically assuming that the extra information in 
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the public key does not help an attacker break the scheme). We finally obtain a new 

decryption circuit: (c mod 2) ⨁ (「∑si· zi 」mod 2). We refer the reader to the paper 
[19]

 for 

the formal description of this scheme. 

Next we analyze the depth of the new decryption circuit obtained by squashing. There 

are only n bits of precision after the binary point for each zi according to the setting from 

the DGHV scheme. It can be shown in Figure 3 how to compute the formula「∑si· zi 」mod 

2: 

If we can add t numbers in every column applying “3-for-2 trick”, the decryption circuit 

still cannot be handled by this scheme. So we need to find another way to solve this 

problem. We observe a facts that the sum of every column is the Hamming weight of the 

column of bits (a1,-n ,…,at,-n). The following is a useful lemma for solving the Hamming 

weight. 

 

 

Figure 3. The Way of Computing the Formula「∑si· zi 」mod 2 

Lemma 3.1 Let �⃑� = <σ1, σ2,.., σt> be a binary vector, let W = W(�⃑�) be the Hamming 

weight of �⃑�, and denote the binary representation of W by Wn . . .W1W0. (That is, W 

=∑ 2in
i=0 Wi and all the Wi’s are bits.) 

 

 

Figure 4. The Hamming Weight of Each Column and Carries from other 
Columns 

For example, the Hamming weight of least column is W. The least bit of W is 

𝑒20(a1,-n ,…,at,-n) module 2 that is the sum of this column, where ek (・) is the k-th 

elementary symmetric polynomial. We note the degree of ek is exactly k. The i-th bit of W 

is laid in i-th column, it refer as Cn,i. Hence, as illustrated in Figure 4 we obtain b-n by 

computing 𝑒20(a1,-n ,…,at,-n) and b-(n-1) by computing 𝑒20(a1,-n ,…,at,-n,Cn,-(n-1)), and so on. 

So we finally get the result of 「∑si· zi 」module 2 by computing (b0 + b-1 ) mod 2. This 

method enables the scheme to handle the decryption circuit. To verify this we consider the 

degree of multivariate polynomial f(ai,j) computed by the circuit. At the beginning, the 

degree of the polynomial is one. After we compute the Hamming weight of each column, 

the degree will be changed. This procedure can be shown in Figure 5. 
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Since the final result is computed as (b0 + b-1 ) mod 2 that is related to both the first 

column and the second column, we need only to consider the degree of these two columns. 

The degree of computing the Hamming weight of the second column is 2
n-1

, and the 

degree of computing the Hamming weight of the first column is 2
n
. So the degree of 

multivariate polynomial f(ai,j) computed by the circuit is 2
n
. Recall that the maximum 

degree of f is less than log p / log B, and set ||p||～λ
2
, ||r||～λ according to parameters in the 

DGHV scheme. We get log p / log B～λ. If the scheme can handle decryption circuit, zi 

should be only keep log λ bits of precision. After the decryption circuit is squashed and 

evaluated by using the elementary arithmetic technique，the scheme now can evaluate 

decryption circuit that results in a FHE scheme. 

 

 

Figure 5. The Degree of each Column 

3.4. Analysis of Noise in the Refresh Procedure 

The refresh method is very important for constructing a FHE scheme. However, it also 

is bottleneck since noise of ciphertext grows explosively in the refresh procedure. We next 

analyze the noise in the refresh procedure. Let c be a ciphertext and （pk, �⃗�）be public key. 

Let si' be an encryption of the i-th bit of the secret key s under the public key pk. The 

refresh procedure can be described as follows. 

(1) For i=1,…,Θ, set zi ← (c · yi) mod 2, keeping only n bits of precision after binary 

points for each zi. zi can be express a matrix (bi,j) with Θ row and n column, where bi,j 

is bit of zi. 

(2) In the case of the DGHV scheme, 0 and 1 are valid encryptions of themselves, so the 

ciphertext bits can be passed as is to the decryption circuit. Each entry bi,j in a matrix 

which does not need to be encrypted. 

(3) For i=1,…, Θ, si′ multiple each entry of the i-th row in matrix (bi,j), then a new 

matrix A can be obtained. We note that each entry in the matrix A is an integer rather 

than a bit. 

(4) The Hamming weight of each column in the new matrix A can be computed by the 

method showed in the section above. The least bit of Hamming weight of each 

column in matrix A is 𝑒20(…), where the numbers in the parentheses are integers. 

(5) We obtain b by computing (b0 + b-1 ) mod 2, this result is the value of this formula 

(「∑si·zi 」mod 2). 

(6) Let   be encryption of c modulo 2 under pk. 

(7) Let c
*
 be the sum of       b. Finally, then the refresh ciphertext of c is c

*
. 

Let B be bound of noise in fresh ciphertext，and the size of noise is 𝜌. We analyze the 

growth of noise in the steps of refresh procedure. 
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(1) There is no noise in this step. 

(2) There is no noise in this step. 

(3) The result of this step is that we obtain a Θ×n matrix A containing clean 

ciphertexts with noise at most B, since si' has noise at most B. 

(4) We only need to consider growth of noises when we compute the Hamming weight 

of both the 0-th column and 1-th column. The noises of these two columns derived 

from other column’s carry. The entry with maximum degree in matrix A is 

𝑒2   (…) that is come from the least column, so the noise of 𝑒2   (…) is 

         2
   

. The noise of 𝑒2   (…) in the 1-th column is also          2
   

, 

and so on. We can know similarly the noise of 0-th column is at most  2
 
. 

(5) This step is the sum of two integers, so the noise of this sum is approximately  2
 
 

by computing  2
 
+ 2

   
. 

(6) Since   is a fresh ciphertext, the noise of this step is at most B. 

(7) Finally, we obtain the noise of result ciphertext that is approximately  2
 
. 

We can see that noise grows explosively in the refresh procedure from above analysis. 

 

3.5. The Steps of Implementing an Augmented Decryption Circuit 

As discussed before, arbitrary functions in a FHE scheme are expressed as a set of 

augmented decryption circuits. An augmented decryption circuit takes as input two 

ciphertexts (c1, c2) and a public key PK=（pk, �⃗�）and a ciphertext of encrypting the secret 

key under pk, say s'. The algorithm of an augmented decryption circuit consists of the 

following steps: 

Step 1: we encrypt c1 mod 2 and c2 mod 2 respectively under pk to obtain c1’ =Encrypt 

(pk, c1 mod 2) and c2’= Encrypt (pk, c2 mod 2). 

Step 2: In order to reduce noises of c1’
 
and c2’, we need to do refresh. The refresh 

procedure has been described in the previous section. The results of this procedure is 

called fresh ciphtertexts, and they are denoted by c1* and c2* respectively. 

Step 3: We then input c1* and c2* to a gate in the circuit (Add or Mult gate). Note that all 

the operations are performed over the integers, and return the resulting integer. 

Step 4: If this is the last circuit of the whole set, run refresh once again and output the 

result. Otherwise, carry on to the next level circuit. 
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