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Abstract 

A scrambling approach is a method which is employed on almost all commercially 

manufactured system including image and video systems. In this paper, we proposed a new 

scrambling approach which uses random process. We first separate blocks into certain size, 

and relocated them randomly. This is block shuffling which is proposed for the purpose of 

randomizing the block location. The relocated blocks have three channels, R, G, and B, and 

each color channel’s luminance values are complemented. Experimental results show that the 

proposed method well-protect contents. 
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1. Introduction 

A valuable content scrambling approach is a raising issue as protecting contents copyright 

is important. Image and video scrambling is well employed, and its general way is to hide 

unwanted information and disclose uninterpretable image and video. There have been many 

methods regarding image and video scrambling [1-11]. 

Traditional works took into account the application of conventional cryptographic 

approaches to encode the code-stream output from their compression [12-14]. However, there 

is complexity issue. When they are examined to other types of information, image or video 

data may be characterized by a very high bitrate, which makes the product expensive [15]. 

Thus, traditional scrambling methods are known to be complex, and simple method is needed.  

In this paper, we proposed a new scrambling approach which uses random process. First of 

all, we separate image or video with certain sized blocks, and relocated all blocks randomly. 

This process is block shuffling which is presented for the purpose of randomizing the block 

location. As our test color images have three channels, R, G, and B, each color channel’s 

luminance values are complemented. 

The rest of this report is composed as follows. In Section 2, we describe the proposed 

method and its flowchart. Section 3 shows simulation results. Conclusion remarks are drawn 

in Section 4. 

 

2. Proposed Method 

Figure 1 shows the block diagram of the proposed scrambling approach. The proposed 

approach consists of following stages. 

(1) Given color image/video 

(2) Keys  

(3) Image separation with NxN block size  
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(4) Block shuffling by random process 

(5) Color channel complementation by random process  

(6) Contents display to subscribers or scrambled displayed to viewers 

 

Image separation with NxN block size 

Block shuffling by random process

Color channel complementation by 

random process

Scrambled contents display to viewers

Keys

Contents display to subscribers

Given color image/video

 

Figure 1. Block Diagram of the Proposed Method 

Here are our scenarios. When an image/video stream is provided, first the system yields a 

key to discern whether the viewer is subscriber. Once the viewer is known as subscriber, 

unchanged contents are provided to display on the device. However, if the viewer is 

determined is not a subscriber, then scrambling process is applied.  

The system firstly separates image/video with certain sized blocks (NxN). The size N can 

be any number with 2
n
, where n is integer number. Then the system shuffles the blocks with 

the rule of random process. System designer can adopt any kinds of random process, and we 

used Matlab function magic for our system. The function magic(n) is an n-by-N matrix 

generated from the integers, one through n
2
 with equal column, row, and diagonal sums. 

Function magic(n) generates logical magic squares for all n > 0 except n = 2. For example, 

answer of magic(4) is, 

 

1 6 2 3 1 3

5 1 1 1 0 8
a n s w e r=

9 7 6 1 2

4 1 4 1 5 1

 

 

 

 

 
 

 (1) 
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As fuction magic(n) always returns the same results, we also provide following shuffling 

rule: (1) We general a sequence of random numbers, (2) then, we scan the blocks in the image 

by the ascending (or descending) order. 

Finally each color channel of the shuffled blocks is changed with the rule of random 

process as shown in Eq. (2). 
 

 R
i f  ( )  is  s m a lle r  th a n  ,  

R  c h a n n e l in te n s i ty  is  (R )

o th e rw is e ,

R  c h a n n e l is  u n c h a n g e d

r a n d

im c o m p le m e n t



 (2) 

 

This rule can be applied to other color channels, green and blue.  

 

 G
i f  ( )  is  s m a lle r  th a n  ,  

G  c h a n n e l in te n s i ty  is  (G )

o th e rw is e ,

G  c h a n n e l is  u n c h a n g e d

r a n d

im c o m p le m e n t



 (3) 

 B
i f  ( )  is  s m a lle r  th a n  ,  

B  c h a n n e l in te n s i ty  is  (B )

o th e rw is e ,

B  c h a n n e l is  u n c h a n g e d

r a n d

im c o m p le m e n t



 (4) 

 

where rand() generates uniformly distributed pseudorandom numbers and parameters κR, κG, 

and κB are pre-determined threshold values. The maximal and minimal possible outcomes are 

1 and 0, and the sequence of numbers generated by rand() is decided by the internal state of 

the uniform pseudorandom number generator that underlies rand().  

Figure 2 shows an examples of original McM images and its scrambling processed images. 

Figure 2(a) shows the original McM #1 image which is assumed to the original contents. 

Figure 2(b) shows its shuffled image. When viewers are determined as non-subscriber, 

scrambling process is followed. Figures 2(c) and 2(d) are results of shuffling step and 

function imcomplement() step. 
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(a) (b) 

     

(c) 

     

(d) 

Figure 2. (a) Original McM #1 Image; (b) and its Shuffled Image; (c) Results of 
Shuffling Step; (d) Results of imcomplement() step. Note that Left, Mid, and 

Right Images are Red, Green, and Blue Channels, Respectively 

3. Simulation Results 

In this section, we provide simulation results which were obtained with the proposed 

method on McM test imageset. Four images were used for comparison: #1, #9, #14, and #17. 

Results images on those test images are shown in Figs. 3-6. Parameters κR, κG, and κB were set 

to 0.45, 0.45, and 0.45, respectively, and all values were obtained empirically. 
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(a) (b) (c) 

Figure 3. (a) Original McM Image #1, (b) Randomly Shuffled Image, (c) and 
imcomplement() Applied Image 

   

(a) (b) (c) 

Figure 4. (a) Original McM Image #9, (b) Randomly Shuffled Image, (c) and 
imcomplement() Applied Image 

   

(a) (b) (c) 

Figure 5. (a) Original McM Image #14, (b) Randomly Shuffled Image, (c) and 
imcomplement() Applied Image 
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(a) (b) (c) 

Figure 6. (a) Original McM Image #17, (b) Randomly Shuffled Image, (c) and 
imcomplement() Applied Image 

From Figures 3-6, we found that with block shuffling, better contents projection was made 

since results images are less interpretable. 

 

Figure 7. CPNSR Results on 18 McM Imageset 
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Figure 8. MSE Results on 18 McM Imageset 

 

Figure 9. PSNR Effect of Block Shuffling on Three Color Channels 
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Figure 10. PSNR Effect of imcomplement() Function on Three Color Channels 

Figures 7 and 8 show the CPSNR and MSE results on McM imageset. Figure 9 shows 

PSNR effect of block shuffling on three color channels. Figure 10 shows MSE effect of block 

shuffling on three color channels. 

 

4. Conclusions 

In this paper, we proposed a new scrambling method. We separated blocks into determined 

size, then we apply block shuffling approach to relocate the blocks. The relocated blocks have 

three channels, R, G, and B, and each color channel’s luminance values could be 

complemented depending on the results of rand(). Simulation results expresses that the 

presented method protects contents adequately. 
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