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Abstract

To provide secure and efficient access control methods in cloud computing environments,
many system models have been proposed that employ attribute-based encryption and proxy
re-encryption schemes. Most of these access control schemes are based on the user’s
authentication information and access privileges. However, when users request access
privileges through non-secure environments such as mobile devices and wireless networks,
we need to be able to restrict access requests, depending on the user’s context-aware
information. To achieve this, in this paper we propose an access restriction scheme for access
to cloud data that is based on context-aware information.
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1. Introduction

Cloud computing that provides computing resources through the Internet is a new
computing paradigm that has attracted considerable attention in both academia and
industry [1]. Cloud data centers have become increasingly popular due to their adoption
of these cloud computing concepts. A cloud data center provides efficient management
capability for large amounts of data, and offers easy accessibility through the network
at any time and from any place. However, due to these very features of management
capability and easy accessibility, a cloud data center can be vulnerable to new and
existing security threats. Therefore, to prevent breaches in the security of cloud data,
many studies are now being conducted regarding the control of data access control. The
existing scheme controls access by making use of the user’s role and privileges, but
without considering the larger context of the user’s information. Therefore, existing
access control schemes are still vulnerable to security threats, because when a user
accesses the cloud data center via a non-secure channel or a mobile device whose
computational power is insufficient to perform encryption, the data owner cannot block
the user’s access request. Therefore, in this paper, we propose a context-aware
information-based data restriction scheme for cloud data.

The remainder of this paper is organized as follows. In Section 2, we review the
related research presented in Yu's scheme. In Section 3, we analyze security threats in
Yu’s scheme. In Section 4 we present our proposed scheme, and in Section 5, we
analyze its security features. Section 6 presents our conclusions.
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2. Related Work

2.1. Yu’s Scheme

In Yu’s scheme, data is composed of a header and body [2]. The header is configured to
encrypt the data encryption key (DEK) based on a set of attributes. The body is the data that
is encrypted using the secret key DEK. The data owner creates a data file by combining the
header with the body, and sends the data file to the cloud service provider. The user can
obtain the DEK when the user’s secret key satisfies a set of attributes of the header, and the
user decrypts the body using the DEK.

Yu's scheme performs updates using proxy re-encryption in order to efficiently revoke user
access. With this method, it is impossible for the user to perform the operation if the user does
not possess the attribute of the same version. To perform this operation, the data owner must
create an access structure that includes a dummy attributes, as shown in Figure 1.
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Figure 1. Example of Access Structure in Yu's Scheme

Figure 2 shows the system configuration of the existing scheme. In this scheme, the data
owner transmits encrypted data (body) and the encrypted DEK to the cloud service provider
using attribute-based encryption. The cloud service provider then transmits the data file when
the user requires the data.
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Figure 2. System Configuration of the Existing Scheme [1]

3. Security Threat in Yu’s Scheme

There are a variety of methods to access a cloud data center, because users use varying
devices and network environments. Therefore, when various users access a cloud data center,
their context information is always different. Yu's scheme controls access to the cloud data
center, but it does so without considering the user’s context information. As a result, existing
access control schemes are vulnerable to the threat of data leakage.
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For example, when there is a data access structure as shown as Figure 1, the team leader
can access the data. However, the team leader is able access the cloud data center through a
non-secure channel, or can also use a mobile device whose computational power is
insufficient to perform the required encryption. In this case, if a cloud data center grants an
access request by verifying the project manager's role and privileges, but does so without
context information, the requested data is transmitted through a non-secure channel. This is
why, in granting access requests, a cloud data center needs to consider the context
information.

4. Our Proposed Scheme

Our proposed scheme uses an access structure that includes context-aware information, as
shown in Figure 3.

Figure 3. Access Structure of the Proposed Scheme

The data owner obtains the user’s context-aware information via a user/device
authentication server that is located in the cloud data center. The data owner then assigns a set
of attributes to each user and generates the corresponding secret key. Table 1 shows the
system parameters that explain the details of the process of the proposed scheme.

Table 1. System Parameters

Notation Description Notation Description
PK System public key DEK Symmetric data encryption key
MK System master key L A set of attributes for the user
AS Access structure for the data SK User'’s secret key
Data,p Unique ID for the data UL User list

4.1. System Setup

At this level, the data owner selects a security parameter k, and inputs this parameter into
the ASetup(k) algorithm, which outputs a public key PK and master key MK.
4.2. New Data Upload

The data owner encrypts his data before transmitting it to the cloud data center. The details
of the process are as follows.
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Figure 4. New Data Upload Process

(D The data owner defines the access structure AS, including the dummy attributes and the
context-aware information.

(@ The data owner selects a unique ID for the data.

(3 The data owner randomly selects a symmetric data encryption key DEK from the key
space, and creates the body by encrypting the data file using DEK.

@ The data owner creates a header by encrypting DEK using AS, a system public key PK.
(5 The data owner generates AS’, which removes the dummy attributes.

® The data owner transmits DatalD, the header (encrypted DEK), and AS’ to the access

control center, and sends DatalD and the body (encrypted data) to the data management
server.

(D The access control center and data management server receive DatalD, the header, the
body, and AS' from the data owner, and stores them.
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4.3. Granting Access to a New User

For a new user to be granted access to the system, the data owner assigns an access
structure and a corresponding secret key to this user, as follows.
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Figure 5. Process for Granting Access to a New User

(D The user sends an authentication request message to the user/device authentication
server.

(2 The authentication server receives the request message from the user and obtains user's
information, including roles, privileges, and context-aware information.

(@ The authentication server sends the user and the context-aware information to the data
owner.

@ The data owner assigns a set of attributes L to the user using the user's basic
information and context-aware information.

(5 The data owner generates the secret key SK for the user using the AKeyGen(L, MK)
algorithm, and encrypts the user's secret key SK using the user’s public key.

® The data owner generates L', which removes the dummy attributes.

(D The data owner transmits the user ID, the encrypted SK, and L' to the access control
center.

The access control center stores the user ID and L' in the user list UL.
(9 The access control center sends the user’s secret key to the user.

@0 The user decrypts the secret key using his private key and obtains his secret key SK.
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4.4, Data Access

When the user sends a request message to the cloud data center, the access control center
determines the user’s access privilege and transmits the cloud data via the data management

server.
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Figure 6. Data Access Process

(D The user sends an access request message to the cloud data center in order to access
cloud data.

(@ On receiving an access request message, the access control center searches for L’ in UL.
(3 The access control center searches for the AS’ of requested data.
@ The access control center verifies the user’s access privileges using L’ AS'.

(® If the user’s access privilege is verified, the access control center sends an access
permission message to the data management server.

® The access control center and data management server send the header and the body to
the user.

(@ The user obtains the DEK by decrypting the header using his secret key SK.
The user obtains the data by decrypting the body using DEK.

4.5. Data Deletion

This operation is performed only when the data owner’s request is received. To delete data,
the data owner sends a data deletion request along with his signature to the access control
center and the data management server. If the data owner's signature is verified, the data is
deleted.
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5. Security Analysis of our Proposed Scheme

In our proposed scheme, the data owner can obtain the context information of users who
access the cloud data center through the user/device authentication server. Accordingly, the
data owner is able to assign a suitable and flexible access structure depending on the access
environment of each user. Therefore, when a user accesses the cloud data center through a
non-secure channel or via a mobile device whose computational power is insufficient to
perform encryption, the data owner can block the user’s access request. Thus, the access
control offered by our proposed scheme is superior to that offered by the existing scheme.

6. Conclusions

Cloud computing is an innovative computing paradigm that provides computer resources
as a service. A cloud data center also offers many advantages due to its adoption of cloud
computing concepts. A cloud data center can manage large amounts of data, and it provides
easy accessibility as a service. Such centers, however, are quite vulnerable to security threats
due to the features of cloud services. In response to this situation, many studies regarding data
access control are currently being conducted. Existing schemes control access without
considering the context information of the user. Therefore, we proposed in this paper a data
access control scheme that takes the user’s context information into consideration. As a result,
our proposed scheme assigns access in a manner that is both suitable and flexible. The one
shortcoming of our scheme that needs to be addressed, though, is the probable overload that
will occur due to the frequent generation of secret keys.
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