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Abstract 
In this work, we propose new streaming video service model using steganographic data-

hiding algorism has been presented in the paper, in which it is fit for streaming video data to 
hide information related in copyright and authentication of video data. Secret information is 
encrypted by session key generated with symmetric key by pseudo-random number; shared by 
sender and receiver, that increases confidentiality. To share the secret key with video 
streaming server and customer, the server encrypts the secret key with customer’s public key 
and sends it to customer. In the future work, we plan to optimize adaptive threshold and 
appropriate a period of time T, so that those are fit for streaming video service user’s 
propensity. 
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1. Introduction 

With The spread of wireless portable devices, people want to get digital video streaming 
services under ubiquities environment, that is, anywhere and anytime. Therefore many video 
and movie service providers, such as movie studios, Neflix, Amazon and Hulu, plan to 
convert the wired and download service of video into the wireless and streaming service of it. 
This type of service can be applied to many kinds of applications such as VOD TV and video 
conference as well as industrial, military or medical field. The privacy and security of digital 
videos service has become increasingly more important in computerized and connected world. 
Digital multimedia contents such as movie, video and music etc. must be protected in their 
copyright. There can illegal access or streaming that threats the copyright of the media data. 
Many researches seek to protect the private multimedia data that are exchanged over the 
wired and wireless networks. 

Steganography is the technology that hides secret or private data into a carrier in invisible 
manner and has no one else except communicating entities perceive existing of secret data in 
there. While it uses cover data as a carrier for hiding secret information, there are varies study 
that uses image or video, as well as text file, audio file as cover data file. It is called stego 
data that secret data is inserted into cover data. In video streaming, video data file is used as a 
cover data. Since needs for video streaming service with security are increasing, more robust 
and secure service model of it is required. In this paper, we show that our model allows for 
new type of digital video streaming steganographic service where it can be more robust 
against analysis attack for location of hidden data. 

The rest of this paper is organized as follows. In the next section we review existing 
researches related to steganography that are not addressed with the conventional 
cryptography. Section 3 provides our proposed service model for video streaming using 
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steganographic method. In Section 4, its experimental result and performance analysis is 
given. Finally, Section 5 holds our conclusions and suggestions for further research. 
 
2. Related Works 

Steganography is hiding hidden message in communication, and cover data are the carrier 
media of hidden message. Digital watermarking provides copyright protection for digital 
data, and it is method to embed perceptible or imperceptible messages into multimedia data 
for asserting the ownership [7]. Cover data and secret message can be any multimedia data 
such as text, audio, image and video. There are many data embedding researches in 
steganography or digital watermarking in text field [1, 2], audio field [3-5], image field [6-9] 
and video field [10-13]. 

Video is a sequence of still images. Steganographic data embedding in video is very 
similar to images. However, there are many differences between data hiding in images and 
video. One of the important differences is the size of the carrier media.  Since video contain 
higher capacity than a still image, more secret messages can be embedded in the video file. 
Data hiding operations are executed entirely in the compressed domain [1]. The more 
amounts of data are embedded in the video sequences; the more constraints are there. 
Furthermore, steganographic data embedding on the streaming video demands real-time 
processing.  

There are various systems for embedding secret data in visual media. There are two 
domains that differentiate steganographic methods, where the modifications are applied.  In 
image and video media, the frequency domain is applied. There are many researches and 
applications to hide hidden data in images. But video streaming has received less attention in 
this respect. In [14], the authors proposed the use of steganography in MPEG files to send 
resynchronization signals. [15] presented scheme that embeds data in P- and B- frames [11]. 

Images and video steganographic techniques are classified into spatial domain and 
frequency domain. Embedding techniques in spatial domain are LSB and matrix embedding, 
and so on. Two important parameters for evaluating the performance of a steganographic 
system are capacity and imperceptibility. Capacity refers to the volume of data that can be 
hidden in the carrier media so that no perceptible change is introduced. Imperceptibility or 
transparency represents the invisibility of the hidden data in the cover media without 
degrading quality by data hiding [17]. There are two main classes in video steganography. 
One is to embed data into uncompressed video, which then is compressed [18, 19]. The other 
is to embed data in compressed video stream. The former issues how to make the embedded 
message against video compression. In the latter, since the video basically exists in the format 
of compression, it is more meaningful. 

The goal of this work is to present the Steganographic Sevice Model for Streaming Video 
that can provide robust security with high computing speed in order to embed secret data into 
video file without perceptible changes. 
 
3. Proposed Model and Algorism 
 
3.1. Service Model Structure 

Y. Lee, B. Lee and C. S. Kim [5] presented audio streaming service model and algorism 
for steganographic processing. It is suitable for feature of streaming audio book service in 
order to hide information of copyright and authentication of it. Secret information is 
encrypted with session key by secret key that client and server share, in order to improve 
confidentiality. It made secret data distributed randomly and evenly within cover data, and 
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improved throughput by simplifying additional computations considering streaming 
environment. We modify [5] and make it fit for video streaming environment. The proposed 
service model is given in Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Video Streaming Steganographic Service Model 

1. Customer requests video streaming service through wired or wireless communication 
like Internet, Wi-Fi or cellular channel to the server of video streaming service provider.  

2. The server authenticates the customer, and creates session key used in transmitting stego 
video data. Then, it sends encrypted session key with customer’s public key and retrieves 
appropriate video file from the video file database, and embeds secret messages like copyright 
or ownership information into cover media, video file, by steganographic manner. After that, 
it sends the stego video file where secret messages are inserted. 

3. While stego video file is received, the customer, if needs, extracts hidden messages from 
stego video file received and replays transmitted the video file (stego video file).  

The next section presents LSB inserting method for secure and faster steganographic data 
embedding and extracting in streaming situation.  
 
3.2. Secret Key Generating and Sharing 

Customer sends request of video file what he/she wants and data for authentication like ID 
and Password to video streaming server. Then the server authenticate the customer and  
generates secret key, K, used as a session key,  and encrypts it with Customer’s public key, 
K-cs-pu, and send it, K’(=E{K}K-cs-pu ), to the customer. The Customer receives K’, and 
decrypts K’ with his/her private key, K-cs-pr, and get the secret key, K (=D{K’}K-cs-pr ). 

 K’ = E{K}K-cs-pu         (1) 

 K = D{K’}K-cs-pr         (2) 
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3.3. Secret Messages Embedding and Extracting 

After retrieving appropriate file from video file DB, video streaming server embeds hidden 
messages encrypted with session key, K, into cover video. Receiver can extract and get the 
hidden messages through reverse processing against embedding processing. Figure 2 shows 
the general embedding and extraction processing. 

Pseudo-random number generator (PRNG) generates a session key S-K, using secret key K 
shared with sender and receiver as a seed value. Secret messages X are encrypted to X’ on 
sender side and X’ are decrypted from X on receiver side, by Block Cipher algorism with the 
session key S-K in order to improve the security of secret messages. Therefore, anyone who 
tries to do illegal access into the hidden messages can be blocked even if he or she gets the 
algorism used.  

 

 S-K = PRNG (K)       (3) 

 Xi’ =  E(Xi)S-K        (4) 

 Xi  = D(Xi’)S-K        (5) 

 
where, S-K : Session Key;  PRNG : Pseudo-Random Number Generator;  X = {X1, X2, …, 
Xn};  X’ = {X1’, X2’, …, Xn’} 

 
A video stream consists of collection of frames and the secret messages are inserted in 

these frames. The cover video is broken down into frames. The proposed scheme adopts [16], 
in which embeds eight bits of secret messages at one time in Least Significant Bit (LSB) of 
Red, Green and Blue (RGB) pixel of the cover video frames in 3 bits, 3 bits and 2 bits order 
respectively. The bit pattern for distributing messages is from the reason why the chromatic 
impact of blue to awareness of human eye is more serious than red and green. The scheme is 
shown in Figure 3. 

Most of video file get pretty more file size and playing time than any other kinds of file, 
and it is unpredictable when user on streaming service quits the streaming. Therefore, secret 
messages have to be embedded within a period of time T, which most of user (receiver) might 
receive and plays for. In the next work, it has to be researched to optimize adaptive threshold 
and appropriate a period of time T, so that those are fit for streaming video service user’s 
propensity. 

Figure 2. Steganographic Embedding and Extraction 
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Figure 3. Frames and Pixels Selection 

4. Experimental Results 
Steganography scheme is evaluated by imperceptibility and capacity. Imperceptibility is 

measurement whether the embedded data is imperceptible to the human eye and statistical 
analysis or not. To demonstrate the performance of the proposed scheme, we evaluate a video 
streams (train.avi) and one secret data (jeju-logo.png). The imperceptibility of the embedded 
message is indicated by comparing the original video to its stego video to measure the visual 
change between them. Add to this, Peak Signal to Noise Ratio (PSNR) and Mean Squared 
Error (MSE) is determined. PSNR is used to evaluate the invisibility of the stego frames. 
MSE is the simplest and full reference quality measurement, computed by averaging the 
squared intensity differences of changed and reference image pixels, along with the related 
quantity of PSNR [15, 16].  

The details of cover file video and secret message are shown in Table 1 and the results are 
in Table 2. In Figure 4, we show several sample frames out of cover video (train.avi) and its 
stego.  

And the last, the histograms of before-frame and after-frame of message hiding are shown 
in Figure 5. Histogram is an important digital image tool of the distribution of data. It is an 
estimate of the probability distribution of a continuous variable. It represents tabulated 
frequencies and that especially in image, how many pixels are there with each value. 

Table 1. Cover Video and Secret Message Details 

Cover Video (train.avi) 
Secret Message 

(jeju-logo.png) 

Resolution Frame/sec No. of frames  Resolution 

256 * 240 30 180 276 * 372 
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Table 2. Results from PSNR and MSE 

Frame No. PSNR MSE  

frame 1 46.3 0.34 

frame 2 42.7 0.37 

frame 3 44.2 0.35 
 

Figure 4. Frame 1(a), 2(a), 3(a) : Cover Frames; Frame 1(b), 2(b), 3(b) : Stego 
Frames 
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Figure 5. Histograms of Original Video Frames and Stego Video Frames  
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5. Conclusion 
New streaming video service model using steganographic data-hiding algorism has been 

presented in the paper, in which it is fit for streaming video data to hide information related in 
copyright and authentication of video data. Secret information is encrypted by session key 
generated with symmetric key by pseudo-random number; shared by sender and receiver, that 
increases confidentiality. To share the secret key with video streaming server (sender) and 
customer (receiver), the server encrypts the secret key with customer’s public key and sends it 
to customer. In the future work, we plan to optimize adaptive threshold and appropriate a 
period of time, so that those are fit for streaming video service user’s propensity. 
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