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Abstract

The Block cipher BM-128 which is proved to be suitable to the applications in the wireless
communication systems are proposed in this paper. It is developed based on SDDO which is
constructed from CSPN. BM-128 also eliminates the weak keys without the complex round
key proceduce and meet the requirements of NESSIE. Design shall meet all the security
requirements to protect applications against the well-known threats. In addition, BM-128
evaluated to have higher performance than the other algorithms when they are used in cheap
hardware.

Keywords: high—performance, switchable data-dependent operations, controlled
substitution permutation network, cheap hardware

1. Introduction

Nowadays, wireless telecommunication networks play an important role in daily
activities of individuals and organizations. The more developed the society is, the
higher demand for wireless services so wireless telecommunication keeps growing in
order to meet the increasing demand. In wireless networks, the need to access, store and
exchange of information especially the sensitive information is increasing rapidly, this
leads to the growth of illegal activities. The different forms of infringement could cause
severe consequences for individuals and social organizations. In fact, there has been a
contradiction between the need to develop wireless application and information security
risks.

Cryptography has been employed to secure the information in wireless networks.
However, in practice, there is a contradiction between modern encryption methods with
technical features of wireless devices. In order to have high quality encryption,
expensive specialized devices are needed. As a result, this will limit the popularity of
devices. The increased energy (it takes more time to execute complicated algorithms)
will lead to the reduced operation time of the device. Moreover, the time delay of
coding and decoding will reduce the traffic of information channels and the device
performance.

These contradictions can be solved by using new encryption methods. The new
methods aim to reduce the complexity and increase the performance of algorithms. If
the complexity is reduced, it will result in the cost, energy and active element reduction.

Therefore, it is essential to construct specialized encryption algorithms, which can be
employed in individual applications in fast wireless telecommunication networks and
achieve high performance in design. This problem has interested many scientists and in
research [1-3] the block cipher on the basic of the controlled substitution permutation
network (CSPN) has been proposed. Another important element that the modern
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encryption algorithms need to achieve is to maintain the high speed even in case of
frequent change of secret keys. This can be achieved by not using complex round key
procedure [1-3]. This solution ensures the high encryption speed and keeps the cost
low.

Therefore, in order to offer more options for applications, this paper presents block
cipher aiming to be implemented in FPGA, the applications in wireless
telecommunication networks which require high performance and speed.

The algorithm is called BM-128, of which BM-128 has the block size of 128 bits.
BM-128 is developed on the basis of SDDO based on element F,, which is very
suitable for implementing on cheap hardware. It can be clearly seen in part 4 and part 5
that BM-128 is very suitable and flexible in fast wireless telecommunications networks
and in the environment with high frequency of key-reestablishment.

This paper is organized as follows: part 2 we present the structure of data—controlled
element used in developing algorithm; part 3 presents the new BM-128 block cipher
design; part 4,5,6 presents the recommendations, forecasts and conclusions on issues
closely related to the proposed algorithm.

2. The Structure of Controlled Element

The use of Controlled Element (CE) F,, in place of CE F,; in constructing Data
Dependent Operation (DDO) is highly reasonable, effective and suitable for
implementation on FPGAs hardware [3, 6]. For this reason, using the CE will exploit
the maximum potential of devices particularly constructing DDOs from F,,, that means
it will enlarge the data controlled bits input. This will create the prerequisite conditions
for improving non-linear level and increasing avalanche effect of some transformations.
These are two most important characteristics of cipher to ensure the security of
algorithms.

2.1. Structure of CE F,;; and Selection Criteria for Cryptographic Targets

According to [4], each of minimum CE F,,, can be presented as follows:
e A pair of two 4-variables Boolean Function (BF).
e A pair of the 2x2 substitution, in which each substitution has two-bit input
(x1, X2). Four substitutions equal a controlling vector with the values: v = (0,
0), (0, 1), (1, 0), (1, 1).

According to [4, 5], in order to construct CSPNs effectively, we need to build criteria
in selecting the controlled element F,;,. The criteria are:

e Each one of the two outputs of CEs should be a non-linear BF having maximum
possible non-linearity (NL) NL = 4 for balanced BFs in four variables;
Each modification of CEs should be objective transformation (x;, X2) — (Y1, ¥2);
Each modification of CEs should be involution;
The linear combination of two outputs of CEs, i.e. f =y; @ y,, should have maximum
possible NL = 4 for balanced BFs in four variables.

The following is some illustration for selecting a pair of 4-CEs satisfying the above
criteria in order to be able to apply in designing the cryptographic applications to
construct the data controlled operators. Regarding to the representation in 4-variable
BF, the elements F,,, will be presented in algebraic equation as follows:

1= ® Dz & Dy @z & DyP @ vz ® Dy® @ vzy®
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y= (0 ® DE & Dy’ @ 2v & DyP @ vz ® 1y © vzys”
The output of the controlled elements can also be presented as follows:
n=vz(3" &y & ¥ @)@ v’ & ¥ & 2(n” ® »P) @ ¥
v=vz(yY © ¥ & ¥ © ¥ @ vol” @ ¥ @ 2(3" @ ) @ 3

However, 4-variable logic functions have the different non-linear values. The number
of non-linear values of 4-variable BF is much greater than those of 3-variable BF.

Also, its differential characteristic is much better than the differential characteristics
of element F,,;. Consequently, the selection of 4 CEs for F,, has practical significance
and influences the avalanche effect of cipher constructed from that element.

Element F,, is selected to be used in the proposed algorithm is as follow, this
element includes differential characteristics shown in [1].

y1=vzx; BvzBvx, Dvx, PvDzDx; D 1; NL(y1) = 4.
Vo =0Zx, QvzQvx; Qvx, Dzx; Dx, Dv Dz D1, NL(y2) = 4.
y3 = vzx, @ vzx, @ zx1 D x1 D x,; NL(ys) = 4.

2.2. Design CSPN and SDDO used in BM-128

The general structure of CSPN was described in detail by Nikolay A. Moldovyan in
[4] and is applied to construct the SDDOs operators applied in many algorithms.
According to design diagram in [4], we build up controlled elements which will be used
in proposal algorithm.

The process of constructing the controlled element F3,/056 used in algorithm BM-128
is described as follows: Fyp = Fug = Faon2s = Faonse. Element Fug (See Figure 1) is
constructed from F,,. Here, F4g constructed into 4 parts from F,,, is divided into 2
layers, in which each layer consists of 2 elements F,,, in parallel. The middle of 2 layers
is a fixed permutation described in Figure 1. In which F3y108 (Se€ Figure 2) constructed
from 16 controlled elements Fys, is divided into 2 layers, each layer includes 8 elements
Fa4gin parallel and there is a twisted permutation between 2 layers described as follows:

1=(1) (2, 5) (3 9) (4, 13) (5 2) (6) (7, 10) (8, 14) (9, 3) (10, 7) (11) (12, 15) (13, 4) (14,
8) (15, 12) (16)

a) L] | | L l I | b)
| 72 P22 [
Vi Z; F 2/2 Vo Z>
F22 F22
+ 3
V2 Zz Fo/2 Fo/2 Vi Za
I I I I

Figure 1. The structure of Fyg(a) and F;}B(b)
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Figure. 2. The Structure of Fay106 (@) and F33/125(b)

Finally, Fsz056 (S€€ Figure 3) constructed from 2 elements Fiy/105 is also divided into 2
layers and each layer only includes a Fzy28. The middle of 2 layers is a fixed
permutation I’ described as follows:

I’ = (1,17) (2,21) (3, 25)(4, 29) (5, 18) (6,22) (7, 26) (8, 30) (9, 9) (10, 23) (11, 27)

(12, 31) (13, 20) (14, 24) (15, 28) (16, 32) (17, 1) (18, 5) (19, 9) (20, 13) (21, 2) (22, 6)
(23, 10) (24, 14) (25, 3) (26, 7) (27, 11) (28, 15) (29, 4) (30, 8) (31, 12) (32, 16)

|
a) | b
| 4444 444l 4444 L il 4444 dddd b4 ad dddd | D
izl e F F F F F F Fo |10 %
v, 21| a8 418 418 418 418 418 418 a8 ||
2 4 V7 Z;
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|
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: ¥y ¥+ 3 3 33 33 333 3333 3333 3333 3333 3333 :
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|
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Figure 3. The Structure of Fsy,s6 () and F§21/256 (b)

With this structure, it is more interesting to build from F,, which will provide a huge
support in generating the high performance cipher.

On the basic of Fsp56, We embed the switchable controlled operator (SCO) to
generate SDDO. SCO is created via the combination of the controlled element of
parallel combination P,;; and 2 expanded operators E;, E,. The detail structure of SDDO
% is shown in Figure 4.

32/256
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In Figure 4, to control the distribution of the controlling vector in £%2. . we use
permutations Py, which are connected parallel. The expansion of bits in E; and E, is
performed as follows: 16 bits is an input of the extension box E; (or E;) is L = (Ly, Lp)
with Ly, L, e {0, 1}*°, while the controlling vector (V, Z) = (V1, Z1, Vs, Zs, Vs, Zs, Va, Za,
Vs, Zs, Vs, Zs, V7, Z7, Vs, Zg) uses the switchable controlled operator £¢2., generated as
follows:

V1: I—la V2: |_1<<<4, V3: |_1<<<8, V4: L1<<<12;
V5: L2<<<12, V6: L2<<<8, V7 — |_2<<<4, V8: I—2;
Z,= L1<<<12, Z;= L1<<<8. Z3= L1<<<4, Z,=Ly;

ZS: L2, ZG - L2<<<4, Z7 - L2<<<8, ZS - L2<<<12

16 16 1 32

Y
Vi Z,
v, Z,
Vs Z,
Vil,
Fass
Vs Zs
Ve Z
vV, Z,
Ve Z 3

A

’5‘416/1

E;

YVvYyy

E;

YVYYVY

32

vy

Figure 4. The Structure of SDDO FgLZ’%%

Above is the whole structure of SDDO used in the algorithm BM-128. With this
structure, SDDO gives solution to simple key schedule in proposed algorithm.

3. Design of Algorithm BM-128

BM-128 was developed by the same diagram (see Figure 5) and controlled elements,
but use different controlled boxes. They consist of 8-round transformation without
using the process of generating complex keys and constructed on the basic of CSPNs in
association with the fixed permutations and boxes Ssxa, S*,.4. These boxes constructed
on the basic of permutational table used in algorithm Serpent. The use of minimum
controlled element F,;, in CSPNs of algorithm helped to improve cryptographic criteria
of expanded block operators which leads to the reduction of rounding number of
encryption, but also preserves high durability of cryptographic algorithms (proved in
part 5). Simultaneously, it reduces the complexity of devices when implemented in
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FPGA with pipelining and increases encryption speed with iterative looping (proved in
part 4). The outstanding features that BM-128 is aiming at are:

1) The process of the extension of keys is simple, so ensuring high encryption speed in
condition of frequent change of session keys.

2) The mechanism of secret key selection is flexible, the secret key 128 bits or 192 bits
or 256 bits can be used depending on requirement of a specific application.

3) Processing in basic encryption round is parallel, so it contributes to create high speed
in encryption.

4) With results evaluated on combination efficiency and security estimation presented in
part 4, 5, and 6 the algorithm aim at applications in fast wireless telecommunication
network, which require little energy and surface area.

The steps of BM-128 are described as follows:
1. Forj=1to7do: {(L,R) < Crypt®L, R, U;, Q); (R, L) « (L, R)}.
2. (L,R) « Crypt®(L, R, Ug, Q).
3. {(LR)« (L ®Ug R ®Qy); (L,R) « (L, R)}

The scheme implementation of Cipher BM-128 is described in figure 6 and the

transformations are used as follows: the SDDO £, (described in part 2); a pair of Ssu
and Sy permutations | and I; and expansion element E. The permutations and E are
described as follows:
1 =(2) (2, 34) (3) (4, 36) (5) (6, 38) (7) (8, 40) (9) (10, 42) (11) (12, 44) (13) (14, 46) (15)
(16, 48) (17) (18, 50) (19) (20, 52) (21) (22, 54) (23) (24, 56) (25) (26, 58) (27) (28, 60) (29)
(30, 62) (31) (32, 64) (33) (34, 2) (35) (36, 4) (37) (38, 6) (39) (40, 8) (41) (42, 10) (43) (44,
12) (45) (46, 14) (47) (48, 16) (49) (50, 18) (51) (52, 20) (53) (54, 22) (55) (56, 24) (57) (58,
26) (59) (60, 28) (61) (62, 30) (63) (64, 32);

|

|

|

|

|

|
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|
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Figure 5. Structure and Round Transformation Crypt®
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1.=(1,17) (2, 21) (3, 25) (4, 29) (5, 18) (6, 22) (7, 26) (8, 30) (9, 19) (10, 23) (11, 27) (12,
31) (13, 20) (14, 24) (15, 28) (16, 32);
E(X) — (X, X<<<8, X<<<l6, X<<<24)-

The switchable bits e; (i=1..4) depend on bit e (e€{0,1}). Defining encryption (e = 0)
and decryption (e = 1) mode and e; is determined as follows:

gr=ed@e,e=ed@eye=ede;,eq=edey
where €'q, €5, €'5, €', are described in Table I.

Subkeys K; e {0, 1}** are generated from 128 bits K = (Ky, K;) or 192 bits K = (K,
K2, K3) or 256 bits K = (K, Ky, K3, K4) secret key K. The round keys U;, Q;are selected
from subkeys K; and listed in Table I.

Table I.
The Key Scheduling and Lists the Switch Bits
No.roundsj | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 [ FT
With 128 bits key
Q= Ky K> Kz K> Ky K> Ky Ka Ky
Uj = Kz Kz Kl Kz Kl Kz Kz K2 K2
e = 1 0 1 1 0 1 0 0 -
e, = 0 1 0 0 1 0 1 1 -
e's= 0 0 0 1 0 1 1 0 -
e, = 1 0 0 1 1 0 1 0 -
With 192 bits key
Q= Ky Ky Ky Ka Ks Ka Ky Ko Ky
Uj = K3 K2 Kl K2 K3 K2 K]_ Kl K3
e = 1 0 1 1 0 1 0 0 -
e, = 0 1 0 0 1 0 1 1 -
e's= 0 0 0 1 0 1 1 0 -
e'y= 1 0 0 1 1 0 1 0 -
With 256 bits key
Q= Ki Ky Ky Ky Ks K2 Ky Kz Ky
Uj = K3 K2 Kl K2 K3 K4 K4 K4 K3
e = 1 0 1 1 0 1 0 0 -
eh= 0 1 0 0 1 0 1 1 -
e's= 0 0 0 1 0 1 1 0 -
e, = 1 0 0 1 1 0 1 0 -

4. Results on Security Estimation with Criteria NESSIE

As stated by NESSIE (New European Schemes for Signatures, Integrity and
Encryption) [7], the security of encryption algorithm is considered based on 4 following
criteria:
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1) The average number of output bits changed when changing one input bit — (1);
2) The degree of completeness — (2);

3) The degree of avalanche effect — (3);

4) The degree of strict avalanche criterion — (4)

Concurrently, based on that the security or transformations in encryption algorithms
will be the best if the following conditions happen simultaneously: d.= 1, dy~ 1, dga~ 1
and d;~ % n.

Based on that, we evaluated the statistical characteristics of encryption algorithm
developed and it is found that it is very suitable with criteria that NESSIE proposed.
Test are carried out with number of samples 1000 in 2 cases: K(Key) = 1, X(data) =
1000 and K(Key) = 1000, X(data) = 1. The results evaluated by tests of algorithm BM-
128 are shown in Table Il respectively. The results show that after 3 rounds of
encryption they can satisfy the criteria of NESSIE with respect to the influence of the
original data bits, as well as the influence of key bits. A study of statistical
characteristics about the influence of key bits in this algorithm is the factor that helps to
prove the security of algorithms. This algorithm used a simple method of key
enlargment, but satisfied the statistical criteria of NESSIE.

Table Il.
Influence of the Original Texts and Key Bit

#X =1000; #K =1 #X =1, #K = 1000
D=d | =de | 3)=dy | (4=dsa | (1)=di | (I=dec | B)=da | (4)=0s
33.859641 | 0.625000 | 0.529057 | 0.523462 | 33.870594 | 0.625000 | 0.529228 | 0.523888
63.655055 | 1.000000 | 0.993154 | 0.971829 | 63.682258 | 1.000000 | 0.993510 | 0.972277
63.983844 | 1.000000 | 0.997977 | 0.97489 | 63.983891 | 1.000000 | 0.997824 | 0.974859
64.008383 | 1.000000 | 0.997994 | 0.974571 | 63.990039 | 1.000000 | 0.997715 | 0.974996
64.001203 | 1.000000 | 0.997977 | 0.974689 | 64.005922 | 1.000000 | 0.997549 | 0.974649
64.006344 | 1.000000 | 0.997652 | 0.974712 | 63.973766 | 1.000000 | 0.997606 | 0.975108
64.024828 | 1.000000 | 0.997676 | 0.974826 | 64.002188 | 1.000000 | 0.997568 | 0.974816

o2 nndNe2 1 NNNNNN n nn77oc. Nn N07A0ER o2 NoNnNEN 1 NNNNNN Nn an77Nn0 N N74A011

OIN (O |UT|h~ W (IN|F-

5. Differential Cryptanalysis

Differential cryptanalysis is seen as a popular solution used for cipher, so calculating
differential trail to evaluate the ability against this cryptanalysis is the essential
requirement in block cipher development.

In this algorithm, we use minimum controlled element F,,, and the transformation via
element Fss056 and a box Sgg. Therefore, its differential value depends on the
differential characteristics of the minimum controlled element F,, and the distribution
of the bit of the controlling vectors. It also depends on the structure of the expanded
elements and the differential characteristic of the box Sa... It can be concluded that if
the smaller number of active bits differential trail has, the larger the probability of the
differential trail will be. Thus, we only analyze the differential trail with the number of
active bits of 2.

Firstly, the existence of differential trail needs to be analysis. It can be seen that
when differential trail go through half of left branch, which also go through the
expanded element E(32 — 256), they will have the weight of 8 and is easy to find the
probability P; = F3;/556(8g = Ag). Whereas, P, = % is the probability of differential
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trail falling down on the half of left branch. By analyzing the interchangeable table S,
we have P, = S(A; — A,) = 1/2. And the differential trail with the weight of 2 which
goes through the transformation Fsaps6 Will have P, = Fz;/556(4; = Ay) .. The
differential trail in circle 1 will go through circle 2. It can be found that we only need to
calculate the differential value Ps = F3;/256(A1 > A1 . As a result, the largest

probability exist the differential trail A, after through two-round is2™*"°

By testing program with 40.000 plaintexts, have the result P=
{0.0000000000000000001065} ~ 4 ~ 2'2°2193,

So, it can be concluded that after 4-round transformation BM-128, it has too enough
the ability against differential cryptanalysis.

Clearly, it is shown that the ability against the differential cryptanalysis of
developing algorithm much better than the common algorithms. Moreover, their
differential value is farther (27°°) away than the objects with the adjacent values (2°%).
Only after three-rounds the differential cryptanalysis of BM-128 that it has a better
safety.

In order to provide more information about the ability against differential
cryptanalysis of BM-128, a comparison table about the differential characteristic of
some ciphers is given in Table IlI.

Table IlI.
Security Comparision of Some Cipher With Bm-128

. Differential characteristics

Cipher Rmax Min PQ) P(r)
COBRA-H128 | 10 | (0, A®) | P(2)=1.25x2% | ~ 2%
COBRA-S128 | 12 | (0, A}) P(2) = 2% < 9190
COBRA-S128 | 10 | (0, A®) P(2) <2 < 9200
COBRA-S128 | 8 | (0, A®) P(2) <2 < 224
SG-128 10 | (0, AR) P(2) ~ 2% ~ 2710
SS-128 10 | (0, AR) P(2) ~ 2% ~ 20
Eagle-128 10 | (0, AR) P(2) ~ 2% ~ 217
BM-128 8 | (0, AR) P(2) ~ 2°'° ~ 270

6. FPGA Synthesis Results and Comparisions

The study is carried out to do test which simulates the cipher BM-128 on FPGA and
compare and evaluate its performance with the other algorithms (AES, COBRA-H64,
Eagle_64, Rijndael, RC6, IDEA, etc.,). To ensure the objectivity, the study is also
concurrently performed on chips Virtex-4FPGA, device 5vIx20tff323-2. The
performance evaluation was reviewed basing on both models; first assessment model
based on formula IE = S/R (S — speed of algorithm, R — resource); second assessment
model based on IE = S/(R x F) (F — Frequency). The results in detail are described in
Table IV. The results above show that the algorithm BM-128 has higher speed, but has
smaller hardware requirement than the modern algorithms. Comparing the performance
shows that they has higher performance than the algorithms. The evaluation
implemented by pipeline (N = n) and iterative looping (N = 1) architecture aims to
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evaluate the effectiveness of the algorithm in each case, so that it will be easier to select
them in applications to meet a specific requirement.

7. Conclusion
All main results include in this paper as follows:
Table IV.
FPGA Synthesis Results of Bm-128 and Comparisons

Cipher Block Rmax | N R F S Performance
P size (#CLBs) | (MHz) | (Mbps) | S/R | SI(R x F)
BM-128 | 128 8 8 5585 95 | 12160 2.18 22.92
CIKS-1[4] | 128 8 8 6346 81 5184 0.82 10.09
EAGLE-128[4] | 128 10 10 4120 95 | 12160 2.95 31.07
COBRA'Hl[?;S 128 12 12 22080 90 | 11500 0.06 4.10
AES [4] 10 10 17314 29 3650 0.21 7.40
Serpent [8] | 128 32 8 7964 14 444 0.06 4.00
Serpent [10] | 128 32 8 7964 14 444 0.06 4.01
BM-128 | 128 8 1 1114 89 1408 1.26 14.35
CIKS-128 [4] | 128 8 1 1511 65 992 0.66 10.20
CIKS-1[4] | 128 8 1 907 81 648 0.71 8.82
IDEA[4] | 128 8 1 2878 150 600 0.21 1.39
AES[9] | 128 10 1 2358 22 259 0.11 4.99
COBRA'Hl[ZLS 128 | 12 |1 2364 86| 917 | 039 451
Rijndael [11] | 128 10 1 2358 22 259 0.11 5.00
RC6[12] | 128 20 1 2638 14 88.5 0.03 2.40
Twofish [12] | 128 16 1 2666 13 104 0.04 3.00

1) Design operator is controlled with F3y56 in according to the structure of CSPN on the
basis of the controlled element of the same class F,, which are suitable for
cryptography applications.

2) Simple key schedule will be applied to reduce the cost of the equipment installed on
the hardware, but, SDDO based development SDDO shall eliminate attacks on weak
keys. The analytical results show that applications are capable of against the known
attacks.

3) Forecasting and estimating the costs of applications to FPGA, evaluating
performance and comparing results with traditional efficient encryption algorithm.

The results of detailed, clear and scientific studies pointed out in Sections 3, 4, 5 and
6 shows that the proposed algorithm has a high potential of being applied in the
communication systems requiring high speed and performance. It also contributes to
creation of more appropriate options for each specific application which may require
some specific security requirements with different levels.
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