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Abstract

In this paper a pixel value differencing steganography based on the maximum difference of
the neighboring pixel values have been proposed. There are four variants such as five, six,
seven and eight neighbor differencing. In five neighbor differencing method the maximum
difference amongst the five neighboring pixels such as upper, left, right, bottom and upper-
right corner are used to take embedding decision. In six neighbor differencing method the
maximum difference amongst the six neighboring pixels such as upper, left, right, bottom,
upper-right corner, and upper-left corner are used to take embedding decision. In seven
neighbor differencing method the maximum difference amongst the seven neighboring pixels
such as upper, left, right, bottom, upper-right corner, upper-left corner and bottom-left corner
are used to take embedding decision. In eight neighbor differencing method the maximum
difference amongst all the eight neighboring pixels are used to take embedding decision. The
message extraction process is very simple and does not require any knowledge of the original
image. The experimental results show that the distortion is the minimum in five neighbor
differencing. But the theoretical studies reveal that the hiding capacity is the highest in eight
neighbor differencing.

Keywords: steganography, pixel value differencing, five neighbor differencing, six neighbor
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1. Introduction

Steganography is a technique for covert communication. It can be achieved by using
carriers like image, audio and video [1]. Martin et al., [2] had experimentally investigated that
by adding the message inside an image, there is a change in statistics, but if this change is very
small it can not be detected. In image carrier normally we use the least significant bit (LSB)
substitution method. In this method the 8" bit of every byte of the carrier file is substituted by
one bit of the secret information. Instead of hiding a fixed number of bits in the LSBs of each
pixel, one can also embed different number of bits in LSBs of different pixels based on pixel
value range calculation [3]. If the secret message is shorter then only the LSBs of darkest and
brightest pixels can be used to enhance the security [4, 5]. Zhang et al., proposed a
steganography method by adding 1 to the gray value or subtracting 1 from the gray
value [6]. To achieve better security message bit dependent LSB steganography can also be
used [7-9].

An RGB image is one in which each pixel is represented by 3 bytes to represent the
intensities of red, green and blue channels. Parvez and Gutub [10] proposed a technique based
on RGB intensity values of the pixels. They took one of the channels as indicator channel and
used one or both of the remaining two channels to hide data bits. The last two bits of the
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indicator channel indicate whether the data bits are hidden in the other two channels or not.
Tiwari and Shandilya [11] proposed two techniques based on RGB concept. In the first
technique they modified the technique of Parvez and Gutub, by changing the indicator for
every subsequent pixel. The second technique is based on the generation of a random number.
The generated random number determines the number of least significant bits that is used to
hide the secret data. One can embed up to four LSBs in the data channels [12]. By associating
some conditions in indicator based techniques the security level can be improved [13]. A
block based RGB steganography has been proposed by Swain and Lenka [14]; wherein the
image is divided into 8 blocks, the message is divided into 8 blocks and one message block is
allocated to one image block through a user defined key. In each image block, one of the
channels is made as indicator channel and the remaining two channels are used for embedding.
The least significant bits can be treated as an array of bits and the message can be mapped into
it and be embedded at maximum matching portion of the array so that distortion can be
reduced [15].

If the pixels are located in edge areas they can tolerate larger changes than those in smooth
areas. The range of changeable pixel value in smooth areas is small, whereas in edge areas it is
large so that the stego-image maintains a good perceptual quality. Wu and Tsai [16] proposed
a pixel value differencing (PVD) method, wherein a cover image is partitioned into non
overlapping blocks of two consecutive pixels. A difference value is calculated from the value
of the two pixels in each block. Secret data is embedded into the cover image by replacing the
difference values of the two pixel blocks of the cover image with similar ones. But it has been
found that PVD steganography is vulnerable to histogram based attacks, so it should be taken
care [17]. To increase the hiding capacity tri-way PVD can also be used by taking four pixels
as a block and computing three directional differences [18, 19]. Chang and Tseng [20]
proposed two sided, three sided and four sided side match methods by using the side
information of two, three and four neighboring pixels respectively. A similar method is
proposed in [21]. Hossain et al. [22] also proposed four sided and eight sided side match
methods. In four sided method four neighboring pixels were used to take embedding decision
and in eight neighbor method eight neighboring pixels were used to take embedding decision.
The fall in error problem for two sided, three sided and four sided side match methods have
been addressed by Swain and Lenka [23]. Liao et al., [24] proposed four pixel differencing
and modified LSB substitution. Yang et al. [25] proposed a PVD steganography by taking four
pixel blocks at a time and observed more capacity compared to that of Wu and Tsai’s method.

In this paper a pixel value differencing technique is proposed, wherein the number of bits to
be embedded in a target pixel depends upon the largest difference amongst the neighboring
pixel values. There are four variants of this technique. In section 2 the proposed technique is
explained. In section 3 the experimental results are discussed and in section 4 the paper is
concluded.

2. The Proposed Methods

2.1. Five Neighbor Differencing

The secret data is embedded into an image by accessing the pixels in raster-scan order. The
pixels in the image are categorized into three categories as shown in Figure 1. The pixels
which are marked by a darker color are used as target pixels, where data is to be hidden. The
white colored pixels are used as neighbors. The pixels marked with light gray color are neither
treated as neighbor nor to hide data.

This method uses the upper, left, right, bottom and upper-right corner neighboring pixels
for estimating the number of bits to be embedded in the target pixel. Let g, be the gray value
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of the target pixel Px; 94, 91, Or, O and g, be the gray values of its upper pixel P, left pixel
P, . right pixel P, bottom pixel P, and upper-right corner pixel P, respectively. Then the
difference value d is computed using equation 1.

dzgmax'gmin (1)
Where gmax= max (gu ' 9| il gra gb il gur) and gmin = min (gu ) 9| Il gr Il gb ) gur)

The embedding capacity of pixel depends on the value of d. Suppose n be the number of
bits which can be embedded in the target pixel Py, then n is calculated using equation 2.

_ {1 , if 0 <d<1

2
log.d, if d>1 @)

As the quality of the stego-image may degrade drastically when n>4, so set n=4. A sub-
stream of n bits from the secret binary message is taken and is converted to integer b. Then the
new value of the target pixel, g is computed as in equation 3.

gr =0x-0gxmod 2"+ b (3)

Suppose 9y be the difference between g, and gy i.e. dx = gyx- Ox then the following two
adjustments shown in case 1 and case 2 below are done.

Casel: If 2"<§,<2"and gl >2" then gl - gk -2"
Case 2: If -2"<§,<-2""and g, <256-2" then gi - g +2"

The secret data is extracted from the stego-image by scanning it in raster-scan order. Given
a target pixel Py with gray value gy, let gy, , g1, g1, gp and gy, be the gray values of its upper
pixel Py, left pixel B*, right pixel P, bottom pixel P; and upper-right pixel Py, respectively.
The gray value difference d” is computed using equation 4.

d'= g:nax - g:nin (4)
where grax = max (gy , g, &r, &b 8ur) and gryin =Min (g5, 81, &1 &b » 8ur)

Let n” be the number of bits which can be extracted from the target pixel P;. The value n”is
calculated as in equation 5.

« 1, if 0< d'<1
{ 5)

- log,d”, if d > 1
If n“>4, then set n = 4 and the value b is calculated as in equation 6.
b =g mod 2™ (6)
Finally, n" bits secret data can be obtained by converting the value b to a binary string.

2.2. Six Neighbor Differencing

The secret data is embedded into an image by accessing the pixels in raster-scan order. The
pixels are categorized into three categories as shown in Figure 2. The pixels which are marked
with a darker color are used as target pixels, where data is to be hidden. The white colored
pixels are used as neighbors. The pixels marked with light gray color are neither treated as
neighbors nor to hide data.

This method uses the upper, left, right, bottom, upper-left corner and upper-right corner
neighboring pixels for estimating the number of bits to be embedded in the target pixel. Let gy
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be the gray value of the target pixel Py; gu, 91, Gr, Ob, gu and g, be the gray values of its
upper pixel P, left pixel P, right pixel P, bottom pixel Py, upper-left corner pixel P, and
upper-right corner pixel P, respectively. Then the difference value d is computed using
equation 7.
d = gmax' gmin (7)
where gmax=max (gu, 9i, Gr, 9o, Jur » Gur) aNd Gmin=MIN (9u, 91, Ir, Yo+ Gur » Gur)
The embedding capacity of a pixel depends on the value of d. Suppose n be the number of bits
which can be embedded in the target pixel Py, then n is calculated as in equation 8.
1, if 0 <d<1

"= llog,d, if d >1 ®)

As the quality of the stego-image may degrade drastically when n>4, so set n=4. A sub-

stream of n bits from the secret binary message is taken and is converted to integer b. Then the
new value of the target pixel, g is computed as in equation 9.

gr =0x-0gxmod 2"+ b 9)

After getting gy like this, the two cases for adjustment are applied as in five neighbor
differencing method. The extraction procedure is also identical to that of five neighbor
differencing method.

PU Pur
F)I Pr
Py
Figure 1. Sampling arrangement of Figure 2. Sampling arrangement of
pixels in five neighbor differencing pixels in six neighbor differencing
method method

2.3. Seven Neighbor Differencing

The secret data is embedded into an image by accessing the pixels in raster-scan order. The
pixels are categorized into three categories as shown in Figure 3. The pixels which are marked
by a darker color are used as target pixels, where data is to be hidden. The white colored
pixels are used as neighbors. The pixel marked with light gray color is neither treated as
neighbor nor to hide data.

This method uses the upper, left, right, bottom, upper-left, upper-right and bottom-left
neighbor pixels for estimating the number of bits to be embedded in the target pixel. Let g, be
the gray value of the target pixel Pyx; 0y, @i, Or. O, Qu » Qur @nd gy be the gray values of its
upper pixel Py, left pixel P, right pixel P, bottom pixel P, upper-left pixel Py , upper-right
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pixel Py, and bottom-left pixel P, respectively. Then the difference value d is computed as in
equation 10.

d = gmax' gmin (10)
Where gmax= max (gua glv gr , gb ’ gul ’ gura gbl) and gmin = min (gm gla gr ’ gb y gul ’ gura gbl)

The embedding capacity of the pixel depends on the value of d. Suppose n be the number of
bits which can be embedded in the target pixel P, then n is calculated as in equation 11.

_{1, if 0<dc<1

log,d, if d>1 (11)

As the quality of the stego-image may degrade drastically when n>4, so set n=4. A sub-
stream of n bits from the secret binary message is taken and is converted to integer b. Then the
new value of the target pixel, g5 is computed as in equation 12.

g;(: Ox - Ox mod 2"+ b (12)

After getting gy like this, the two cases for adjustment are applied as in five neighbor
differencing method. The extraction procedure is also identical to that of five neighbor
differencing method.

2.4. Eight Neighbor Differencing

The secret data is embedded into an image by accessing the pixels in raster-scan order. The
pixels are categorized into two categories as shown in Figure 4. The pixels which are marked
by a darker color are used as target pixels, where data is to be hidden. The white colored
pixels are used as neighbors.

This method uses the upper, left, right, bottom, upper-left corner, upper-right corner,
bottom-left corner and bottom-right corner neighboring pixels for estimating the number of
bits to be embedded in the target pixel. Let g, be the gray value of the target pixel Py; gy, 01,
Or. Ob, Qu» Gur » O @Nd gy be the gray values of its upper pixel Py, left pixel P, right pixel P,
bottom pixel P, upper-left pixel Py , upper-right pixel P, , bottom-left pixel Py and bottom-
right pixel Py, respectively. Then the difference value d is computed as in equation 13.

Figure 3. Sampling arrangement of Figure 4. Sampling arrangement of
pixels in seven neighbor differencing pixels in eight neighbor differencing
method method
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d = gmax' gmin (13)
where gmax= Max(du, 9i, 9r» 96 Jut» Jurs Joi» Gor) @NA Gmin= MIN(Yy, 91, 9, I Jur» Jurs Tor s Gbr)

The embedding capacity of pixel depends on the value of d. Suppose n be the number of bits
which can be embedded in the target pixel Py, then n is calculated as in equation 14.

{1, if 0<d<1
n=

log,d, if d >1 (14)

As the quality of the stego-image may degrade drastically when n>4, so set n=4. A sub-
stream of n bits from the secret binary message is taken and is converted to integer b. Then the
new value of target pixel, gy is computed as in equation 15.

g;( = gx - gx mod 2n +Db (15)

After getting gy like this, the two cases for adjustment are applied as in five neighbor
differencing method. The extraction procedure is also identical to that of five neighbor
differencing method.

3. Results and Discussion

3.1. Results

These methods are implemented using MATLAB tested with many images. The
observations for four standard images are as shown below.

Figure 5a is the Airplane image with a size of 192 kb. Figure 5b-e are the stego-images in
five, six, seven and eight neighbor differencing methods respectively with 2048 bytes of data
hidden in each and Figure 5f-j are their respective histograms. Figure 6a is the Boat image
with a size of 768 kb. Figure 6b-e are the stego-images in five, six, seven and eight neighbor
differencing methods respectively with 1024 bytes of data hidden in each and Figure 6f-j are
their respective histograms. Figure 7a is the House image with a size of 768 kb. Figure 7b-e
are the stego-images in five, six, seven and eight neighbor differencing methods respectively
with 1024 bytes of data hidden in each and Figure 7f-j are their respective histograms. Figure
8a is the Baboon image with a size of 525 kb. Figure 8b-e are the stego-images in five, six,
seven and eight neighbor differencing methods respectively with 2048 bytes of data hidden in
each and Figure 8f-j are their respective histograms.
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Figure 5. a Airplane image; b, c, d, e are stego-images; f, g, h, i, j are their
histograms
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Figure 6. a Boat image; b, c, d, e are stego-images; f, g, h, i, j are their
histograms
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Figure 7. a House image; b, c, d, e are stego-images; f, g, h, i, j are their
histograms
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Figure 8. a Baboon image; b, ¢, d, e are stego-images; f, g, h, i, j are their
histograms

3.2. Discussion

The steganographic methods proposed in this paper are secured because instead of
replacing the LSBs of pixel values directly, the proposed methods adaptively change the pixel
value into another value based on the maximum difference of neighboring pixel values. The
traditional LSB steganography have a common weak point. The pixel value changes
asymmetrically which can be captured by RS steganalysis. The proposed methods are tolerant
to steganalysis methods like RS steganalysis because we are changing variable number of bits
in different pixels. The histograms of original images and stego-images are completely
identical. Thus histogram based steganalysis attacks are not possible.

For any steganography technique the hiding capacity should be as high as possible. We can
see in Figures 1, 2, 3 and 4 that almost 20% of the pixels can be used to hide data and in each
pixel up to a maximum of 4 bits. Thus the hiding capacity is also good.

Without compromising the levels of security and capacity, if the imperceptibility is kept
higher, then the technique is preferable. If the stego-image looks innocuous one can believe
that, this requirement is fulfilled. In Figures 5, 6, 7 and 8 it can be observed that the stego-
images are looking very innocuous. Moreover, the distortion in a stego-image can be
measured by peak signal-to-noise ratio (PSNR). The lesser is the PSNR means more is the
distortion.

The amount of data hidden and peak signal-to-noise ratio (PSNR) values are shown in
Table 1 for the four tested images. With the same amount of hidden data the distortion is
minimum in five neighbor case than compared to six, seven and eight neighbor cases. But
eight neighbor case can hide maximum amount of data compared to five, six and seven
neighbor cases. This is because the difference value d is largest in eight neighbor case.

Table 1. The PSNR values for the tested images

Image Image  Hidden Peak signal-to-noise ratio (in dB)
name size data size Five Six Seven Eight
(inkb)  (in bytes) neighbor  neighbor neighbor  neighbor
Airplane 192 2048 49.91 49.51 49.13 49.41
Boat 768 1024 50.90 50.70 50.89 50.58
House 768 1024 54.30 53.82 54.22 53.79
Baboon 525 2048 44.05 43.71 43.61 43.26
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The Chang and Tseng’s [20] two sided side match method is as follows. Given an input
pixel P, with gray value gy, let g, and g, be the gray values of its upper neighboring pixel P,
and left neighboring pixel P, respectively. Then a difference value d is computed as d = (g, + g
)/2 — gx. Similarly for three sided match d = (g, + g+ 9r) / 3 — 0x, for four sided match d = (gy,
+0ut Ot On)/4—0x0r (Qu+ 0+ g+ 0gv) / 4 — 0y The number of bits to be embedded in a
target pixel depends upon this difference value d. As the proposed method can give a larger
difference value d, so embedding capacity is higher.

Hossain et al., [22] proposed four neighbor and eight neighbor methods similar to that of
side match methods. The d value is calculated in same way as that of side match methods. The
proposed method calculates d value by taking the largest difference value among the
neighboring pixel values. So embedding capacity is obviously higher.

4. Conclusion

In this paper a new image steganography technique by considering the maximum difference
of neighboring pixel values have been proposed. There are four variants such as five, six,
seven and eight neighbor differencing methods. The embedding capacity and peak signal-to-
noise ratio values are good in all the four cases. With same amount of hidden data the
distortion is minimum in five neighbor differencing method compared to other three methods.
But eight neighbor differencing method can hide maximum amount of data compared to other
three methods. This is because the difference value d is largest in eight neighbor case. After
the information is embedded the change in quality of the images are not noticeable. The
extraction process is very simple and does not require the original image.
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