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Abstract 
Nowadays, code injection is one of the most dangerous cyber attacks. Shellcode is a mali-

cious code which is used in this type of attack. Processor emulation at network level is one of 
the best proposed methods against code injection attacks. Multiple run-time heuristics have 
been discussed in previous researches. However, none of them can detect those shellcodes in 
which hard-coded addresses are used. This type of shellcode cannot be used against ASLR-
enabled Windows. Howbeit, older versions of Windows have still too many users. In addition, 
there are several hard-coded address contained shellcodes in public shellcode repositories 
which can be used easily by dummy hackers. In this paper, we propose a robust run-time heu-
ristic for detecting this type of shellcode. Our objective is to augment the collection of the ex-
isting run-time heuristics. The experimental results show that our new heuristic can effective-
ly detect every shellcode in which hard-coded addresses are used. 
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1. Introduction 

Traditional signature-based detection systems can be easily bypassed by a polymorphic 
shellcode. In addition, static analysis based detection systems can be bypassed taking ad-
vantage of self-modification technique. Static analysis based detection systems rely on the 
control flow and the data flow derived from the input stream, while a hacker can make a fake 
control and data flow for his code since the original payload will be revealed using self-
modification at the target. The effectiveness of emulation-based approach is that it does not 
matter whether self-modification has been used. In this approach the input stream is executed 
and the emulation-based detection system concentrates on the observed behavior of the code 
and verifies the existence of a malicious behavior during the execution.  

The architecture of an emulation-based detection system consists of an emulator to execute 
the input stream and a virtual memory to load the input stream within it and to perform 
read/write instructions made by it. The virtual memory also is used for loading the common 
modules of a sample process. This memory plays an important role because a shellcode may 
point to a loaded module. So we prefer to continue the execution in such circumstance. 

Since the concentration of an emulation-based detector is on the behavior of the input 
stream, it should have some heuristics to be matched with the observed behavior. Therefore, 
there are one heuristic for each class of shellcode in this architecture. Every heuristic has mul-
tiple conditions that all should be satisfied for triggering an alert. Every condition is related to 
one step of the intended behavior of the shellcode. For example, if we know that there are 
three unavoidable steps within the behavior of a shellcode, we should consider three condi-
tions in the corresponding heuristic in order to detect such a shellcode. Our detection system  
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Figure 1. Architecture of an Emulation-based Shellcode Detector 

checks these conditions simultaneously for all heuristics during the execution. It is possible 
for a shellcode that triggers more than one heuristic but whenever any detection heuristic is 
triggered, an alert will be generated. According to these characteristics, the architecture of an 
emulation-based shellcode detector can be similar to one illustrated in Figure 1. 

In recent years, most of the proposed emulation-based detection methods are to identify 
polymorphic shellcode and their focus is on detecting a decryption routine in the input stream 
[1-4]. However, they cannot detect plain shellcodes which have no self-decrypting or self-
modification behavior. Obviously, a plain shellcode is the decrypted version of a polymorphic 
shellcode. Thus, if an intrusion detection system can detect plain shellcodes, it will be able to 
detect polymorphic shellcodes as well because the decrypted body of the shellcode is revealed 
after the execution of the decryption routine. In another word, after the execution of the de-
cryption routine, a jump should be made to the beginning of the main payload otherwise the 
shellcode has no functionality. 

In one of the previous researches [5], four behaviors of shellcodes were elaborated and im-
plemented in Gene, a code injection attack detector based on passive traffic monitoring. First 
two behaviors are about those shellcodes in which the base address of KERNEL32.DLL is 
resolved and second two behaviors are about those shellcodes which are referred to as egg-
hunter shellcode. This type of shellcode should be used when there is not enough space for 
injecting the main shellcode, referred to as egg. The role of an egg-hunter is to find the egg in 
the address space of the attacked process and to jump to it. Our contribution in this paper is to 
augment this collection. Here, a brief description of each of four mentioned behaviors is pro-
vided. 

PEB    Windows API functions are divided into several dynamic load libraries (DLLs). 
First operation of a shellcode is to load an intended DLL into memory and to look within it 
for the intended API functions. KERNEL32.DLL is an important module that does not need 
to be loaded by shellcode since this DLL is always loaded into the address space of any Win-
dows process. There are two useful API functions within this DLL: (i) LoadLibrary for load-
ing an arbitrary DLL into the address space of the current process, and (ii) GetProcAddress 
which returns the address of an arbitrary API function. After resolving these two APIs, any 
other API in any other DLL can be loaded directly by using these functions. A reliable meth-
od for locating the base address of KERNEL32.DLL is through PEB data structure [5], [6]. 
PEB is a user-level data structure that holds extensive process-specific information. This 
structure is always accessible by reading FS: [0x30]. FS is a segment register pointing to a 
segment in which a pointer to PEB is placed. There is a pointer to PEB_LDR_DATA data 
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structure in the offset 0xC of PEB data structure. Also there are three pointers in this data 
structure to three linked lists of the loaded modules. One of the linked list’s elements is al-
ways related to KERNEL32.DLL in which the base address of this DLL has been stored. As 
such, a shellcode can exploit PEB data structure to find the base address of any loaded mod-
ule such as KERNEL32.DLL. The corresponding heuristic for detecting this behavior of 
shellcode had been designed according to the above steps, and had been called PEB [5]. 

BACKWD In addition to above method, there is another way to resolve the base address 
of KERNEL32.DLL. Taking advantage of the structured exception handler (SEH) mechanism 
of Windows, a shellcode can read FS: [0] to obtain the beginning of SEH chain and refer to 
the last, default SEH frame in this chain and obtain a pointer to a location in the address range 
of KERNEL32.DLL by reading the Handler field of the frame. The Handler field of any SEH 
frame is a pointer to the corresponding exception handler routine. Also we know that the last 
frame in the SEH chain is registered by the system whose Handler field points to a routine in 
the address range of KERNEL32.DLL. So after reading this field, shellcode can move back-
ward towards the first byte of the KERNEL32.DLL and find the base address of it. This 
method is called backward search because shellcode find an address in KERNEL32.DLL and 
then looking backward for ‘MZ’ [7]. Every DLL in Windows has this signature as its first two 
bytes. The corresponding heuristic for detecting this type of shellcode had been designed ac-
cording to the above steps, and had been called BACKWD [5]. Furthermore, a similar method 
has been elaborated by Javad Khodaverdi [27]. 

SYSCALL Some Windows system calls take a pointer to an input parameter as an argu-
ment. If the pointer is invalid, the value 0xC0000005 is returned after executing “int 0x2E” 
instruction. Egg-hunter shellcodes can use this to check the availability of a memory address. 
The most famous system calls which can be used by egg-hunter shellcodes are NtAddAtom 
(0x8), NtAccessCheckAndAuditAlarm (0x2) and NtDisplayString. There is an issue in using 
the system calls. In various versions of Windows, the number assigned to a system call may 
be changed. Although this number has no change for NtAccessCheckAndAuditAlarm and 
NtAddAtom, NtDisplayString is assigned various numbers in different versions of Windows. 
For example, it is 0x43 in Windows XP, 0x46 in Windows 2003 Server and 0x7f in Windows 
Vista. The corresponding heuristic for detecting this type of shellcode had been designed 
based on system call invocation mechanism of Windows, and had been called SYSCALL [5]. 

SHE    Another technique used by egg-hunter shellcode to locate the egg is the registration 
of a custom SEH frame [8], [9]. In another word, it takes advantage of SEH (Structured Ex-
ception Handling) mechanism of Windows. Every SEH frame contains two fields. The first is 
a pointer to the next frame and the second is a pointer to the exception handler routine. The 
second field is called Handler. Note that the first field of the last frame, registered by the sys-
tem, contains the value 0xFFFFFFFF. When a hacker is forced to use egg-hunter, he should 
write an egg-hunter in a way that it can handle the probable exceptions during the search pro-
cess. If it does not handle the exception, an unexpected event may be occurred. Therefore, 
egg-hunter shellcode first register a custom SEH frame so that when an exception occurred, 
the arbitrary handler routine is executed. To this end, the hacker can uses one of the two pos-
sible ways as follows. The first is that the egg-hunter create a new SEH frame and overwrite 
the location FS: [0] with the address of this new frame. Since FS: [0] is always referred by 
Windows to handle an exception, the arbitrary handler routine will be executed after throwing 
an exception. The second one is that egg-hunter shellcode read FS:[0] and after locating the 
first SEH frame, modify the Handler field of the frame to point to the location where his arbi-
trary handler routine has been placed. In this case his handler routine will be executed when 
an exception is thrown. Note that in the first case a new frame is created but in the latter an 
existing frame is exploited. The corresponding heuristic for detecting this type of shellcode 
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had been designed according to the above steps and had been called SEH [5]. This heuristic 
has a third condition that is very useful for preventing false positive. After the satisfaction of 
the second condition, it is validated that a custom SEH frame has been registered correctly or 
not. In another words, the integrity of SEH chain is verified. 

The remaining sections are organized as follows. Section 2 reviews the previous works on 
shellcode detection. Main contribution of this paper, describing a general behavior of shell-
codes, is described in Section 3. This section also provides a dynamic taint algorithm. Section 
4 is about the implementation of our prototype and Section 5 provides the experimental re-
sults. Finally Section 6 and 7 provide a discussion and conclusion respectively. 
 
2. Related Work 

After the manifestation of polymorphic shellcodes, the early signature-based detection sys-
tems could not identify these shellcodes. At the first, static analysis approach was introduced 
for identifying the presence of shellcode in network streams. In this approach, first the net-
work stream is disassembled and a detection process is then performed according to the de-
rived control and data flow. In [10] Toth and Kruegel tried to identify the NOP-sled in the 
network streams by using the code disassembly. However, the NOP-sled may not be used in 
the shellcode. Because of the use of “int 0x80” instruction in the Linux shellcodes, Anderson 
et al. proposed a detection method based on the multiple occurrences of the instruction se-
quences ending with this instruction [11]. A few methods were proposed for detecting the 
previously unknown polymorphic shellcodes, which are based on the identification of struc-
tural similarities between several different worm instances [12]. Particularly [13, 14] used the 
data flow and control flow analysis on several instances of polymorphic shellcodes, aiming to 
obtain the structural similarities and [15] used neural networks to do it. 

There may be exists some obfuscation methods that are not known for us. However, by us-
ing the known obfuscation methods such as self-modification and indirect jump [1], the static 
analysis based detection methods can be bypassed easily. Although [14] tried to detect self-
modification behavior by static taint and initialization analysis, it can be evaded by assembly 
tricks such as using the sequence of “mov eax, esp” and “mov ebx, [ss:eax]” instead of “mov 
ebx, [ss:esp]”. This leads to introduction of emulation approach, a dynamic analysis method, 
to execute the derived instructions of the network streams and focus on the observed behav-
ior. The early proposed emulation-based methods were based on the observing a mandatory 
behavior of a polymorphic shellcode. For example, a shellcode has to obtain its absolute ad-
dress since IA32 architecture does not support the relative addressing mode. There are a few 
methods to obtain the value of the program counter. Most of the previous detection methods 
are based on the observing one of these behaviors during the execution [1]. However, there 
are some particular cases in which the shellcode uses a register pointing to its base address 
after the injection [2]. Zhang et al. combined network level execution and static data flow 
analysis for enhancing the runtime execution performance [4]. Finally, since self-decrypting 
behavior is never seen in the plain shellcodes, Polychronakis et al. proposed a heuristic-based 
detection system [5]. This detection system uses four different runtime heuristics according to 
four different behaviors of plain shellcodes. If anyone of the runtime heuristics is matched 
with the observed behavior during the execution, the presence of shellcode is detected. 

Emulation-based shellcode detection can be used for detecting drive-by download attacks 
and malicious websites too. Such a research is accomplished by Egele et al. proposing a tech-
nique in which an embedded CPU emulator is used in browser to identify malicious javascript 
string buffers [16]. 

Symbolic execution is another approach much similar to emulation. Symbolic execution 
can be used to extract the real structure of a shellcode in run-time. For instance, Spector [17] 
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uses this approach to extract the sequence of library calls made by the shellcode including 
their arguments and to generate a low-level execution trace of the shellcode. Shellzer [18] is a 
dynamic shellcode analyzer that generates a complete list of the API functions called by the 
shellcode. This tool is able to modify both the arguments and the returned value of any API 
function on the fly. Its concentration is on malicious PDF files and malicious web pages. In 
order to execute the contained shellcode correctly, it simulates a specific execution context 
such as Adobe Reader because the shellcode may assumes that it is running inside an instance 
of this program. This tool can be evaded by some assembly tricks such as indirect API call. 
 
3. Shellcode Behavior Modeling 

It is not imaginable for a shellcode that calls no API function. In another word, the func-
tionality of a shellcode depends completely upon its API function calls. Previous proposed 
run-time heuristics were designed based on the early indispensable operations of shellcode, 
such as resolving the base address of KERNEL32.DLL. After resolving KERNEL32.DLL 
base address, shellcode refers to this DLL’s export table and find the relative virtual address 
(RVA) of the intended API function. Then, it adds the DLL’s base address to the obtained 
RVA to calculate the absolute address of the intended API function. Finally, it can call this 
address. However, when a hacker knows his target, it may be possible to use the hard-coded 
addresses of the intended API functions within the shellcode. In such circumstances, there is 
no behavior in the shellcode based on which the previous heuristics have been designed. So 
we need a new heuristic to detect this type of shellcode. Our heuristic (i.e., HC Shellcode) 
should be designed based on the overall behavior of shellcode. 

Overall behavior of a functional shellcode could be modeled as follows: (i) pushing some 
values in stack as the input parameters of the intended API function, and (ii) calling the 
known address of the function. These conditions are so simple and we need to consider some 
shellcode-specific features which could prevent false positive effectively. 

One of the most common instructions in random code (i.e., normal traffic) is push. In an-
other word, when a random byte sequence is disassembled, push is a prevalent instruction in 
the disassembly. So it cannot be enough to consider only the push instruction as the first part 
the above behavior. Furthermore, it is likely to encounter a call instruction during an execu-
tion chain. Thus, if we design our heuristic only based on these simple conditions, false posi-
tive rate may not be admissibly low. 

Since this behavior can be seen in random code, we need an additional condition to dis-
criminate between normal traffic and malicious code (i.e., shellcode). A discriminating fea-
ture is that a shellcode pushes the input parameters of the intended function and also calls the 
hard-coded address consciously. To identify this consciousness and perform the above dis-
crimination correctly, we should track the hard-coded values during the execution. To this 
end, we need a dynamic taint algorithm. 
 
3.1. Dynamic Taint Algorithm 

The emulator used for shellcode detection should be able to parse the operands of instruc-
tions. For example, it should be identifiable whether an instruction has operand. Also the em-
ulator should be able to identify the number of operands and determine source and destination 
operand. During the execution of an instruction, first we determine whether the source oper-
and is a hard-coded value and if so, we taint the destination operand. It does not matter which 
instruction do this. For example, after executing “mov eax, 0x12345678” or the sequence of 
“push 0x12345678” and “pop eax” we taint eax. In addition, after parsing the operands and 
identifying source and destination operands, if the source operand is a tainted register, the 
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destination operand will be tainted too. This operation takes into account the memory ad-
dresses as well. In another word, if the source operand is a hard-coded value or a tainted reg-
ister and the destination operand is a pointer to a memory address, that memory address will 
be tainted too. Finally, we may have multiple tainted places (i.e., registers or memory ad-
dresses) during every execution chain. If no shellcode is detected during an execution chain, 
tainted places are cleared before starting the next execution chain. 
 
3.2. Detection Heuristic 

As mentioned earlier, an obvious behavior of shellcodes is pushing some values in stack as 
input parameters of the intended API function and calling their addresses. LoadLibrary is a 
common function that is called in too many shellcodes. Since this function has only one input 
parameter, we can use this fact to determine the number of hard-coded values that should be 
pushed onto the stack. 

When the emulator encounters a push instruction, its operand is verified by the above algo-
rithm to determine whether it is tainted. If so, the first part of our detection heuristic is satis-
fied. We can define the first condition of our heuristic (i.e., HC Shellcode) as follows. 

Condition H1: a hard-coded value is pushed onto the stack consciously. The consciousness is 
determined by dynamic taint algorithm presented in Section 3.1. 

Then, after encountering a call instruction, its operand is parsed. If one of the following 
holds true, the second part of our detection heuristic is satisfied. 

• the called address is an immediate operand (such as call 0x7c820742). 
• the called address is stored in a tainted place, either a register or a memory address. 

Thus, the second condition of our heuristic can be defined as follows. 

Condition H2: a hard-coded address is called consciously. 

Two above conditions should be satisfied more than one time in every functional shell-
code. Even in a shellcode that only opens a message box, two API functions should be called: 
MessageBox and ExitProcess. A wised hacker usually uses ExitProcess to prevent the crea-
tion of core dump files and to exit the vulnerable process cleanly. Thus, we can use a thresh-
old equal to 2 for the repetition of the above behavior and define the last condition of our heu-
ristic. Note that most of functional shellcodes such as reverse shell and bind shell use multiple 
API functions and so the above behavior is seen multiple times. 

Condition H3: this can be defined as a meta-condition: H1 and H2 hold true two times. 
Although the above conditions are quite constraining, we can consider additional condi-

tions to preserve false positive rate as low as possible. First, it is possible that a loop is con-
structed in random code in which all of the above conditions are satisfied. In such circum-
stances, our heuristic identifies it as a shellcode but this is not the case. To address this issue, 
we add this condition to our heuristic that two occurrences of the mentioned behavior should 
be seen with different hard-coded addresses. In another word, two different hard-coded ad-
dresses should be called during an execution chain. Second, we know the address range of the 
loaded modules in Windows. Thus, we can add this condition that the called addresses should 
be in a specified range. 

We used the threshold equal to 2 for the repetition of the above mentioned behavior in or-
der to preventing false positive. However, there is a special shellcode that may not be detect-
ed by the above heuristic. This type of shellcode is discussed in the following section. 
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3.3. WinExec Shellcode 

A wised hacker normally calls ExitProcess or any similar function at the end of his shell-
code to prevent the creation of core dump files and to exit the attacked process cleanly. How-
ever, ExitProcess may not be used by a dummy hacker. It seems that this type of shellcode 
cannot be dangerous as it calls only one API function, but we should take a special shellcode 
into account in which merely WinExec API function is called. This function has two input 
parameters and allows a hacker to execute an arbitrary command on the attacked machine 
remotely. For example, if the hacker executes the command shutdown -s, he can turn off the 
target system. Since this type of shellcode is considered as a dangerous shellcode and cannot 
be detected by the previous heuristic, we should take it into account separately and define an 
additional heuristic. We should collect the addresses of WinExec in all versions of Windows. 
Note that this address is not fixed and also is not predictable, neither for us nor a hacker, in 
ASLR-enabled Windows. WinExec heuristic has three conditions as follows. 

Condition W1: two hard-coded values are pushed onto the stack consciously. Consciousness 
is determined by dynamic taint algorithm presented in Section 3.1. 

Condition W2: one of the known fixed addresses of WinExec is called consciously. 

Condition W3: Although the above conditions are quite constraining, we can consider an ad-
ditional condition. As mentioned earlier, WinExec allows a hacker to execute an arbitrary 
command on the attacked machine. It is obvious that the command must contain merely 
ASCII printable characters. Thus, whenever the condition W2 is satisfied, we refer to top of 
the stack and obtain the address at which the intended command is stored. Then, the com-
mand is verified as a string (i.e. terminated by null byte) to determine whether it contains 
merely valid characters. If so, last condition of WinExec heuristic is satisfied as well. 
 
4. Implementation 

A prototype of our detection system has been implemented using C++ programming lan-
guage. We have used a custom CPU emulator [19] which supports the execution of IA32 in-
structions. Since we do not know the exact location of the shellcode in the input stream, we 
should repeat the execution multiple times starting from each location of the input stream but 
before it we find all possible executable sequences of instructions within the input stream and 
then execute them. The performance of this detector can be enhanced by using some optimi-
zations such as aero-delimited chunk optimization [1]. To emulate the memory access instruc-
tions correctly, we load 10 common Windows modules and PEB/TIB data structures in the 
virtual memory of the detection system. 

When FS register is used during the execution, we keep this state and after reading any 
memory address, we can recognize which type of shellcode is running. However, our detec-
tion system does not produce any alert before the satisfaction of all conditions of a heuristic. 
When an “int 0x2E” instruction is encountered, we do not emulate the actual functionality of 
the system call and just a value is set in EAX according to the accessibility of the supplied 
address. This cause the memory scanning loop can continue normally. 

Although 10 common modules are loaded into the virtual memory of our detector, it is 
possible for another API function to be called which is not within these modules. Thus, when 
a call instruction is encountered and the emulator cannot parse the next instruction at that ad-
dress, the call instruction is skipped and the next one (i.e., after call) will be executed. 

The push operation is not identified by any known instruction such as “push eax”. In an-
other words, whenever the register ESP is decreased, it is considered as a push operation; un-
less a relative call is executed. 
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5. Experimental Result 
Our experiments can be divided into two major parts. On the one hand, we measured the 

effectiveness of our heuristics. On the other hand, we measured the resistant of them against 
false positive. For the first case, we used several shellcodes extracted from two known reposi-
tories: Packet Storm [20] and Shell-Storm [21]. For the first part of our experiments, detection 
effectiveness of our prototype has been compared in contrast to Gene [5]. For the second 
case, we used two different dataset: (i) a collection of 10 million random binary files in dif-
ferent sizes, and (ii) a collection of 400 Windows executable binary files selected randomly 
from different formats such as EXE, DLL, MSI, etc. 
 
5.1. Detection Effectiveness 

First evaluation of our prototype was about the detection accuracy (i.e. false negative rate). 
For Windows targets, there are 34 functional shellcodes in Packet Storm repository. Abun-
dance of any type of shellcode, according to the behaviors described in this paper, has been 
illustrated in Figure 2. As it was expected, PEB is the most reliable method for shellcode con-
struction. However, there are multiple functional shellcodes which cannot be detected by 
Gene, because of the lack of our new heuristics described in this paper. Detection effective-
ness comparison between our prototype and Gene has been depicted in Figure 3. Only one 
shellcode could not be detected by our prototype in which return oriented programming [22] 
is used. A shellcode constructed by this method contains no executable code and so cannot be 
detected easily by an emulation-based shellcode detection system. Second dataset of func-
tional shellcodes is a collection of 54 shellcodes extracted from Shell-Storm repository. 
Abundance of any type of shellcode, according to the behaviors described in this paper, has 
been illustrated in Figure 4. There is an ROP-based shellcode in this collection too and so 
cannot be detected by our emulation-based detector. Most of these shellcodes uses PEB 
method and it shows the reliability of this method. However, there are still several shellcodes 
which cannot be detected by Gene. Detection effectiveness comparison between our proto-
type and Gene has been depicted in Figure 5. 

 
Figure 2. Abundance of any Type of Shellcode 

in Packet Storm Shellcode Collection 
Figure 3. Detection Effec-
tiveness Comparison be-
tween our Prototype and 

Gene with Respect to Packet 
Storm Shellcode Collection 
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5.2. Heuristic Robustness 

Evaluation of the robustness of our heuristics has been done against two different dataset: 
(i) a set of 10 million random binary files, and (ii) 400 different Windows executable files. In 
our experiments, the resistance of the heuristics was measured and also the reaction of every 
heuristic against shellcode-free data was explored. In Figure 6 it has been shown that how 
many times the first or the second condition of every heuristic is satisfied. For instance, the 
first condition of SEH heuristic is satisfied just for 6 executable files. There was no false posi-
tive for this dataset. Similar result has been shown in Figure 7 for the second dataset (i.e., 
random binary files). As you can see, there are 18 false positives for this dataset. Based on the 
abundance of this dataset, false positive rate is 0.00018% which is acceptably low. Note that 
only 4 out of these 18 false positives are related to HC Shellcode heuristics. It indicates the 
robustness of our heuristic against false positive in contrast to other previously proposed heu-
ristics.  

 
 

Figure 4. Abundance of any Type of Shellcode 
in Shell-Storm Shellcode Collection 

Figure 5. Detection Effec-
tiveness Comparison be-
tween our Prototype and 

Gene with Respect to Shell-
Storm Shellcode Collection 

Figure 6. Resistance of our Shellcode Detection System against False Posi-
tive based on 400 different Windows Executable Files 
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6. Discussion 
Although the emulation approach is a time-consuming method for shellcode detection, it 

can be equipped with multiple optimizations. Furthermore, by using a quick emulator such as 
[23], this approach can be used in a host-level detector as the input traffic rate of a host is sig-
nificantly lower than a network. 

Every code injection attack in which there is no executable code such as swarm attack [24] 
or those attack vectors constructed by return oriented programming (ROP) cannot be detected 
by an emulator easily. Some research efforts [25, 26] have been done for detecting ROP-
based but they cannot be used at network layer in an environment-independent manner. Some 
of them need the source code of the protected application and some of them simulate an envi-
ronment such as the process of Adobe Reader to detect only a special type of code injection 
attacks. However, a full-ROP-based shellcode construction is so hard and sometimes impos-
sible since there may not be exists needed gadgets. In reality, ROP is an exploitation (i.e., not 
shellcode writing) technique but it may be possible to construct a full-ROP-based shellcode. 
 
7. Conclusion 

With respect to the increased professionalism of cyber attacks and the vast number of code 
injection attacks, it is necessary to enhance the effectiveness of code injection attack detec-
tion. There are several publicly available shellcodes in different repositories which can be 
used by everybody. A shellcode detection system can be considered as a good defense against 
this type of cyber attacks only when it can detect at least every public shellcode. One of the 
most common types of shellcode which cannot be detected by existing shellcode detection 
systems is those shellcodes in which the hard-coded addresses of Windows API function are 
used. These shellcodes can be obtained easily in the wild. Thus, we decided to design a robust 
heuristic for detecting them in order to augment the collection of the previously proposed 
heuristics. 

Figure 7. Resistance of our Shellcode Detection System against False Posi-
tive based on 10 Million Random Binary Files 
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The experimental evaluation in this paper shows that the proposed heuristic can effectively 
detect those shellcodes in which the hard-coded address of WinExec or at least two other API 
functions has been used. There are 24 WinExec shellcodes and 19 HC Shellcodes in two se-
lected shellcode collections which all are detected by our proposed heuristics. Since the pro-
posed heuristic, called HC Shellcode, is designed based on the overall behavior of shellcodes, 
it may be a good idea for designing a general run-time heuristic for detecting every known 
and unknown shellcode. 
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