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Abstract 

The HTML document is a main kind of public resources in the Internet, while the research 

in the steganography and steganalysis of them are in the infancy. In this paper, we propose a 

novel steganography in HTML documents. Different from natural language text, HTML 

documents have plentiful script codes which can be utilized for covert transmission more 

easily than the common text. The syntax structures of programming languages are strict and 

precise, so to generate scripts that are different in text but strictly equivalent in lexeme is 

possible. In the steganography, based on the substitution of variables and function naming, 

covert bits are successfully embedded with no script errors. Because of the transparency and 

flexibility of script codes, the well-disguised stego-HTML document has a legitimate 

appearance that is imperceptible. In the experiment, the embedding efficiency of the 

technique is considerable, proving that the steganography is feasible and promising. 
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1. Introduction 

Research in steganographic techniques is becoming a hot area in information security. The 

techniques intend to conceal the existence of covert messages by embedding bits into 

legitimate data implicitly. Traditional steganographic methods mainly focus on static media, 

such as text files, image files and audio files, and the text steganography is the oldest and the 

most common one. As text-based media, like e-mail, microblog and text message, are in 

skyrocketing rise in the Internet today, the amount of text data is increasing at an accelerating 

pace.  Hence, the ubiquity of the digital text in people’s lives in turn motivates the increased 

concerns on utilizing text media as covert channels for secret communications. 

Early text steganography is based on the textual format. But such methods can easily be 

attacked by text format detection and unification. In recent years, many advanced tools 

exploiting the linguistic steganography have been worked out.  These tools embed covert bits 

into text media in a proper manner in order to help the resulting stego-text have a natural-like 

appearance, so that the embedded messages can’t be easily discovered at the first look except 

the intended receivers. With the help of many language elements, the text data generated by 

these tools can successfully evade logical detection techniques which only concentrate on the 

textual format. However, these artful tools also have some potential drawbacks that are 

accurately captured by some NLP-based (natural language processing) statistical detection 

techniques that can find out the statistical difference between the really natural text and the 

stego-text. Nowadays, with the development of social network service, browser-based game 

and electronic commerce, HTML documents are becoming attractive carriers for text 

steganography. Similar to the common text, many HTML documents contain natural 

language segments. But because HTML is a tag language, HTML files have tags and script 
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codes which can’t be found in natural language text. Therefore, these additional elements can 

be regarded as particular features in HTML for steganography. At present, research in HTML 

steganography and steganalysis is in its infancy and the existing HTML steganographic 

methods are very few. Consequently, to devise a novel steganography in HTML is promising. 

In this paper, we propose a steganography in HTML based on substitution of script codes. 

Different from natural language text, HTML documents have many script codes which can be 

utilized. The script is a kind of programming language text that has strict and precise 

syntax structures, which means that the substitution of scripts is much easier than 

natural language. Exploiting the JavaScript grammar in the variable declaration and 

function naming, covert bits are successfully encoded. In the steganography, the 

original HTML document and the stego-HTML document are strictly equivalent in 

lexeme, so there are no abnormal script errors caused by this technique. Owing to the 

transparency and the flexibility of the script codes, the well -disguised stego-HTML 

document has a legitimate appearance, achieving strong concealment. 

The rest of this paper is organized as follows: We summarize the related work in Section 2. 

Section 3 introduces some important preliminaries. In Section 4, we discuss the 

steganography scheme. In Section 5, we show the transmission efficiency of the technique. 

Section 6 is the conclusion of this paper. 

 

2. Related Work 

HTML is similar to text, so HTML steganography can derive from text steganography. 

Text steganography can be divided into two categories: format-based steganography and 

linguistic steganography. In general, format-based steganography is easier to be implemented 

while linguistic steganography is more undetectable. 

The format-based steganography has many typical methods. D. Zou and S. H. Low 

proposed text steganographic methods based on word or line shifting [2, 10]. By shifting two 

consecutive words, lines or paragraphs at proper distance, covert messages can be encoded. 

These methods were successfully detected by a statistical detection technique designed by L. 

Li [7]. The technique utilized two self-defined concepts, “neighbor difference” and 

“environmental equal”, and three statistical classifiers to distinguish the covert from the 

normal, achieving a successful detection rate at 93.3% in PDF documents. In English, the 

case of the letters and the abbreviation of words can also be exploited for covert embedding. 

For instance, “TEXT” can be written as “text” and “I’m” can be written as “I am”. Stegparty 

is a steganographic tool encoding secrets by the substitution of abbreviation and the 

modulation of letters’ case. But this kind of tool was thwarted by statistical steganalysis 

invented by H. Miao [3]. The technique operates on a characteristic dictionary collected from 

natural text files in advance and the detection accuracy can be up to 90%. 

The linguistic steganography is an artistic technique. The original linguistic steganography 

is called the acrostic poetry that just splits covert messages at the first letter of words or 

sentences. Another method substitutes selected words with synonyms for information hiding 

[6], and it is improved by X. Zheng according to the context elements [12]. Among the 

numerous linguistic techniques, NICETEXT, TEXTO, Markov-Chain-Based (MCB) and 

Translation-Based Steganography (TBS) are the most famous [13]. NICETEXT generates 

cover text by the mixture of word substitution and probabilistic context-free grammars (PCFG) 

[8].The system has a dictionary table and a template of writing style. The PCFG is used 

to produce the template. In addition, the template can also be created by simulating a 

sample text. Under the template, the dictionary is employed to generate artificial 

sentences that are similar to natural ones randomly [13]. TEXTO is a system for 

transforming pure ASCII data into English sentences [5]. It runs like a substitution-
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based encryption process which replaces each ASCII symbol by an English word. For 

all the words in the stego-text, only the nouns, verbs, adjectives, and adverbs are 

utilized to fill in the preset sentence structures while others are ignored [13]. MCB 

treats cover text generation as a signal transmission process from a Markov signal 

source [11]. From a sample natural text, the approach establishes a state transfer chart 

for the Markov signal source. A part of state transfer chart with branches denoting 

covert bits is shown in Figure 1 [13]. According to covert messages, the system can 

produce proper natural-like text sentences. TBS is a new steganography in text, 

developing with the Machine Translation techniques. The system deploys several 

translation machines and a cover text. Each sentence in the text can be translated by 

these machines into the same language. This approach just chooses the translated 

sentence from a proper translation machine to encode covert bits and LiT is the first 

TBS implementation proposed by C. Grothoff [1]. Nevertheless, because the stego-text 

doesn’t have natural, coherent and complete sense, which can be detected by a human warden, 

the tools listed above are vulnerable to advanced statistical steganalysis. Z. Yu proposed a 

detection method using context information to attack the substitution of synonyms [14]. The 

steganalysis exploits the inverse document frequency (IDF) to evaluate the suitability of 

words in order to distinguish common words and rare ones. The detection accuracy in this 

approach is above 90.0%. Z. Chen devised a steganalysis to frustrate NICETEXT, TEXTO 

and MCB [13]. The approach utilizes the statistical characteristics of correlations between 

words and the N Window Mutual Information to separate stego-text. The accuracies against 

NICETEXT, TEXTO and MCB are 98.48%, 97.96% and 94.01% respectively. P. Meng 

designed a steganalysis based on the statistical language model, which successfully 

discovered TBS [9]. The approach employs a 12-dimension feature vector to evaluate the 

stego-text, achieving an accuracy rate above 85%. 
 

 

Figure 1. A part of Markov Transfer Chart 

So far, research in HTML steganography is very limited. Since WEB applications are 

insensitive to the format of attributes in tags, like the case, the shifting, and the order, 

most HTML steganographic tools are format-based, which derives from existing text 

steganography. Deogol is a typical one which just reorders the attributes in tags for 

covert encoding [4]. But as above arguments expound, the format-based steganography 

and the linguistic steganography are actually vulnerable and detectable. What’s more, 

as a kind of public resources, HTML documents should not be unreadable, which means 

it can’t have meaningless natural language segments. Therefore, current text 

steganography is not very suitable for HTML documents.  
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3. Preliminaries 
 

3.1. Important Notions 

HTML Document. As mentioned above, HTML is a kind of tag language. Additionally, 

script codes can also be embedded into it. Consequently, HTML documents consist of pure 

literal text, tag text and script text. The following is a fragment of an HTML document. Line 

2 to Line 4 is a piece of script code. The string “This is the homepage of ABC company” in 

Line 7 is the pure literal text and all the segments in the angle brackets belong to the tag text. 

1   <script type="text/javascript"> 

2   function test () { 

3   var str="This is a sample for script codes"; 

4   alert (str); } 

5   </script> 

6   <input type="button" value="A sample" onclick="test ()"> 

7   <a href="http://www.abc.com">This is the homepage of ABC company</a> 

Script Legitimacy. To WEB clients, script codes in HTML documents are almost all 

written in JavaScript language. The codes can help the webpage do some front-end processing 

for user data and bring friendly user experience to visitors. Actually, script codes are not 

directly visible to normal visitors. People who are using WEB applications, such as Internet 

browsers, can’t know what the codes exactly do and what commands the codes exactly 

execute. Behaviors of script codes are transparent and they can’t be observed from the 

appearance of HTML documents. Hence, script is a common vulnerability of HTML and the 

codes are scrutinized by WEB applications to dig potential attacks. Although scripts are under 

surveillance, if there are no malicious intrusion features in them, they will not be intercepted 

and be considered as legitimate ones. In practical, nearly all the scripts in HTML documents 

from normal websites are well-meaning and legitimate. 

Script Flexibility. Scripts are written by different programmers, so script characteristics 

differ from document to document. The coding styles are flexible in different script segments. 

Even in the same HTML document, scripts change frequently, especially in some minisites 

under construction. We collect the same 1000 HTML documents in 10 days, once a day, and 

compare the scripts. The result is in Figure 2. As the figure shows, the proportion of the 

documents whose scripts are invariable is less than 35%, which fully proves the flexibility of 

scripts. Therefore, because the modification in script codes is not suspicious, the flexibility 

can be utilized for steganography. 
 

 

Figure 2. Script Flexibility in the same HTML Document 
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3.2. JavaScript Grammar 

The flexibility of scripts is partly caused by the diversity of the language grammar. Hence, 

we’ll introduce three important JavaScript grammar points which will be exploited in the 

HTML steganography. 

Action Scope. The concept is designed to restrict the scopes of names used in codes. Each 

name has its own action scope where it is declared. The scope is denoted by a pair of braces 

“{” and “}”.  Especially, the scope outside all the brace pairs is the global scope and the 

names in it are valid in all the scopes. It should be noted that, in programming codes, the 

relationship between two scopes has only two classes: inclusive and disjoint, as the following 

expression. 

  
1 2 1 2

1 2

  OR  
scope relationship

scope scope scope scope

scope scope

 


 
 (1) 

Variable Declaration. The same as other programming languages, there are two types of 

variables in JavaScript: global variables and local variables. For a scope, the variables outside 

it are the global and in it are the local. All the variables should be declared before defined. In 

JavaScript, local variables should be declared definitely after the keyword var while global 

ones are not necessary. However, in practical HTML documents, because of the requirement 

in coding standardization, all the global variables are declared after var. Additionally, there is 

another particular format of the local: formal parameters. They are declared in the brackets of 

a function declaration, and there mustn’t be any keyword before them. The duplication of 

names between the two types is allowed. If the duplication happens in an action scope, the 

priority relationship of them follows the proximity principle: 

  local globalP P  (2) 

In the following fragment, the global variables a, b and y are covered by the local variables 

a, b, and y, so the values of the global variables are not changed and the result is 70. 

1    <script type="text/javascript"> 

2    var a = 100; 

3    var b = 50; 

4    var y = 20; 

5     function f ( a, b ) { 

6           var y = 10; 

7           a = a * y; 

8           b = b * y; } 

9     f ( a, b );  

10   alert (a – b + y); 

11   </script> 

Function Naming. The function is another important element in JavaScript. Functions can 

be divided into two categories: named functions and unnamed functions. The following 

Fragment 1 defines a named function and Fragment 2 defines an unnamed function assigned 

to a variable. However, Fragment 2 is incorrect because an unnamed function can’t be used 

before defined while a named one is permitted. If the function is used after its definition, there 

will be no difference between the two fragments. In general, functions in HTML documents 

are mainly used in some controls outside script domains and script domains are relatively 

independent of each other. Therefore, in order to manage the documents effectively and 
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maintain the script readability, no functions are used before defined in practical HTML 

webpages. In other words, the methods of function definition in Fragment 1 and Fragment 2 

are strictly equivalent and error-free in HTML documents. 

                Fragment 1                                            Fragment 2 

1   <script type="text/javascript">            <script type="text/javascript"> 

2   a ();                                                       a (); 

3   function a () {                                       var a = function () { 

4           var b = 2;                                              var b = 2; 

5           alert (b); }                                             alert (b); } 

6   a ();                                                       a (); 

7   </script>                                               </script> 

 

3.3. Adversary Model 

The imaginary adversary of the HTML steganography is a WEB filter. The filter is a 

passive detection system, so it only monitors the traffic but doesn’t take any attacks by 

alteration. The covert receiver is in a LAN and all the ingoing HTML documents will be 

detected by the filter. The filter only checks scripts primarily in order to discover threatening 

codes. Because of the flexibility of scripts, the filter won’t take an in-depth inspection of the 

characteristics in programming styles. Since, as mentioned above, scripts change frequently, 

the modification of script codes in the same HTML document is not suspicious. Altogether, as 

long as the scripts have no malicious behaviors, they will be identified as legitimate and 

bypass the filter. 

 

4. HTML Steganography Scheme 

Although an adversary won’t inspect script codes deeply, it is unwise to attach secret 

information to scripts directly. For this reason, in the HTML steganography, we utilize the 

grammar pointed out in Section 3.2 to design two advanced techniques based on the 

substitution of script codes. 

 

4.1. Substitution of Variables 

There must be many variables in scripts and the names of them are multifarious. The 

names of the variables in codes have no semantic meaning and the naming conventions vary 

with programmers. Therefore, the difference in names can be modulated for steganography. 

The following is a sample. In others’ sight, there is no difference between the codes, but the 

variables are modulated to encode covert bits. 

                Original Script                                            Stego-Script 

1   <script type=”text/javascript”>            <script type=”text/javascript”> 

3   function f () {                                       function f () { 

4           var a = 2;                                              var x = 2; 

5           var b = 3;                                              var y = 3; 

6           alert (a + b); }                                       alert (x + y); } 

7   f ();                                                       f (); 

8   </script>                                               </script> 

Specifically, first, we collect massive HTML documents in public and obtain the variables’ 

names in the scripts. Then, because each name is a string, we utilize a string hash function to 

split the names into two classes, one with the odd hashed values and the other with the even. 
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Then, for a covert binary bit 1, a selected variable’s name is substituted by an odd-hashed 

name, and an even-hashed one for a bit 0. Last, covert messages are extracted by the same 

string hash function. In this technique, the sender and the receiver only need to share a string 

hash function, which is easily implemented. The outline of the algorithm is as follows. 

Step1. The sender recognizes all the variables in scripts with the keyword var and function. 

Then, the sender ascertains the action scope of each variable with the scope marks “{” and 

“}”. The variables’ names are stored in order. Exceptionally, the variables recognized do not 

include the variables pointing to functions shown in Section 3.2 because the functions are 

usually used outside the script domains. 

Step2. For each variable, in order, if current cover bit is 1, the name of the variable will be 

randomly substituted by an odd-hashed one collected in advance and by an even-hashed one 

for a bit 0. If the original name of the variable meets the requirement of the hashed value, the 

variable won’t be substituted. If variables are in the same action scope, the new names of 

them should be different from each other. If all the covert bits have been encoded, the sender 

will encode 8 consecutive 0 bits to denote the end. 

Step3. For each substituted variable, replace all the original names with the new names in its 

action scope. The replacement is very important and tricky because the duplication of names 

in different scopes may cause unexpected script errors. As the formula (1) shows, the 

relationship between two different scopes is inclusive or disjoint. Therefore, we build a 

multifurcating tree to denote the correlation in scopes, illustrated in Figure 3. All the child 

nodes of the same father node are disjoint and included by their father nodes. We adopt a 

bottom-up approach in the replacement, based on the formula (2). First, we replace the 

variables’ names in the leaf nodes. Then, do the replacement up layer-by-layer, to the root, 

global scope. The replacement in any non-leaf nodes shouldn’t be executed until all of its 

child nodes are finished. Utilizing this method which exactly matches the proximity principle, 

the names can be substituted with no script errors. During the process, we additionally 

maintain a signal at each position which should be replaced. By the signals, if a name is 

replaced, it won’t be replaced again. In this way, even if the duplication of names happens in 

the replacement of different scopes, script errors will be avoided. 

 

 

Figure 3. Tree Structure of the Scopes 

Step4. The receiver recognizes all the variables and extracts the covert message by byte using 

the same string hash function. If the receiver obtains a byte whose value is 0, the extraction 

process will be terminated and the covert message will be integrated. 
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4.2. Substitution of Function Naming 

As mentioned in Section 3.2, the two naming methods for functions are strictly equivalent 

in HTML documents. Hence, the difference of them can be exploited for steganography. 

Specifically, first, we recognize all the functions by the keyword function. Then, for a covert 

bit 1, the selected function is defined as a named function, and an unnamed function for a bit 

0. The outline of the algorithm is in the following. 

Step1. The sender recognizes all the functions in scripts with the keyword function. The 

functions are stored in order. 

Step2. For each function, in order, if current covert bit is 1, the function will be defined as a 

named one and as an unnamed one for a bit 0. If all the covert bits have been encoded, the 

sender will encode 8 consecutive 0 bits to denote the end. 

Step3. The receiver recognizes all the functions and extracts the covert message by byte using 

the same rule. If the receiver obtains a byte whose value is 0, the extraction process will be 

terminated and the covert message will be integrated. 

 

4.3. Implementation Scheme 

There are two kinds of steganography: active and passive. In general the passive are more 

undetectable, but less efficient. The active generate additional data for encoding while the 

passive exploit the existing. The HTML steganography proposed in this paper can be both 

active and passive. In the HTML steganography, there are a covert sender and receiver. The 

receiver is disguised in an HTTP client and the sender in a WEB server. The server can be a 

public one which can be visited by other normal HTTP users. Figure 4 illustrates the working 

processes of the scheme. 

 

 

Figure 4. The Flow Diagram of the Implementation Scheme 

As the figure shows, the HTML steganography can be completed in the following 3 steps. 

Step1. The receiver sends an HTTP request with its authentication ID to the sender. 

Step2. The sender receives the request and checks the ID. If the receiver is identified as 

covert, the sender will respond the request with the stego-HTML document which encodes 

the encrypted covert messages. Otherwise, the sender will respond the request with the 

original HTML document as a normal WEB server. 
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Step3. The receiver extracts data from the stego-HTML document and decrypts the data to 

obtain covert messages. By the way, if the encryption and decryption of covert messages are 

symmetric, the key will be shared between the sender and the receiver, but if they are not, the 

public key and the private key will be allocated to the sender and receiver respectively. 

 

5. Experiment 

In the experiment, employing the two substitution techniques, we test the embedding 

capacity in the scripts of several homepages of famous international websites. Table 1 shows 

the results. The results illustrate that the embedding capacity is considerable, which 

proves that the steganography is feasible and promising.  

Table 1. Embedding Capacity of the Steganography 

Homepage Embedding Quantity (Byte) 

www.google.com.hk 353 

www.youku.com 196 

www.sina.com.cn 117 

www.microsoft.com 568 

www.ebay.com 331 

www.baidu.com 184 

 

Besides, in our campus network, we transmit three trivial files: a 10.21 KB TEXT file, a 

9.63KB WMV file and a 15.84KB PNG file, for a further experiment. The receiver is a 

common personal computer in our department LAN and the sender is a mirror of a WEB 

server in our college website. The transmission rates are listed in Table 2. The unit of the rate 

is Bph (Byte per HTML document). As the results show, the transmission rates are much 

lower than that of famous websites’ homepage, because the webpages of our college website 

are very simple and there are not abundant script resources. Therefore, if we want to improve 

the steganographic performance, we should utilize webpages with big size of script codes. 

Table 2. Transmission Rates for Files 

File Transmission Rate (Bph) 

TEXT 29.3 

WMV 18.7 

PNG 22.8 
 

6. Conclusion 

In this paper, we devise a HTML steganography based on the substitution of script codes. 

Exploiting the JavaScript grammar in the variable declaration and function naming, 

covert bits are successfully encoded. In the steganography, the original HTML 

document and the stego-HTML document are strictly equivalent, so there are no 

abnormal script errors caused by this technique. Due to the transparency and the 

flexibility of the script codes, the well-disguised stego-HTML document has a 

legitimate appearance, achieving strong imperceptibility. Because the existing research 
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in the steganography and steganalysis of HTML documents is very limited,  we can’t 

guarantee that it mustn’t be defeated by some statistical detection systems in the future.  

The script is a peculiar element of HTML documents. Different from normal natural 

language text, the script is a kind of programming language text which has strict and 

precise syntax structures, which means that the equivalent substitution of scripts is 

much easier than natural language. Therefore, some more intelligent techniques, based 

on the semantically equivalent code generation, for HTML steganography are promising 

in the following work. 
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