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Abstract

Graphical Authentication Systems are a potential replacement or supplement for
conventional authentication systems. Several studies have suggested graphical authentication
may offer greater resistance to guessing and capture attacks but there are other attacks
against graphical authentication including social engineering, brute force attacks, shoulder
surfing, intercepted communication and spyware. In this paper we give a brief description
and classification of different graphical password schemes followed by information about
vulnerabilities in the various schemes and recommendations for future development.
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1. Introduction

Authentication is the primary gatekeeper for computer systems. It both verifies authorized
users of a system and distinguishes between different users. Halting and detecting intruders is
only possible with a strong authentication mechanism and efficient access control. However,
users dislike inconvenient authorization methods and may compromise them to make their
lives easier.

The traditional and most common authentication method employs usernames and
passwords composed of alphanumeric text. This method has proven to be insecure in practice
[1]. For example, users may choose easily guessed passwords or, if a password is hard to
guess, users may find it too difficult to remember leading to increased support issues, users
writing down their passwords where they can be easily found [2] or users using the same
password for multiple sites. The human factor is the weakest link in security [3] and
authentication is one of the critical points where humans play an active role in security.
Therefore we need substitutes or supplements for traditional authentication methods to have
more secure and reliable authentication. Recently several new methods for authentication
such as token-based authentication, biometric-based and graphical authentication have been
developed [1]. All of these can be used together with conventional usernames and passwords.

The most commonly used approaches to authentication are knowledge-based techniques
which include text and picture-based passwords [3]. Since it is easier for humans to remember
pictures than text, graphical authentication schemes have been proposed as an alternative to
text-based schemes [2]. With graphical authentication there is no need to remember long
sequences of characters. Instead, a user can pass the authentication step by recognizing or
recreating the graphical password. When the number of pictures is large enough graphical
authentication may be superior to text-based methods [1].
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2. Previous Research on Graphical Authentication
Authentication methods generally take three forms [4]:

1. Something you know, a shared secret, such as a password or the answer to a
security question.

2. Something you have such as a one-time password generator or id card
3. Something you are, as represented by a fingerprint or iris scan.

Graphical Authentication, sometimes referred to as Graphical Passwords, is a new
authentication method proposed and developed as an alternative to current methods. The
motivation for graphical authentication is that people remember images better than text [5],
[6]. Previous research has also found photos easier to recognize than random pictures [1].
Graphical passwords are claimed to make remembering passwords easier thus allowing more
secure passwords to be produced and reducing the temptation for users to create unsafe
passwords [7].

Renaud and Angeli have classified graphical authentication schemes into three categories

[5]:

o Drawmetric schemes require the user to (re)create a secret drawing or pattern.
Patternlock [8] in Android Phone authentication and Picture Password [9] in
Microsoft Windows 8 are current examples of drawmetric schemes. More can be
found in Table 1below.

e Searchmetric, also termed Cognometric, requires a user to select a known (usually
pre-selected) image from a set of distractors. These are listed in Table 2.

e Locimetric systems, sometimes referred to as cued-recall based systems [10, 11],
require identifying a series of positions within an image. These are listed in Table

3.
Table 1. Drawmetric Schemes
Scheme Scheme
Syukri et al. [12] Haptic Password [13]
Draw-a-Secret (DAS) [7] Background DAS [14]
Passdoodle [15], [16] YAGP [17]
Grid Selection [18] PassShape [19]
Pass-Go [20] GrIDSure [21]
Patternlock [8] Picture Password [9]

A fourth category, the CAPTCHA, is not based on recognition or re-creation of pre-
selected images but instead relies on human (as opposed to computer) capabilities to
recognize obfuscated text presented as an image. CAPTCHASs are generally used to limit
attacks by bots [45, 46]. CAPTCHA has become a standard security mechanism for
addressing undesired or malicious internet bot programs [47]. CAPTCHA continues to be
improved in response to advanced attacks [31, 46-48].
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Table 2. Searchmetric Schemes

Scheme Scheme
Déja Vu [22] Convex Hull [23]
PassFace [24], [25] Cognitive Authentication [26]
Triangle Scheme [27] ColorLogin [28]
Moveable Frame [27] Jetafida [29]
Intersection Scheme [27] GUABRR [30]
Picture Password [9] Wang et al. Scheme [31]
Takada and Koike [32] ImagePass [33]
Man et al. Scheme [34] Dynamic Block-style [35]
Story Scheme [36]

Table 3. Locimetric Schemes

Scheme Scheme
Blonder [37] CCP [38]
Jimmy Scheme [18] PCCP [39]
Inkblot Authentication [40] Passlogix [41]
Passpoints [42] Viskey SFR [43]
Suo’s Scheme [44]

Hybrid schemes [49] combine two or more schemes. Hybrid authentication can involve
two or more layers of authentication. Examples include recall-based combined with
recognition-based schemes such as text-based passwords combined with graphical passwords.
For example, the TwoStep Scheme developed by Oorschaot, et al., [50] combines both a text-
based password and recognition-based graphical password. Hybrid Schemes are listed in
Table 4 below.

Table 4. Hybrid Schemes

Scheme Scheme
Maple, et al., [46] TwoStep [10]
S3PAS [47] Ayannuga [9]

3. Security Analysis

No single mechanism or scheme can completely stop threats from attacks on computer
systems. Even though graphical password schemes promise to provide better security (e.g.
larger password space) than text-based passwords, they still face potential attacks. Possible
attacks on graphical password schemes include shoulder surfing, brute force attacks,
dictionary attacks, guessing attacks, spyware and social engineering attacks. We discuss these
attacks and schemes designed to resist them below.

3.1. Shoulder Surfing

Shoulder surfing refers to looking over someone’s shoulder, possibly using binoculars or
close-circuit television, in order to obtain information such as password, PIN and other
sensitive information. It is effective if the attacker can observe what the user keys in, clicks or
touches [51, 52]. Graphical authentication is generally more vulnerable to shoulder surfing
attacks than text-based passwords [53]. For this reason, only a few graphical authentication
methods are designed to resist shoulder surfing attack. None of the searchmetric or locimetric
schemes are considered resistant to shoulder surfing. Previous research has found that the use
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of mouse clicks, touch screens or stylus pens is vulnerable to shoulder surfing attacks [53].
Jebriel and Poet conducted a study on the usage of mouse clicks and keyboards and found that
keyboard based systems are more secure than using a mouse [54].

3.2. Brute Force Attacks

Brute force attacks, where the attacker tries to guess the correct password, are the simplest
attack form for an authentication scheme. To defend against brute force attacks the system
should have a sufficiently large password space to make it impractical. English text-based
passwords have a password space of 94" where n is the length of the password, and 94 is the
number of printable characters excluding spaces. Some graphical authentication schemes
have larger password spaces than text-based passwords [42]. Having a large password space
also can be achieved by increasing the numbers of pictures in the library. In practice however,
most recognition-based schemes have smaller password spaces than recall-based schemes [2].

In recall-based schemes brute force attacks require programs that generate mouse motion
to emulate humans [48]. It is more difficult to copy mouse motion than to intercept keyboard
input. Hu et al. claim that graphical passwords are more resistant to brute force attack than
text-based passwords [2].

Brute force attacks have two subtypes:

Dictionary Attacks. Dictionary attacks represent another possible threat to graphical
authentication systems. A dictionary attack is a type of brute force attack where the attacker
uses a dictionary of common text or graphical passwords. In the text-based password,
dictionary attack creates a dictionary of memorable words such as birthdates, favorite foods,
pet names, or person hames as potential passwords.

To attack click based graphical authentication, the attacker creates a program that can spot
the popular click points on the image [55]. When a dictionary has been created, the attacker
can use a program to crack a user login page by trying passwords from the dictionary.

Guessing Attacks. In a guessing attack, the attacker tries possible passwords related to the
user. For example, in a text-based password, the password could be the birthdate, English
name, phone number, identity card number etc. These are very weak passwords that are easy
for the attacker to guess. Among graphical password schemes the DAS scheme might create
predictable passwords [56].

3.3. Spyware

Spyware is another possible attack mechanism for graphical passwords. There are several
types of spyware including keyloggers, hijackers and spybots [57-59]. Spyware collects
information entered by the user. With graphical passwords, it is more difficult to conduct
spyware based attacks because it is harder to copy mouse motions exactly. Combinations of
pass images and CAPTCHASs may be especially resistant to spyware [31].

4. Security Features of Graphical Passwords

Different graphical password schemes have different techniques to reduce the effectiveness
of known attacks. For instance the matrix method [54] or random characters [30] require the
user to enter the passcode into the given field. To build a good system, a balance of high
security and usability must be achieved.

It is considered good practice to have security features in authentication to favor better
security over usability. However, building a balance between usability and security can be
difficult. It might be a particular graphical password technique has higher usability but less
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security or higher security with low usability. For example increasing the picture library
would provide a larger password space, but leads to longer login time due to crowdedness
during authentication.

Combining several security features should increase the security level. For instance,
implementing decoys, randomly assigned, and random characters could make it harder for the
observer to obtain login session during shoulder surfing activity. Most graphical password
schemes have decoys and randomly assigned features to mitigate known attacks such
shoulder surfing. In addition the location of the images can be randomized and not the same
for every authentication phase.

Limited login attempts block user access to the login page after several unsuccessful login
attempts. This security feature can be found in the Jetafida scheme [60] and could be easily
added to others. It is not unusual for attackers to try to guess any combination of username
and password in order to get an access to the system.

Another security feature is generating random passwords as in one-time password
techniques. Several graphical password schemes have this kind of security feature [33, 34],
[61] and it is common for CAPTCHAs. This feature requires the user to enter the random
characters generated that corresponds to pass-images. In schemes using this feature it is hard
for shoulder surfers to obtain the pass-image because of the random characters generated by
the system.

Table 5, below, shows the security features of the various recognition-based graphical
password schemes.

Table 5. Possible Attacks on Recognition-based Graphical Passwords

Attack | Security features

Password

Graphical Password
Scheme

Decoys

Randomly

Large

Limited Login Try
Hash Function
Random Characters

Déja Vu [22]

Triangle [27]

Moveable Frame [27]
Intersection [27]

Picture Password [9]
Man et al. [34]

Takada and Koike [32]
Story [36]

PassfacesTM [24]
Weinshall [26]
ColorLogin [28]
GUABRR [30]

Jetafida [29]

ImagePass [33]

Wang et al. [31]
TwoStep [50]

Dynamic Block-style[35]
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5. Conclusion and Future Work

Graphical user authentication promises increased security by allowing more complex
passwords to be easily remembered by users. In addition, graphical passwords can be made
resistant to shoulder surfing and even spybots and similar compromises of user systems.

There are several security requirements for graphical password suggested by previous
research [62]. These criteria, combined with the use of hybrid authentication, can provide a
secure authentication method.

Achieving high security in an authentication system can be aided by including several
security features that in graphical user authentication. The proposed graphical password
should have all the following features:

e Decoys or distractors
¢ Randomly Assigned

e Large Password Space
e Random Characters

e Uniqueness
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