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Abstract 

Trust management evaluates the user trust value of participating nodes in the network 

based on the past behaviors and satisfaction of sharing resources. However, there also exists 

security issue even though it has been considered to be safe because malicious user is able to 

affect the trust management with negative feedback. This paper aims to propose a robust trust 

management scheme to improve reliability and effectiveness of distributed P2P network by 

identifying these malicious threats and then limiting the attacker's participation. Especially, 

our scheme effectively manages for some attacks such as bad mouthing, on-off and sybil.  The 

proposed scheme is expected to effectively protect attacks from malicious peers with 

improving credibility as well as exactness. 
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1. Introduction

Nowadays, P2P network has been prevalent due to its own inherent characteristics of load

dispersion and high transmission efficiency based on abundant network resources. It is very 

important to retain a trust among the constituted nodes in P2P network due to the lack of 

central server. In addition, P2P network has advantages to overcome a single node failure, 

and shows great flexibility compared with the conventional client-server model. If all nodes 

normally participate to a network, the network status will be very safe.  

However, when the resources are falsified by any peer who has a malicious intension, the 

mutual trust between the users is decreased to result in degrading of service quality [1]. To 

prevent these malicious threats, a trust evaluation scheme has been widely investigated by 

adapting the trust concept prevailing in human life in to computer network [2-12]. Existing 

researches just tried to distinguish the untrustworthy users who are sharing the same 

resources, but they did not consider the user who gives a trust evaluation in terms of the threat, 

and how the trust value itself is honesty. In addition, their works were quite unclear to 

distinguish the malicious users. 

In this paper, we deal with a robust trust management scheme against the malicious node’s 

attacks. The proposed scheme utilizes a time decay function to reflect much the recent trust 

than that of the past. It also utilized credibility as well as similarity among the users to 

efficiently reflect the trust value offered by adjacent nodes. As a result, it is expected to 

protect attacks from malicious peers with improving credibility as well as exactness.  
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2. Related Work 
 

2.1. Attack types of trust evaluation  

Bad mouthing, on-off attack and Sybil are representative attacks which can be protected 

based on trust management. In bad mouthing attack [13], a malicious user gives a false 

assessment to other nodes in the network. As shown in Figure 1 (A), the node A has a trust 

value of RC for node C. But, in the case of (B) which shows an attack scenario, the node B is 

assumed as a malicious node. Node B evaluates node C’s trust value as –RC, that is an 

abnormal, to disparage node C’s trust, and then deliver it to node A. In this case, node C 

which is seen as a malicious node can be excluded from the network even though it is actually 

trust node. This case is called bad mouthing.  

 

 

Figure 1. Example of bad mouthing attack 

 

 

 

Figure 2. Example of on-off attack 

 

On-off attack is one of the most hazardous trust based attacks [14]. It acts normal or 

abnormal behavior in turn so that a malicious user can consistently be participated in the 

network – it is similar to Sybil attack. In Figure 2, if node B is regarded as a malicious node, 
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the trust value of node C evaluated by node B is delivered to node A. In the case of (B), Node 

B delivers the trust value of +RC(normal) and –RC(abnormal) in turn to consistently participate 

in the network. That is an on-off attack and greatly influences the trust management. 

Therefore, this malicious attack behavior should be identified and prevented in advance. 

 

 

Figure 3. Example of sybil attack 

Sybil obtains a number of legitimate node’s ID and make use of it to the attack. Figure 3 

shows the procedure in which a malicious user attempts the Sybil attack. 

(1) A malicious node participates in the network with newly created node ID (A) using an 

identity generator. 

(2) The participated node influences the network with normal or abnormal behavior in turn. 

(3) If a malicious behavior is detected, it is excluded from the network. 

(4) By using the other node’s ID (A'), the malicious user participates again in the network. 

 

2.2. Existing trust management schemes 

EigenTrust [2] is a well-known method not only to reduce malicious node sharing the 

untrustworthy resources, but also to limit the participation of malicious node by referring the 

peer’s trust value when a peer selects its transaction counterpart. However, the function of 

distinguishing the user giving false rating to the transaction result is not discussed in detail. 

Due to the use of iterative matrix multiplication as it assumes that there exists trustworthy 

node a priori, it results in high cost. PeerTrust [6] leads the user to actively participate on 

evaluation by giving an adjacent node incentive, but the problem is that it gives the incentive 

without considering of credibility to evaluation value itself.  

PowerTrust [3] has a difficulty to apply it in distributed network because it is originally 

proposed based on DHT (Distributed Hash Table). Generally, there exists a problem that the 

subjective point of view of each node is ignored and all participating nodes in whole network 

have a same trust value. In SFTrust [7], the proposed framework just evaluated a satisfaction 

of the communication. It paid no attention not only to transition according to time variance, 

but did not consider the quality of transaction and times of communication, etc. FileTrust [8] 

calculates the honesty of the corresponding user with reference to the evaluation value offered 

by user sharing same resources in order to distinguish the user’s false rating. But, if there is 

no evaluation on the resources, it is difficult to be honesty. 
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3. Robust Trust Management Scheme 

To propose a robust trust management scheme against malicious users, our proposed 

scheme utilizes similarity of trust among the participating users, which is a direct trust value 

with subjective trust of users. 

 

3.1. Trust management 

The trust of neighboring node, that is, direct trust management, is based on its own 

experience. But, in indirect trust, a neighboring node evaluates the trust of its adjacent node. 

The whole trust management is as equation (1). Tij means node i evaluates trust for node j. 

  ijijij IdTDTT   1                                                        (1) 

DTij is a direct trust value which node i evaluates node j based on node i experiences. Idtij 

is an indirect trust value by adjacent nodes, α is a confidence factor which means how the 

node i is able to be convinced for the direct trust value by itself. If the node i communicates 

with node j k
th
 times, the confidence factor can be calculated like equation (2) and here, the 

threshold stands for the number of communication. 
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3.2. Direct trust 

When node i communicates with another node directly, node i is able to evaluate it based 

on his experiences. This direct trust is presented as DTij. If node i communicates with node j 

k
th
 times, we are able to calculate the satisfaction value, that is, k

ijex , which is expressed as 

equation (3) bellow. Using this satisfaction value, we can calculate the direct trust value for 

node j, that is, DTij, which follows as equation (4). The number of communication k has the 

value of k =1, 2, ..., n. 
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The satisfaction value of each communication is obtained by mapping the time decay 

function f(x) as f(x) = λ
n-k

. Thus, n means the number of communications, which has a range 

of 0.5 ≤  λ ≤  1, 1 ≤  k. 

We made use of a time decay function where the example is shown in Figure 4 to 

effectively reduce the influence of on-off attack. In example, λ and k have a value of 0.8 and 4 

respectively. Even though case 1 and case 2 have the same satisfaction value, their results are 

different according to the communication order. In this case, the direct trust value can be 

effectively managed by giving a weight to recent communication value than that of past one. 
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Figure 4. Example of time decay function 

 

3.3. Indirect trust 

Indirect trust can be calculated based on similarity of two nodes and the trust value of node 

offering confidential value. The indirect trust expressed as Figure 5 can be evaluated by 

utilizing equation (5). 

 

Figure 5. Outline of indirect trust  
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New

mjDT  reflects the number of communication with the direct trust value of node m, which 

is calculated as equation (6). Thus, n indicates the communication times between the node m 

and the node j. β is a scaling factor to keep the direct trust, and it has the range as 0.5 < β ≤  

1. 

n
mj

New

mj DTDT

1

                                                               (6) 

Credibility presented as CRim is an evaluated value for node m in the node i point of view. 

When the node m offers an indirect trust value of the node i, node i decides the indirect trust 

value to be applied according to the trust value of node m. 
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4. Experiment and Analysis 

To validate our proposed scheme, we compared it with EigenTrust [2] and one without any 

trust method. The evaluation was conducted in a various attack scenarios and based on file 

sharing. According to the attack scenario, we prescribed user behavior model and evaluated it. 

To do this, QTM simulator [15] which is well known user behavior model is used to 

evaluation. The simulator uses the three user types described in Table 1. In Table 1, the 

cleanup mean the probability to remove dead file from the library by user, and the honesty is 

a probability that user gives an honest opinion to the others. The experiment makes use of the 

parameters as shown in the Table 2. 

Table 1.  The user model initial parameters 

User type Cleanup (%) Honesty (%) Source 

Good 90-100 100 Best 

Bad mouthing 90-100 0 Random 

On-Off 50-100 50-100 Random 

Table 2.  Simulation parameters  

Parameter Value Parameter Value 

Number of users 100 Max. of neighbor 2 

Number of transactions 10000 λ 0.5 

Number of files 5000 β 0.8 

Zipf ‘s of coefficient 0.4 EigenTrust pre-trust  0, 2 

Threshold 50   

 

The evaluation about the experimental result focused on success rate of good user and 

adopted the validity measurement proposed in [16]. This can be described as follow equation 

(7), which is also presented as SRT(Success Rate of Transmission). 

usersgoodbyattemptednstransactioof

usersgoodbyreceivedfilevalidof
SRT

#

#
                                   (7) 

For all experimental results, x-axis shows the percentage of the attackers and y-axis means 

the evaluation metric. If the metric is close to 1, the success rate is higher. 

In the first scenario, we measured the transaction success rate of good user when there 

exists bad mouthing, that means a false rating, defined in Table 1. The evaluation result 

shows nearly the same success rate as shown in Figure 6, even though the number of 

malicious nodes is increased. However, EigenTrust shows a significant decline when it 

exceeds 70%. This is because all values are reflected in the trust evaluation, and normal 

communication is possible under the assumption there exist trustworthy node a priori. 
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Figure 6. Success rate in case of bad mouthing 

 
 

 

Figure 7. Success rate in case of on-off attack 

The second scenario is measured on assumption of on-off attack. Here, the measurement of 

STR is the result to transaction success rate of good user. Evaluation result shows the similar 

decrease as shown in Figure 7 according to the proportion, but the success rate is high in a 

proposed scheme. 
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Likewise the Bad mouthing, EigenTrust reflecting all trust values is not able to correspond 

to the on-off attack which affects in the network for a long time. In this paper, it is considered 

to be normally communicated because we reflected the trust value with time variance and 

enhanced the accuracy of indirect trust value. 

We set up the experiment environment to measure Sybil attack as follow. The malicious 

user attempting the Sybil attack cancels the network access after transaction and approaches 

the network with newly created identity. The setting up about the Sybil attack is provided in 

QTM. In the experimental result as like Figure 8, the proposed method and EigenTrust show 

the similar falling rate. However, as to the success rate of the transaction, the proposed 

method is more excellent.  

 

 

Figure 8. Success rate in case of sybil attack 
 

5. Conclusion 

In this paper, we proposed a robust trust management scheme to treat attack against 

malicious nodes based on user’s trust value in distributed P2P network environment. 

Especially, our scheme is focused on protecting bad mouthing, on-off attack, and sybil attack. 

We utilized the user credibility as well as the similarity among the users to efficiently reflect 

the trust value offered by adjacent nodes. To evaluate the proposed scheme, the network 

environment with malicious node is constituted. Here, we used three kinks of user behavior 

models and evaluated proposed method under the prescribed attack scenarios. Evaluation 

results show our scheme is so superior then that of the others 

For the future work, we are going to apply the proposed method with more sophisticate 

scheme to various attack scenarios, and to design an adaptive security model to effectively 

treat malicious users in computer network other than distributed network environment. 
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