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Abstract 

Due to technological advancement, it is very easy to generate electronic records within 

short period of time and with little effort. However, the challenge is to preserve electronic 

records for long period of time without losing their integrity and authenticity. This is critical 

problem because most of our day to day activities are dependent on the information we get 

from Electronic Record Management System (ERMS). The trustworthiness of electronic 

record is dependent on ERMS. Therefore, ERMS has vital role in keeping electronic record 

for long term without losing its trustworthiness.  In this paper, we proposed novel approach 

for next generation ERMS that alleviates these challenges. 
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1. Introduction 

Technological advancement, especially in information technology changed the way records 

created, authenticated and preserved. It is estimated that more than 90 % of the records being 

created today are electronic [1]. Electronic records have different characteristics from that of 

physical records. Since electronic records require constant and continuous maintenance as 

they depend on hardware and software systems [2]. This makes it challenging task to preserve 

electronic records without losing their integrity and authenticity. The ability to rely on 

electronic records is an issue of increasing concern with the rise of formal e-commerce and e-

government [3]. There is also trend of digitalization of historical records and making them 

available to public in national archives [4].  

Trustworthiness of electronic record concerns professionals from different sectors. For 

instance, law enforcement bodies should prove any document which they use as evidence is 

reliable. Scholars also want to make sure any information they use for research is trustworthy. 

Similarly archivists have a responsibility to keep electronic records for long term without 

losing integrity, authenticity and being accessible. Electronic record is said to be accessible 

when user can read the electronic record using currently available software and hardware 

without problem. Similarly, digital forensic specialist work on digital device to preserve, 

collecte, validate, identify, analyze, interpret and document digital evidence derived from 

digital sources [7]. These methods also have been improving in terms of efficiency to cope 

with technological advancement that resulted sophisticated digital devices.  

Currently, there are so many digital devices that contain important electronic records about 

organization and individuals which exist in different file format. It is not easy task to collect, 

                                                           
1 First author 
2 Corresponding author 



International Journal of Security and Its Applications 

Vol. 7, No. 1, January, 2013 

 

 

190 

 

identify, validate and preserve these electronic records. Moreover, after electronic records are 

ingested into ERMS for long term preservation, it becomes necessary to migrate electronic 

records from one storage media to another to make them accessible despite of storage media 

degradation or obsolescence. Additionally, software which was used to create electronic 

record stops working on currently available operating systems or hardware. This problem also 

makes migration of electronic records from one file format to other file format necessary. 

Even though migration of electronic records solves problems related with technological 

advancement, it affects the integrity and authenticity of electronic record. When electronic 

record is migrated from one storage media to another can be altered unintentionally .But this 

can be avoided using well tested copying tools which are used by digital forensic specialists. 

Migrating electronic records from one file format to another file format changes bit stream of 

the electronic record .This process makes hash function based integrity checking mechanism 

of electronic records useless. 

As result of technological advancement, migration of electronic record is unavoidable to 

make it accessible for long term. But any change introduced to bit stream of electronic record 

should not affect its acceptance as source of trustworthy information. Therefore, ERMS 

should make sure that electronic record does not lose its trustworthiness through time due to 

technological challenges.  

In this paper we propose new digital forensic based ERMS which utilizes extensively 

digital forensic tools starting form ingest of electronic record to ERMS, transformation of 

electronic record for long term preservation. Additionally, when it is necessary to prove the 

trustworthiness of the electronic records, the proposed ERMS supports digital investigation in 

efficient approach.  

The rest of the paper is organized as follows. Section 2 describes property of trustworthy 

records. Section 3 presents the proposed digital forensic based ERMS. Finally Section 4 

concludes the paper. 

 

2. Property of Trustworthy Records 

A record to be considered as source of trustworthy information, it should be known at least 

when it was created and by whom it was created. Moreover, if the record was modified after 

its creation, this activity should also be documented properly. However, preserving electronic 

record for long term without losing its trustworthiness is challenging task.  

The following are main properties of trustworthy electronic record.  

 Integrity means that the record is complete and unaltered. This does not mean that records 

may not experience any changes, but it does mean that records must be protected against 

tampering or corruption and that it is clearly defined which changes or annotations might 

occur after the creation or capture of record [5]. 

 Authenticity: A record is authentic if it is what it purports to be and if it was created or 

sent by the person who claims to have sent it [5].  

 Proof of existence: Specific techniques are required which can prove that an electronic 

record existed at a certain time in the past [3]. 

Basically these essential properties of electronic record are prepared using the bit stream of 

the electronic record, timestamp and hash function. A hash function takes an arbitrary string 

of binary data and produces a number, often called a digest, in a predefined range. Ideally, 

given a set of different inputs, the hash function will map them to different outputs [6]. After 

an electronic record is created, its digest (a number) is calculated by using bit stream of the 

electronic record. This number can be used for three purposes, first as means of integrity 
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verification mechanism. If an electronic record is modified after its digest is calculated, its bit 

streams will be changed as result its digest will be changed. Therefore, integrity of electronic 

record can be checked easily using its digest. Second authenticity of electronic record can be 

established using its digest and digital signature of its creator. Third existence of electronic 

record at a certain time in the past can be proved using its digest and timestamp form trusted 

timestamp authority. 

The three techniques mentioned above which are used to prove trustworthiness of 

electronic record completely depend on bit stream of electronic. But technologically it is very 

difficult to keep bit stream of electronic unchanged in spite of technological advancement.  

 

3. Digital Forensic Based ERMS 

Next we will discuss three functional entities of the proposed ERM system as it is shown in 

the Figure 1. Basically the ERMS has three functional entities. 
 

 

Figure 1. Digital Forensic Based ERMS 

3.1. Ingest 

In ingest functional entity electronic records are investigated by using available digital 

forensic tools before they are ingested for long term. Using digital forensic tools in ingest 

process is advantageous. For example, digital forensic tools can be used to identify files 

formats, encrypted file and date of creation. Especially this is helpful; when it is not possible 

to find necessary information about an electronic record during ingest process. Since digital 

forensic tools have powerful capability to work on different digital device which contain 

important electronic records. Therefore, using digital forensic tools as part of ERMS increases 

efficiency and capability the system. 
 

3.2. Transformation 

As we mentioned previously the two important challenges that make electronic record 

inaccessible are file format and media obsolescence .These challenges make migration 

electronic record from the original file format to another file and form media to another media 

mandatory.  

The following activities are carried out in this functional entity; first the electronic record 

is copied form the original media to the other media which is supported by ERMS for long 

term. Digital forensic tool is used in copying process. Since digital forensic tools can copy 

digital data from media to another media with high accuracy. 

Then the electronic record is migrated to file format that is chosen by ERMS for long term 

access.  
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Figure 2. Metadata 

During the electronic record migration to another file format and backup is taken all 

activities are done using the digital forensic tools to make sure that unnecessary or 

uncontrolled change is not introduced which affects the trustworthiness of the electronic 

records. 

After the backup of electronic record in original format and new file format are taken. 

Then the next step is to prepare metadata about each electronic record in the ERMS .The 

metadata consists the following information about the electronic records; as it is shown in the 

Figure 2. 

• Digest of the electronic record in original file format .The digest is calculated as soon as 

the electronic record is entered into the ERMS .Therefore; any changes introduced to the 

original electronic record after it is entered to the ERMS can be detected using the digest.  

• Digest of the electronic record in new file format is used to protect the electronic record 

from any arbitrary changes since the electronic record is changed into new file format for 

long term long term preservation. 

• Timestamp which is associated with important events related to the electronic records 

such as time of transformation. 

• Complete information about the location of electronic record in the file system. This 

information is important. Because it helps to locate all electronic records easily when digital 

investigation is necessary. 

Finally the following data are stored in separately with clearly defined access control to 

prevent unauthorized modification. 

1. Backup of  electronic record in original format 

2. Backup of electronic record in new format 

3. Electronic record which is directly accessible 

4. Metadata of electronic record 

 

3.3   Access 

The access functional entity of ERMS makes available the electronic records for 

authorized user or digital investigation. Nowadays electronic records are vital component of 

e-governance and e-commerce. When any disputes arise concerning the trustworthiness of 

record found in the ERMS. This access point can be used to carry out the digital investigation 

in efficient way.  
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4. Conclusion 

Nowadays, electronic records are being created by different organization and individual at 

large scale and due their digital nature, they can be modified easily unlike physical record as 

result they lose trustworthiness. These challenges make preservation of electronic records for 

long term overwhelming responsibility. In this paper we have proposed digital forensic based 

ERMS and how it utilizes digital forensic tools to preserve electronic records for long term 

without losing their trustworthiness. 
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