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Abstract

A convertible authenticated encryption scheme simultaneously provides the functions of
integration, authentication, confidentiality, and non-repudiation. A signer generates an au-
thenticated ciphertext signature on the chosen message. So that only a designated recipient
can recover the message by using her/his secret key and verify the message by using the
signer’s public key. If there is a dispute, the recipient is able to convert the authenticated
ciphertext signature into an ordinary signature that can be verified by anyone. This paper
separately points out that any adversary can forge a converted signature in Araki’s scheme
and Ma-Chen’s scheme. Moreover, we further improve the weakness in Wu-Hsu’s scheme,
which is to convert the signature into an ordinary one should divulge the message. The im-
proved scheme not only solves the weakness but also reduces the computational complexities
in both sides of signer and recipient. Furthermore, the proposed convertible authenticated
encryption scheme is extended for multiple recipients. The message can be recovered and
verified by a group with multiple recipients.

Keywords: Authenticated encryption scheme, discrete logarithm problem, one-way hash
function, signcryption.

1 Introduction

Paper work is rapidly being replaced as e-mail, electronic commerce, and electronic
money become more widespread. In many of these new forms of communication, a digital
signature is essential. A digital signature such as RSA [2, 4, 12, 13, 16, 19] and ElGamal
[11, 17, 24] signature schemes provides the functions of integration, authentication, and non-
repudiation, which anyone can verify signature by using the signer’s public key. However,
there are some situations should be considered. In some applications, it is unnecessary

∗Partial results of this paper have been presented in ACN 2012.
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for anyone to verify the validity of the signature. The signature only needs to be verified
by some specified recipient while keeping the message secret. For example, the use of
electronic money only needs to be verified by the bank and keep electronic money secret.
Therefore, the confidentiality should be affiliate with the properties of digital signatures.
Some authenticated encryption schemes [5, 6, 8, 14, 15, 21, 22] and signcryption schemes
[20, 26] are proposed to achieve the above purpose.

In 1999, Araki et al. [1] proposed a convertible limited verifier signature scheme, which
is more efficient than Boyar et al.’s scheme [3]. In their scheme, the signer generates a
signature by using her/his private key and the recipient’s public key. It is similar to fulfill
both functions of digital signature and public key encryption simultaneously. Only has the
corresponding private key of the recipient’s public key can recover the message and verify
the signature. If the signer denies that she/he has never signed the message, the recipient
can further convert the signature into an ordinary one that can be verified by anyone (such
as judge) without divulging the recipient’s private key. However, their scheme required
the singer’s cooperation to verify the signature. It is impractical to ask the signer to
provide some information. Later, in 2002, Wu and Hsu [23] proposed a new convertible
authenticated encryption scheme which can easily convert the original signature without
the cooperation of the signer. Moreover, it is more efficient than Araki et al.’s scheme in
term of the computation complexities and the communication costs. However, Zhang and
Kim [25] pointed out that the original signature generated by the signer could be forged in
Araki et al.’s scheme.

In 2003, in order to avoid divulging the message, Ma and Chen [18] proposed a publicly
verifiable authenticated encryption scheme. When the recipient converts the original sig-
nature, he/she does not reveal not only the private key but also the message. Their scheme
is as efficient as the Zheng’s scheme [26] with respect to both communication costs and the
communication overhead. In additionally, they provide an efficient method for converting
the original signature than that using the zero-knowledge proof in Zheng’s scheme.

However, in this paper, we will show that Araki et al.’s scheme suffer from not only
a forgery original signature attack but also a forgery converted signature attack, that is,
any one can forge a valid converted signature of a signer on an arbitrary message. The
forgery converted signature attack can also successfully break the security of Ma-Chen’s
scheme. Certainly, the secure requirement against the forgery converted signature attack
should also be concerned about. At the same time, we will propose an improved scheme
which modifies some aspects of Wu and Hsu’s scheme. The improved scheme can protect
the message revealed for converting the original signature to the judge and reduces the
computational complexities in both sides of signer and recipient.

On the other hand, according to practical business requirements, a document sometimes
needs to be verified by more than one person in an organization. The proposed authenti-
cated encryption scheme is extended for multiple recipients. The message can be recovered
and verified by a group with multiple recipients. For example, the electronic money is
jointly issued by multiple banks. When the user use her/her electronic money in an elec-
tronic commerce, the electronic money should be keep secret and verified by those banks.
The proposed authenticated encryption scheme for multiple recipients can be used in this
situation.

This article is organized as follows. In Sections 2, we will briefly review Araki et al.’s
scheme and Ma-Chen’s scheme, respectively. At the same time, we show how the adversary
forges a converted signature in their schemes. In Section 3, we will propose an improvement
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to Wu-Hsu’s scheme and extend it for multiple recipients. In Section 4, we analyze the
security of the proposed scheme and its performance. Finally, a brief conclusion is in
Section 5.

2 Cryptanalysis of Araki et al.’s Scheme and Ma-Chen’s Scheme

In this section, we will show that schemes proposed by Araki et al. and Ma-Chen are
not secure by presenting the forgery converted signature attack. For presenting the attack
on Araki et al.’s scheme and Ma-Chen’s scheme, we briefly review their schemes along with
the attack in the following subsections, respectively.

2.1 Review of Araki et al.’s Scheme

Initially, a trust authority publicly chooses two large prime numbers p and q such that
p = 2q + 1, a generator g of order q over the Galois field GF (p). Assume that Alice is
the signer and Bob is the recipient, which separately own the private keys xA ∈ Z∗q and
xB ∈ Z∗q . The corresponding public keys are yA = gxA mod p and yB = gxB mod p, which
are certified by the trusted third party. Their scheme is divided into the signing phase, the
verification phase, and the conversion phase, which are described as follows.

The Signing Phase:
To sign the message m which contains some redundancy [9], Alice performs the following
steps.

Step 1. Choose a random number k ∈ Z∗q .

Step 2. Compute r1 = y
k+H(k)
B mod p and r2 = m · (r1 + g)−1 mod p, where H(·) is a one-way

hash function [10].
Step 3. Check whether r1 + g = 0 and r2 > q is hold or not. If it holds, comes back to Step

1. Otherwise, continues to Step 4.
Step 4. Compute J = gH(k) mod p and s = (r2 · k − 1− r2) · (1 + xA)−1 mod q.
Step 5. Send {r2, s, J} to Bob.

The Verification Phase:
After receiving {r2, s, J}, Bob derives the message m by computing

m = (y(1+r2+s)·r−1
2

B · (ys·r−1
2

A · J)xB + g) · r2 mod p,

and checks the redundancy contained in m.

The Conversion Phase:
With a dispute, Bob converts the signature into an ordinary one (substitute for providing
his secret key xB), Alice is requested to release a parameter u = s · xA · r−1

2 + H(k) mod q.

Then, Bob verifies its validity with checking gu = y
s·r−1

2
A · J mod p. If it holds, Bob can

convert the original signature into {m, r2, s, J, u}. To verify the signature, the judge checks

the equations gu = y
s·r−1

2
A ·J mod p and m = (y(1+r2+s)·r−1

2 +u
B +g)·r2 mod p. If two equations

hold, the judge believes that the signature {m, r2, s, J, u} is generated by Alice.
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Next we show that the adversary forges Alice’s converted signature {m′, r′2, s′, J ′, u′} in
the conversion phase. It will lead to Alice gets erroneous judgment from the judge. The
adversary performs the following steps.

Step 1. Choose an arbitrary message m′ and a random number s′ ∈ Z∗q .
Step 2. Compute the values r′2, u′, and J ′ as follows.

r′2 = (1 + g)−1 ·m′ mod p, (1)
u′ = −(1 + r′2 + s′) · r′−1

2 mod q, (2)

J ′ = (ys′·r′−1
2

A )−1 · gu′ mod p. (3)

Step 3. Send {m′, r′2, s′, J ′, u′} to the judge.

After receiving {m′, r′2, s′, J ′, u′}, the equations gu′ = y
s′·r′−1

2
A ·J ′ mod p and m′ = (y(1+r′2+s′)·r′−1

2 +u′
B +

g) · r′2 mod p checked by judge will be hold as follows.

y
s′·r′−1

2
A · J ′ mod p

= y
s′·r′−1

2
A · (ys′·r′−1

2
A )−1 · gu′ mod p, (by Equation (3))

= gu′ .

and

(y(1+r′2+s′)·r′−1
2 +u′

B + g) · r′2 mod p

= (y(1+r′2+s′)·r′−1
2 −(1+r′2+s′)·r′−1

2
B + g) · r′2 mod p, (by Equation (2))

= (1 + g) · r′2 mod p,

= (1 + g) · (1 + g)−1 ·m′, modp (by Equation (1))
= m′.

Hence, with the knowledge of Alice public key yA, the adversary can easily forge Alice’s
converted signature. On the other hand, this scheme requires the signer’s cooperation to
provide the parameter u. It is impractical since the signer may reluctant to cooperate. It
results the conversion phase is fail.

2.2 Review of Ma-Chen’s Scheme

The parameters {p, q, g,H(·), xA, xB, yA, yB,m} are the same as those in Araki et al.’s
scheme. The three phases are described as follows.

The Signing Phase:
To sign the message m, Alice performs the following steps.

Step 1. Choose a random number k ∈ Z∗q .

Step 2. Compute r1 = m · (H((g · yB)k mod p))−1 mod p.
Step 3. Compute r2 = H((g · yB)k mod p) mod q, H(m)).
Step 4. Compute s = k − xA · r2 mod q.
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Step 5. Send {r1, r2, s} to Bob.

The Verification Phase:
After receiving {r1, r2, s}, Bob derives the message m by computing m = r1 · H((g ·
yB)s · yr2·(xB+1)

A mod p) mod p and verifies the signature by checking r2 = H(((g · yB)s ·
y

r2·(xB+1)
A mod p) mod q,H(m)).

The Conversion Phase:
For public verification, Bob computes J = (ys

B · yr2·xB
A mod p) mod q (substitute for pro-

viding his secret key xB and message m). Then, he sends {H(m), J, r2, s} to the judge. To
verify that Alice is the originator of the encryption and signature, the judge checks whether
the equation r2 = H((gs · yr2

A · J mod p) mod q, H(m)) is hold or not. If it holds, the judge
believes that Alice is the originator signer.

Obviously, Ma and Chen employ the one-way hash function to protect the message
revealed in the conversion phase. However, their scheme is insecure by mounting the forgery
converted signature attack as follows.

The adversary tries to forge Alice’s converted signature {H(m′), J ′, r′2, s′} in the conver-
sion phase. The adversary performs the following steps.

Step 1. Choose an arbitrary message m′ and a random number s′ ∈ Z∗q .
Step 2. Compute r′2 and J ′ as follows.

r′2 = H((gs′ mod p) mod q,H(m′)), (4)

J ′ = (yr′2
A )−1 mod p. (5)

Step 3. Send (H(m′), J ′, r′2, s′) to the judge.

After receiving (H(m′), J ′, r′2, s′), the equation r′2 = H((gs′ ·yr′2
A ·J ′ mod p) mod q, H(m′))

checked by judge will be hold as follows.

H((gs′ · yr′2
A · J ′ mod p) mod q, H(m′))

= H((gs′ · yr′2
A · (yr′2

A )−1 mod p) mod q, H(m′)), (by Equation (5))

= H((gs′ mod p) mod q, H(m′)), (by Equation (4))
= r′2.

Hence, any adversary can mount a forgery converted signature attack by using victim’s
public key to break the security of Ma-Chen’s scheme.

3 The Proposed Schemes

In this section, we first present a convert authenticated scheme and then extend it for
multiple recipients.

3.1 A Convert Authenticated Scheme

To avoid exposing the message m when convert the original signature to the judge, we
make some modifications in Wu-Hsu’s scheme [23]. The parameters {p, q, g,H(·), xA, xB, yA, yB, m}
are also the same as those in Araki et al.’s scheme. The detail of three phases is as follows.
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The Signing and Verification Phase:
To sign the message m, Alice performs the following steps.

Step 1. Choose a random number k ∈ Z∗q .
Step 2. Compute r1, r2, and s as follows.

r1 = m · (yk
B mod p)−1 mod p, (6)

r2 = H(H(m), gk mod p) mod q, (7)
s = k − xA · r2 mod q. (8)

Step 3. Send {r1, r2, s} to Bob.

After receiving {r1, r2, s}, Bob first derives the message m by computing

m = (gs · yr2
A )xB · r1 mod p, (9)

and checks the redundancy contained in m. Then, he checks the validity of the signature
with the following equation.

r2 = H(H(m), gs · yr2
A mod p)) mod q. (10)

If it holds, the signature {r1, r2, s} is indeed generated by Alice.

The Conversion Phase:
With a dispute, Bob directly sends {H(m), r2, s} to the judge without the cooperation
of Alice. The judge can verify the converted signature by checking whether the equation
r2 = H(H(m), gs · yr2

A mod p) mod q is hold or not. If it holds, the judge believes that the
signature is indeed generated by Alice.

Here, we show the different in the improved scheme and Wu-Hsu’s scheme. In the signing
and verification phase of Wu-Hsu’s scheme, Alice computes r1 = m·(H(yk

B mod p))−1 mod p
in Equation (6) and r2 = H(m,H(gk mod p)) mod q in Equation (7). Hence, Equation (9)
to derive the message m will be changed as m = H((gs ·yr2

A )xB )·r1 mod p and Equation (10)
to verify the signature will be changed as r2 = H(m,H(gs · yr2

A mod p)) mod q. In the
conversion phase, Bob sends {m, r2, s} to the judge. The judge checks the equation r2 =
H(m,H(gs ·yr2

A mod p)) mod q. Obviously, to verify the signature by the judge, the message
m in their scheme should be transferred over the public channel in their scheme. In order
to protect the message m, we employ the existed one-way hash function to compute H(m)
in Equation (7) in the proposed scheme. On the other hand, comparing the computational
complexity in our scheme and Wu-Hsu’s scheme with the same length of message, the signer
and recipient can reduce one time for computing the hash value. It can be seen that the
proposed scheme does not require the signer’s cooperation to provide some information and
the message is also protected by the hash function. In next section, we will show that the
modifications do not harm the security of our scheme.

Correctness of the improved scheme can be confirmed through the following results.

Theorem 1 The recipient can derive the message m in Equation (9).

Proof. According to Equations (6) and (8), we can rewrite Equation (9) as follows.

(gs · yr2
A )xB · r1 mod p
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= (gk−xA·r2 · yr2
A )xB ·m · (yk

B mod p))−1 mod p,

= (gk)xB ·m · (yk
B mod p))−1 mod p,

= m.

Therefore, the correctness of Equation (9) can be verified. Q.E.D.

Theorem 2 The converted signature can be verified in Equation (10).

Proof. According to Equations (7) and (8), we can rewrite Equation (9) as follows.

H(H(m), gs · yr2
A mod p) mod q

= H(H(m), gk−xA·r2 · yr2
A mod p) mod q,

= H(H(m), gk mod p) mod q,

= r2.

Therefore, the correctness of Equation (10) can be verified. Q.E.D.

3.2 A Convert Authenticated Scheme for Multiple Recipients

The notation G = {U1, U2, . . . , Ul} is defined as the group of l recipients. The secret and
public key pair of Ui is xi ∈ Z∗q and yi = gxi mod p.

The Signing Phase:
Without loss of generality, assume that Alice wants to sign the message m to the recipients
U1, U2, . . . , Ul, Alice performs the following steps.

Step 1. Choose a random number k ∈ Z∗q .
Step 2. Compute r1, r2, and s as follows.

r1 = m ·
(

(
l∏

i=1

yi)k mod p

)−1

mod p, (11)

r2 = H(H(m), gk mod p) mod q, (12)
s = k − xA · r2 mod q. (13)

Step 3. Send {r1, r2, s} to the group.

The Verification Phase:
After receiving {r2, r2, s}, Ui in the group G can cooperate to recover the message m and
verify the signature. Each Ui performs the following steps.

Step 1. Compute

ti = (gs · yr2
A )xi mod p, (14)

Step 2. Send ti to the clerk who can be any recipient in G.

When all ti (for i = 1 to l) are collected, the clerk performs the following steps.

7
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Step 3. Recover

m = (
l∏

i=1

ti) · r1 mod p, (15)

and checks the redundancy contained in m.
Step 4. Check the validity of the signature with the following equation.

r2 = H(H(m), gs · yr2
A mod p)) mod q. (16)

If it holds, the signature {r1, r2, s} is indeed generated by Alice.

The Conversion Phase:
Similarly, with a dispute, the group G directly sends {H(m), r2, s} to the judge. The judge
can verify the converted signature by checking whether the equation r2 = H(H(m), gs ·
yr2

A mod p) mod q is hold or not. If it holds, the judge believes that the signature is indeed
generated by Alice.

The correctness of the proposed convert authenticated scheme for multiple recipients is
shown in the following theorems.

Theorem 3 The recipients can collaboratively derive the message m in Equation (15).

Proof. According to Equations (11), (13), (14) and Equation (15) is we can rewritten as
follows.

(
l∏

i=1

ti) · r1 mod p

= (
l∏

i=1

(gs · yr2
A )xi mod p) · r1 mod p,

= (gk−xA·r2 · yr2
A )

∑l

i=1
xi ·m ·

(
(

l∏

i=1

yi)k mod p

)−1

mod p,

= (gk)
∑l

i=1
xi ·m · (g

∑l

i=1
xi·k mod p))−1 mod p,

= m.

Therefore, the correctness of Equation (15) can be verified. Q.E.D.

Theorem 4 The converted signature can be verified in Equation (16).

Proof. The proof is the same as in Theorem 2. Q.E.D.

4 Security Analysis and Performance Evaluation

In this section, the security assumptions for the proposed scheme are defined and its
performance is evaluated.
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4.1 Security Analysis

The security of the proposed schemes are the same as that of Wu-Hsu’s scheme, which is
based on the difficult of breaking the discrete logarithm problem (DLP) and the one-way
hash function (OWHF). In the rest of this section, some possible attacks are raised and
fought against to prove the security of our schemes.

Attack 1: An adversary tries to reveal Alice’s private key xA or Bob’s private key xB from
the known information.
Analysis of Attack 1: With the knowledge of public keys yA and yB, the adversary should
face the difficult of breaking the DLP to obtain the private keys xA and xB. With the
knowledge of signature {r1, r2, s}, the adversary has no ability to reveals the secret key
xA, which is based on ElGamal signature scheme. Note that the random number k should
be secret and different for generating each signature. Otherwise, the adversary can easily
reveal the private key xA in Equation (8).

Attack 2: An adversary tries to forge an authenticated encryption signature {r1, r2, s}.
Analysis of Attack 2: To generate a signature {r1, r2, s} for satisfying Equation (10), the
adversary first randomly choose a number k′ to compute Equations (6) and (7). However,
he/she has no ability to compute a valid value s in Equation (8) without knowing the
private xA. Therefore, the recipient cannot via Equation (9) to derive the message m and
check the signature in Equation (10).

Attack 3: An adversary tries to forge a converted signature {H(m), r2, s}.
Analysis of Attack 3: The adversary mounts the forged converted signature attack such as
in Section 2. He/She first chooses the value s′ and the message m′ and then determine
the value r′2 for satisfying Equation (10). However, the adversary has no ability to satisfy
Equation (10), which is protected under the OWHF and the DLP.

Attack 4: An adversary tries to reveal the message m.
Analysis of Attack 4: The value gk·xB mod p can be computed as yk

B mod p and (gs ·
yr2

A )xB mod p by the signer and the recipient, respectively. To reveal the message m, it
is difficult because the number k is randomly generated by the signer and xB is the re-
cipient’s private key. On the other hand, the converted signature {H(m), r2, s} does not
expose the message m, which is protect under OWHF as H(m).

Attack 5: For the security of multiple recipients setting, an adversary tries to mount the
above attacks.
Analysis of Attack 5: The group G’s public key Y with l recipients can be treated as

Y =
l∏

i=1
yi = g

∑l

i=1
xi mod p, which is the multiplication of Ui’s public key yi. It can be

seen that to reveal gk·
∑l

i=1
xi in the multiple recipients setting is equal to reveal gk·xB in

the single recipient setting [7].
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4.2 Performance Evaluation

This section shows that the computational complexity performance of the proposed
scheme. For facilitating the computational complexity, the following notations are defined.

TEXP the time for computing a modular exponentiation computation,
TMUL the time for computing a modular multiplication computation,
TSUB the time for computing a modular subtraction computation,
TINV the time for computing a modular inversion computation,
TH the time for computing a hash value.

Table 1. Performance evaluation of the proposed scheme

Signer Recipient Judge
Signing phase 2TEXP + 2TMUL + TINV 0 0
phase +TSUB + 2TH

Verification phase 0 3TEXP + 2TMUL + 2TH 0
Conversion phase 0 0 2TEXP + TMUL + 2TH

According to Table 1, the signer signs the message m in the signing and verification
phase, she/he computes r1, r2, s in Step 2, which separately requires TEXP + TMUL + TINV,
TEXP+2TH, and TSUB+TMUL. The total computational complexity for signing the message
is therefore 2TEXP+2TMUL+TINV+TSUB+2TH. For recovering the message m in Step 3, the
recipient requires 3TEXP + 2TMUL. For checking the validity of the signature, the recipient
requires 2TH. Note that, gs · yr2

A mod p has been computed by recovering the message. The
total computational complexity for verifying the message is therefore 3TEXP+2TMUL+2TH.
With a dispute, the judge requires 2TEXP+TMUL+2TH to verify the signature {H(m), r2, s}.

5 Conclusions

In this paper, we have shown that security flaws in Araki et al.’s scheme and Ma-Chen’s
scheme. Moreover, some modifications in Wu-Hsu’s scheme is used to avoid divulging the
message. Though modifications were made, the original advantages are maintained and un-
compromised. It further reduces the computational complexities in both sides of signer and
recipient. The proposed convertible authenticated encryption scheme for multiple recipients
allows the message can be recovered and verified by a group with multiple recipients.
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