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Abstract 

A smart grid is a digitally enabled electrical grid that gathers, distributes, and acts on 

information about the behavior of all participants (suppliers and consumers) in order to 

improve the efficiency, importance, reliability, economics, and sustainability of electricity 

services. Currently, smart grid systems are widely considered to be fundamental components 

for improving the monitoring and control of a power distribution infrastructure. Using a 

distributed measurement architecture, it is possible to gather information about the smart 

grid status in order to monitor and control the overall infrastructure, including remote units. 

This technology can control the use of electricity. In particular, users can monitor and limit 

the electricity consumption of each home appliance in real time. Likewise, power companies 

can monitor and control electricity consumption in order to stabilize the electricity supply. 

However, these features may cause serious problems in the case of data leakage. For example, 

if a malicious attacker is able to sniff and analyze data, they can figure out the usage pattern 

and ascertain when a house is empty. Thus, users could suffer serious damage, such as 

burglary. Therefore, we propose a privacy-enhanced secure data transaction system. The 

proposed system can protect private data using encryption. The encrypted data includes the 

user’s ID, home appliance serial number, and electricity consumption. Thus, attackers cannot 

obtain important data for analysis from transaction data. In addition, unauthorized power 

companies are unable to access this information.  

 

Keywords: Secure Data Transaction System, Smart Grid System, Privacy Protection, 

Electricity Consumption 

 

1. Introduction 

Recently, environmental issues such as global warming have become more serious due to 

industrial emissions. Many studies into low-carbon green growth are being carried out around 

the world to solve these problems. The purpose of low-carbon green growth is the abatement 

of carbon dioxide emissions and efficient use of environmentally friendly resources. Thus, 

many researchers are studying application methods for these new technologies in various 

industries. Most of all, interest in smart grid as a method of making effective use of electricity 

is increasing. 

A smart grid is a digitally enabled electrical grid that gathers, distributes, and acts on 

information about the behavior of all participants (suppliers and consumers) in order to 

improve the efficiency, importance, reliability, economics, and sustainability of electricity 

services [1, 2]. The interaction between users and power companies requires many sensitive 

items of information, such as user and home appliance information or smart meter 

information. This information should be transmitted securely. If it is not, a malicious attacker 
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could gather data on the electricity consumption of home appliances in order to determine the 

user’s life pattern. This problem can lead to cases of burglary when no one is at home [3]. 

Therefore, we propose a data transaction protocol for privacy protection in a smart grid. 

This protocol has two phases: a transmission phase and a check phase. The purpose of the 

proposed scheme is to protect privacy and prevent further problems. 

The remainder of this paper is organized as follows: In Section 2, we briefly provide 

fundamental knowledge about smart grid. In Section 3, we discuss security problems 

regarding private information in smart grid, and describe our proposed protocol in Section 4. 

We analyze the proposed protocol in Section 5, and, finally, summarize and conclude our 

research in Section 6. 

 

2. Related work 
 

2.1. Smart grid 

A smart grid is a digitally enabled electrical grid that gathers, distributes, and acts on 

information about the behavior of all participants (suppliers and consumers) in order to 

improve the efficiency, importance, reliability, economics, and sustainability of electricity 

services. A smart grid communication network will comprise several different subsystems—it 

is truly a network of networks. These networks include supervisory control and data 

acquisition(SCADA), land mobile radio (LMR), cellular, microwave, fiber optic, dedicated or 

switched wirelines, RS-232/RS-485 serial links, wired and wireless Local Area Networks 

(LAN), or a versatile data network combining these media [1].  

 

3. Security problems in smart grid systems 
 

3.1. Data leakage 

The security issues of smart grid have been widely discussed in recent years. Above all, the 

primary security issue is privacy, because information transmitted over a smart grid contains 

electricity usage patterns of home appliances. Moreover, this information could lead to 

disclosure of not only how much energy each user is consuming, but also when they are at 

home, at work, or traveling [4]. In addition, it might be possible to discover what types of 

home appliance are present by compromising users’ home area networks.  

Thus, if a criminal or malicious attacker can figure out when a user is not at home, they 

may break into the house at this time. Such energy-related information could support the 

criminal targeting of homes or provide business intelligence to competitors. 

 

3.2. Illegal profiling 

According to the Smart Metering & Privacy: Existing Law and Competing Policies report, 

researchers at MIT have developed a non-intrusive appliance load monitor (NALM) [5][6]. 

If NALMs could be appended to the existing metering infrastructure to allow for real-time 

logging of electricity consumption, information concerning appliance use may be 

reconstructed from the overall load data, thereby removing the need to intrude within the 

residential space and install new equipment within the home. NALMs were designed as 

research tools, set up to monitor only a small number of customers in order to facilitate load 

forecasting and management. However, smart grid allow for the collection and 

communication of highly detailed electricity usage information, in much the same way as the 
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NALM [6]. Thus, the problem of privacy within a smart grid is the most important security 

concern. 

 

3.3. Illegal modification 

Existing electricity companies require only power lines to connect the house to a power 

source. Thus, individual customers cannot access the electrical grid by the Internet. This 

feature provides security from the risks of the Internet. However, smart grid architecture not 

only connects to the electrical grid, but also the Internet. This means that smart grid are 

exposed to additional risks, one of which is illegal modification [7].  

In a smart grid, users and electricity companies communicate with each other by wired or 

wireless network. Information about electricity consumption and user information will be 

transmitted via this network. Thus, if a malicious attacker modifies a user’s electricity 

consumption, the user might pay a lot of money for electricity that has not been used. In 

addition, unscrupulous users could modify their electricity consumption in order to profit by 

paying less. Such cases have a high likelihood of occurrence. 

 

4. Proposed protocol 
 

4.1. Basic structure 

 

AMCC

Electric Power 

Company

Notebook

PC

Smart Meter

HAN

(Home Area Network)

Data Transaction Protocol

H(m)||Eks(UID||ASN)||Ekc(SSN||Co)

 

Figure 1. Overview of the proposed scheme 
 

In this section, we propose a data transaction protocol for privacy protection. To solve the 

problems of existing smart grid systems, our scheme encrypts the information of home 

appliances. Thus, electricity companies or attackers cannot obtain any valuable information.  

This scheme has two steps: a transmission phase and a check phase. In the transmission 

phase, the user sends encrypted information to the electricity company, such as electricity 

consumption and home appliances serial number(S/N), and the power company stores this 

information. In the check phase, the user requests their electricity consumption from the 

electricity company and can check the power consumption of each home appliance. Figure 2 

shows an overview of the proposed scheme. 

 

4.2. Entire scheme overview 

Table 1 describes the notation for the proposed scheme. The following notation is used 

throughout this paper. 

 

Table 1. Notation 

Notation Description Notation Description 

IDU  User ID (PIN, Citizen number, etc.) Co  Electricity consumption 

EPC  Electric power company SNS  Smart meter S/N 

SM  Smart meter r  Random nonce 
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SNA  Home appliance S/N )(PRNG  Pseudo-random number generator 

)( H  Hash function 

Ks  User's password as an encryption/decryption key (between user and smart meter) 

Kc  Encryption/decryption key (between smart meter and electric power company) 

 

4.3. Transmission phase 

In the transmission phase, information on home appliances and electricity consumption is 

transmitted securely. Thus, third parties do not know this information. In addition, the electric 

power company ( EPC ) only knows the electricity consumption. Thus, the users’ private 

information, such as life pattern or kinds of home appliance, is protected.  

 

 

Figure 2. Transmission phase protocol 
 

Each home appliance sends the user ID, home appliance serial number (
SNA ), and 

electricity consumption ( Co ), encrypted by password ( Ks ), to the SM. And the SM decrypts 

the user ID, home appliance serial number, and electricity consumption, before encrypting the 

user ID and home appliance serial number using password Ks and creating hash data ( )(mH ) 

from the SM serial number and electricity consumption. This hash data will be used as an 

integrity check.  

 

)| || |( CoAUE

MeterSmartApplianceHome

SNIDKs



          )| || || |(()( SNSNIDKs SCoAUEHmH

MeterSmart


 

Following this, the SM encrypts its serial number and the electricity consumption data 

using the encryption/decryption key ( Kc ), and sends this information to the EPC with the 

hash data and the encrypted user ID and home appliance serial number. 

)| |(| |)| |(| |)( CoSEAUEmH

CompanyPowerElectricMeterSmart

SNKcSNIDKs


 

 

The EPC obtains the electricity consumption of the home appliance via the encrypted 

information ( )| |( CoSE SNKc ). Next, the EPC generates hash data ( )( mH ) with the encrypted 

user ID and home appliance serial number, the SM serial number, and the electricity 
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consumption, and compares this with the received hash data ( )(mH ). If the comparison shows 

that the hash data is the same, the electricity consumption ( Co ) is stored with the encrypted 

information  )| |( SNIDKs AUE .  

 

)| || || |(()( SNSNIDKs SCoAUEHmH

CompanyPowerElectric

        )()(
?

mHmH

Comparison



         

CoAUE

Storage

SNIDKs ),| |(
 

 

The encrypted information, )| |( SNIDKs AUE , will be used as an index of the home appliance. 

In addition, when a user requests the electricity consumption of any home appliance, the EPC 

can search for it using )| |( SNIDKs AUE  from the user. 

 

4.4. Check phase 

In this phase, a user requests the electricity consumption of one or many home appliances 

from the EPC. 

 

 

Figure 3. Check phase protocol 
 

First, the user sends their encrypted user ID and home appliance serial number pertaining 

to the request about electricity consumption. And then, to verify that the request comes from 

an authorized user, the SM decrypts the user ID and home appliance serial number. The SM 

can verify the user ID from information stored in the previous step.  

)| |( SNIDKs AUE

MeterSmartUser 

          )(| |)| |((
?

storedUUAUAUED

MeterSmart

IDIDSNIDSNIDKsKs




 

 

The SM then generates a random nonce ( r ) using the PRNG(∙) function, and encrypts it 

with the encryption/decryption key. The purpose of the random nonce is the verification of 

electricity consumption from the EPC. Moreover, it can also prevent a man-in-the-middle 

(MITM) attack. Only an authorized EPC can receive and decrypt the random nonce, due to 
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the encryption/decryption key ( Kc ). Next, the SM sends the encrypted random nonce with 

the user ID and home appliance serial number.  

 

)(

)(,

rE

PRNGinrGeneration

MeterSmart

Kc
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CompanyPowerElectricMeterSmart

KcSNIDKs


 

 

This encrypted information ( )| |( SNIDKs AUE ) allows the EPC to retrieve the electricity 

consumption of the home appliance from its database. In addition, the EPC decrypts the 

random nonce, and re-encrypts it along with the electricity consumption data.  

 

)| |(,))((
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The EPC sends the stored encrypted user ID and home appliance serial number with the 

encrypted electricity consumption data and random nonce. 

 

)| |(,)| |( rCOEAUE

MeterSmartCompanyPowerElectric

KcSNIDKs



 

 

The SM decrypts the random nonce and electricity consumption, and compares the initial 

random nonce ( r ) with the decrypted random nonce ( r ). In addition, to verify that the 

correct electricity consumption data has been sent, the SM compares the user ID and home 

appliance serial number ( )| |( SNIDKs AUE ) between the stored and received information. 
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If this comparison verifies that the sent data is correct, the SM sends the requested 

electricity consumption data to the user. Thus, the user can check the electricity consumption 

of their home appliances. 
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SNIDKs
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5. Analysis 
 

5.1. Protection against data leakage 

The proposed protocol protects against data leakage via a user password ( Ks ) and an 

encryption/decryption key ( Kc ). The user password is entered as a key between the home 

appliance and SM when the SM is first installed, and the encryption/decryption key is entered 

when the SM is produced. The target information from data leakage is the user ID and 
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electricity consumption. To discover when householders are at home, at work, or traveling, a 

malicious attacker would need this information. 

However, the protocol proposed in this paper uses encrypted data. This contains the user 

ID, home appliance serial number, and electricity consumption ( )| || |( CoAUE SNIDKs ). If a 

malicious attacker eavesdrops the encrypted information, they would need the user password 

( Ks ) in order to decrypt it. Therefore, malicious attackers cannot decrypt this information so 

long as the user password is known only by the user. 

 

5.2. Protection against illegal profiling 

The proposed protocol protects against data leakage via a user password ( Ks ) and an 

encryption/decryption key ( Kc ). The user password is entered as a key between the home 

appliance and SM when the SM is first installed, and the encryption/decryption key is entered 

when the SM is produced. The target information from data leakage is the user ID and 

electricity consumption. To discover when householders are at home, at work, or traveling, a 

malicious attacker would need this information. In this paper, we encrypt the home appliance 

serial number ( SNA ) by a user password ( Ks ) and encrypt electricity consumption data with a 

random nonce ( r ) using an encryption/decryption key ( Kc ) to protect against the above 

problem. Therefore, any intercepted home appliance or electricity consumption information is 

different from the real data. 

 

5.3. Protection against illegal modification 

If a malicious attacker modifies the electricity consumption data of some home appliance, 

the user may have to pay more money due to the modified information. On the other hand, if 

unscrupulous users modify their electricity consumption in order to profit, the EPC may 

suffer significant losses. Thus, the proposed protocol uses two keys ( KcKs, ) and a hash 

function ( )(H ) to protect against illegal modification. For example, if an attacker knows the 

encryption/decryption key ( Kc ) and attempts to modify the electricity consumption data in 

the transmission phase, the EPC can detect this illegal information. 

 

- User = 
)| |(| |)| |(| |)(

))| || |)| |(()(

CoSEAUEmH

SCoAUEHmH

SNKsSNIDKs

SNSNIDKs
 

- Attacker = 
)| |(| |)| |(| |)(

)| |(,

ASNAKsSNIDKs

SNAAKs

CoSEAUEmH

SCoEnComputatio
 

- EPC computes new hashed data and compares with received hashed data ( )(mH ). 
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?
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- The comparison result shows that the received data is incorrect.  

- Therefore, the EPC drops the attacker’s transmission information. 

 

6. Conclusion 

In this paper, we proposed a secure data transaction protocol for smart grid to protect 

private information. The proposed protocol has two phases: a transmission phase and a check 

phase. In the transmission phase, we encrypted the user ID, home appliance serial number, 

and electricity consumption to protect against attacks such as eavesdropping, modification, 

and so on. For this, the proposed protocol used a user password, encryption/decryption key, 
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and hash function. In the check phase, the user could request information about the electricity 

consumption of a home appliance. For this, the user sent an encrypted user ID and home 

appliance serial number to the EPC. At that time, the SM generated a random nonce. The 

purpose of the random nonce was to protect electricity consumption data from illegal 

modification. Thus, the EPC sent the desired electricity consumption and random nonce in an 

encrypted state. The above features provide security to the data transaction, and thus the 

proposed scheme is expected to improve security. 
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