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Abstract

Secret data delivery is a most important activity in the modern life. Steganography technique uses
a cover medium to carry secret data and deliver it to right receivers over public computer networks.
Because a stego medium is easier to cheat an unexpected user’s observation, Steganography technique
is more suitable for delivering secret data. Histogram adjustment is a good way for concealing secret
data into a cover image with small distortion. Luo et al. use the pixel interpolation technique
and histogram shifting to conceal secret data into a grayscale image. Visual quality and embedding
capacity are two most important factors for designing a data hiding technique. The performance of
Luo et al.’s method in terms of embedding capacity can be further improved. The proposed method is
to increase the height of peak in difference histogram as many as possible. A segmentation strategy
is adopted for narrowing down the range of difference between a pixel and a pseudo pixel.
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1 Introduction

Data hiding technique by using image as the cover medium can be briefly classified into three
classes namely spatial domain, frequency domain, and compression domain. Spatial domain is to
modify the pixel value directly [3]. The advantages include low computation cost, high embedding
rate, and easy implementation. However, spatial domain method has lower visual quality in com-
parison with frequency domain method. In frequency domain data hiding technique is to transform
a cover image into frequency domain and to modify the coefficients for implying the secret data.
The transformer includes Discrete Wavelet Transformation (DWT), Discrete Cosine Transforma-
tion (DCT), and Discrete Fourier Transformation (DFT). Frequency domain data hiding method
has better visual quality of a stego image. Also, it is more robust than spatial domain methods.
The robustness means that the secret data can be extracted even a stego image has been processed
by general image processing (e.g., brightness, and compression). Compression domain method is to
modify a compression procedure for implying secret data in compression code [2][4]. Image com-
pression technique can significantly reduce the size of an image for saving the cost of storing image
and sending image over computer networks.

To consider reversibility, data hiding scheme can be divided into irreversible and reversible. The
irreversible type data hiding technique cannot reconstruct cover image as original one. Thus, the
irreversible data hiding cares more about the embedding capacity than the visual quality of stego
image. Contrary, reversible data hiding technique not only can conceal secret data into cover image

1

International Journal of Security and Its Applications 
                                       Vol. 6 No. 2, April, 2012

431

emerald
Rectangle



but also can reconstruct the original image after extracting secret data [1][6] [8][11]. Reversible data
hiding technique is useful in military image delivering or distance medical treatment.

Many strategies were adopted in data hiding method design for achieving the reversibility such
as frequency transformation, differences extension, and histogram adjustment. Vleeschouwer et al.
presented a reversible data hiding technique by using histogram adjustment [11]. Vleeschouwer et
al.’s method classifies cover image’s pixels into two sets and circularly interpolating two histograms
for concealing secret data into cover image. Ni et al. also utilized histogram adjustment concept
to design a data hiding technique with reversibility [10]. Ni et al.’s method analyzes the pixels
distribution in a cover image to generate the histogram and then to figure out the peak point and
zero point. After that the secret data is concealed into cover image by adjusting the histogram.
Because Ni et al.’s method tiny adjusts the pixel value for concealing secret data, their method has
good visual quality performance. Also, Ni et al.’s method improved the embedding capacity.

Hwang, et al. presented a reversible data hiding technique to achieve the reversibility by extending
Ni et al.’s method. Hwang et al.’s method didn’t figure out the peak and used zero point and
use extra information [5]. Further, Lin and Hsueh utilized bin exchange to modify histogram for
increasing pure embedding capacity and get lower distortion [7]. Then, Kim et al. presented a
histogram shift based reversible data hiding scheme which selects two peak points and zero points
for increasing the embedding capacity [6]. Luo et al. applies pixel prediction strategy to generate
the prediction error [9]. Because the possible value of prediction error has significantly reduced (i.e.,
to compare with pixel value), the peak in the prediction error histogram is significantly increased.
Thus, Luo et al.’s method successfully achieved a large embedding capacity.

In this paper, a reversible data hiding technique is presented to achieve higher embedding capac-
ity. The proposed method segments the range of minimum pixel to maximum pixel in a block. After
segmentation, each segment will generate a pseudo pixel to play a predicted pixel. Thus, the differ-
ences between pseudo pixels and image pixels were generated for generating difference histogram.
After that, secret data is embedded into the cover image by adopting the histogram adjustment.

2 The Proposed Method

2.1 The Embedding Phase

The proposed method utilizes the segmentation strategy to divide the range of difference between
a maximum and minimum pixels in a block into several segments. For every segment, a pseudo pixel
will generated by calculating the central point of the segment. After that, the histogram adjustment
is adopted to conceal secret data into cover image. First, divide I into non-overlapping blocks sized
n × n and denoted as I = {Bi|i = 1, 2, . . . , NB}, where NB represent the number of blocks after
division and Bi = {xj |j = 1, 2, . . . , n × n}. In order to achieve the reversibility, the border blocks
will be reserved for concealing the extra data. Here, the extra data include the Left Zero (LZ), Left
Peak (LP), Right Peak (RP), Right Zero (RZ), and non-embeddable blocks’ information. Further,
the secret data S is a data stream encrypted by any crypto system (e.g., RSA, DES, and AES). Let
the secret stream be denoted as S = {bk|k = 1, 2, . . . , NS}, where bk ∈ {0, 1} and NS represents the
length of secret stream.

For a block Bi, except reserved blocks, calculate the length Di = Bmax − Bmin between the
maximum pixel Bmax = max{xj ∈ Bi} and minimum pixel Bmin = min{xj ∈ Bi} in Bi. Here, Nseg

represents the number of segments we want to partition. According to the proposed embedding
procedure, some blocks that cannot be used to conceal data are called non-embeddable blocks. If a
block satisfies one of following case then the block belongs to non-embeddable block.
Case 1: If Di < Nseg, then do nothing.
Case 2: Bmin ≤ Nseg, then add Bmin data to extra information and set Bmin as 0.
Case 3: Bmax ≥ 255−Nseg then add Bmax data to extra information and set Bmax as 255.
If a block satisfies Case 1 then the block is a smooth block and all of pixels must be very similar
so it will hinder the segment procedure. For preventing underflow and overflow problem, if a
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Figure 1. An example for segmentation strategy and pixel adjustment

block satisfies Case 2 and Case 3 then it will be not used to conceal secret data, because the
smallest/largest pixel in Bi is very close to 0/255. For Case 2 and Case 3, the original pixel values
are remembered in the extra information. In order to reduce the size of extra information, the extra
information is compressed by using data compression algorithm (e.g., JBig, and Run length coding).

In order to prevent the ambiguous in data extraction phase. For embeddable block Bi, Bmin and
Bmax where modified as B′

min = Bmin − Nseg and B′
max = Bmax + Nseg. After that, segment the

rangeDi intoNseg segments. The original pixel will also be adjusted for prevent ambiguous problem.
The adjusting rule is making a gap (2 pixels) between two neighboring segments. Then, generate
the pseudo pixel for each segment. The length of segment is calculated by ⌊(Bmax − Bmin)/Nseg⌋.
The pseudo pixel is calculated by ⌊(segmax

k − segmin
k )/2⌋, where segmax

k and segmin
k represent the

maximum and minimum value of k-th segment for a block, respectively. Then, generate the difference
value between pixel and its corresponding pseudo pixel. After all of blocks have been checked, the
difference histogram can be gained by statistically counting the difference values from whole image.
Then, scan the histogram to figure first two highest peak points and let left side peak point as LP
and right side peak as RP. Then, scan the histogram to figure out the zero point in LP’s left side
and set the zero point as LZ. The RZ is found by scanning RP’s right side histogram and the found
zero point as RZ. After all of LZ, LP, RP, and RZ have been found, then decrease the difference
histogram between LZ to LP-1 by one to make LP-1 become zero. Again, increase the histogram
between RP+1 to RZ by one to make RP+1 become zero. Thus, the secret can be embedded by
checking the pixel difference equivalent to LP or RP. The embedding rule is as Eq. 1. For simple
description, let the difference in the block is denoted as dk and secret bit is br.

d′k =

 dk, if (dk = LP )||(dk = RP ) and br = 0,
dk − 1, if (dk = LP ) and br = 1,
dk + 1, if (dk = RP ) and br = 1,

(1)

Embedding Example

Let Fig. 2(a) be a cover image block. The Bmin and Bmax are 10 and 28, respectively. Due the
difference Di is 18, thus the length of segment is calculated by 6 = ⌊(28 − 10)/3⌋. After that, for
preventing ambiguous problem, the pixels were adjusted as shown in Fig. 1. After pixel adjustment,
seg1 = {9, 10, 11, 12, 13, 14} and 11 is the pseudo pixel for seg1; seg2 = {17, 18, 19, 20, 21, 22} and
19 is the pseudo pixel for seg2; seg3 = {25, 26, 27, 28, 29} and 27 is the pseudo pixel for seg3. Fig.
2(b) is the pixel distribution for the segments. Fig. 2(c) is the difference for every pixel to subtract
corresponding pseudo pixel, except Bmin and Bmax. Fig. 2(d) shows the histogram for difference
value from Fig. 2(c). Fig. 2(f) shows the difference value after embedding secret “1001101”. Finally,
the stego image block is shown in Fig. 2(h).

Because reserved blocks are used to remember the extra information (i.e., LP, LZ, RP, RZ,
and non-embeddable blocks information), the reversed blocks’ LSB will be collected as LSBR =
{ri|i = 1, 2, . . . , n × n × NR}. For restoring the cover image, LSBR is concatenated with secret
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(a) A cover block (b) The pixel distribution (c) The difference
corresponding to segments

(d) The histogram (e) The histogram (f) After embedded
from (c) after shifting secret “1001101”

(g) The embedded (h) The stego block
histogram from (f) corresponding to segments

Figure 2. An example for the embedding procedure

data and embedded into cover image. Finally, the extra information is embedded into the reserved
blocks by using LSB replacement.

2.2 The Extracting Phase

First, the extra information can be extracted by taking the LSB bits from the reserved blocks.
Then, the LP, RP, LZ, and RZ information can be reconstructed. Then, calculate the difference Di

between Bmin and Bmax. If Di < 2×Nseg, then the block is a non-embeddable block. Also, if Bmin

= 0 or Bmax = 255, the block is non-embeddable, otherwise, the block is embeddable. In Case 2,
the pixels equal to Bmin will be reconstructed by using the information from extra data. In Case
3, the pixels equal to Bmax will be reconstructed by using the information from extra data. For an
embeddable block, to calculate the segment length by ⌊Di/Nseg⌋.

After finishing the segmentation procedure, generate the pseudo pixel for every segment and
calculate the difference between pixel and pseudo pixel. The secret data extraction can be done by
using following rules.
Rule 1: If the difference equal to LP-1 or RP+1 then output secret bit ‘1’.
Rule 2: If the difference equal to LP or RP, then output secret bit ‘0’.
If the difference is located in LP-2 to LZ then increase the difference by one. If the difference
is located in RP+2 to RZ, then decrease the difference by one. After that, the pixels will be
reconstructed by calculating pseudo pixel plus difference. Finally, the pixel is readjusted to the
original.

3 The Experimental Results

The visual quality of stego image and embedding capacity are two most important factors for
evaluating a data hiding technique performance. Human vision is a popular measurement for eval-
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Figure 3. The PSNR comparison for different segment number (block size 4 × 4)

uating the visual quality of stego image. However, human vision is very subjective. Thus, peak
signal-to-noise ratio (PSNR) is adopted for measuring the visual quality of stego image. The PSNR
is defined in following equations.

PSNR = 10× log10
2552

MSE dB (2)

MSE = 1
H×W

∑H
i=1

∑W
j=1(pi,j − p′i,j)

2. (3)

where, H and W represent the image’s height and width. Pi,j and p′i,j represent original pixel and
stego pixel located at (i, j). On the other hand, the embedding capacity is to count the total bits
embedded into a cover image. A larger embedding capacity is more useful for delivering secret,
because it need not send stego image too many rounds. Fig. 3 shows the comparison of different
segment numbers. As we see, the visual quality of stego images were became lower. The reason is
when the segment increased then the pixel adjustment extent will become larger. However, all of
the visual quality of stego images still greater than 30dB evens the segment number set to 8.

Fig. 4 demonstrates the embedding capacity comparison of testing different segment numbers.
From experimental results, the embedding capacity didn’t straight increased. We found that a
complex content image (e.g., Baboon) will get higher embedding capacity when the segment number
increased. In general content image (e.g., Lena), 5 is a suitable segment number. The proposed
method has better performance than Luo et al.’s method in terms of embedding capacity when the
segment number is greater than 1.

4 Conclusions

Steganography technique is a good way for delivering secret data over the public computer net-
works because it conceals secret data into a cover medium to cheat unexpected users. On the other
hands, according to the sensitive limitation of humans’ eyes, image is a good cover medium for
secret data delivery. The proposed reversible data hiding scheme utilizes the segmentation strategy
for trying to increase the height of peak point in histogram as many as possible. From experimental
results, the proposed method significantly improves the performance of Luo et al.’s method in term
of embedding capacity.
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Figure 4. The embedding capacity comparison for different segment numbers
(block size 4 × 4
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