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Abstract

Network coding signature schemes can be employed to pre- vent malicious modification of data
in network transition. But existing network coding signature schemes are only suitable for linear
network coding. To adapt to nonlinear network coding, in this paper we introduce the concept
of nonlinear network coding signature scheme and its un- forgeability, and propose a unforgeable
nonlinear network coding scheme based on the hardness of the small integer solution (SIS) problem
in lattice-based cryptography. We first present an improvement on the theorem which presented the
unforgeability of a signature scheme without identifiers proposed by David Cash et.al. in EURO-
CRYPT 2010. Then a nonlinear network coding signature scheme is designed, and its unforgeability
is proved by employing the Chinese remainder theorem. Thus the scheme can be used to provide
cryptographic protection in nonlinear network coding.

Keywords: nonlinear network coding signature scheme, the small integer solution problem, lattice-
based cryptography, the Chinese remainder theorem

1. Introduction

Signature scheme is a basic cryptographic tool in network security. In contrast to traditional
“store-and-forward” routing, network coding [2] is related to a general class of routing mechanisms
where intermediate nodes modify data packets in transit. In a signature scheme, every file is bound
with an identifier id that is chosen by the sender when the first packet associated with the file is
transmitted. The identifier provides a mechanism for honest nodes, and especially the receiver, to
distinguish packets associated with different files [2]. Nowadays, network coding has been sug-
gested for applications in wireless and/or ad-hoc networks, it has also been proposed as an efficient
tool for content distribution in peer-to-peer networks [5] as well as improving the performance of
large scale data dissemination over the Internet [1]. In [2], the concept of network coding signature
scheme was presented. However, it’s only suitable for linear network coding with homomorphic
signature scheme [2, 3] because of its strong verification requirement. Dougherty et al. [7] showed
that linear network coding is insufficient for non-multicast networks. Nowadays, nonlinear network
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coding has aroused scholars’ interest [6, 8]. To provide cryptographic protection against pollution
attacks, we will propose the concepts of nonlinear network coding signature scheme and its un-
forgeability and present a secure nonlinear network coding scheme.

The rest of this paper is organized as follows. In the following section, we recall some terms
and theories, and introduce the concepts of nonlinear network coding signature scheme and its
unforgeability to be used in the paper. In Section 3, we improve the theorem about the unforgeability
of the signature scheme in [4]. Based on the result, we design a novel nonlinear network coding
signature scheme based on the hardness of the SIS problem, and prove its unforgeability. Section
4 concludes the paper.

2. Preliminaries

In this section, we propose the concepts of nonlinear network coding signature scheme and
its unforgeability. The scheme can be used to prevent adversary’s attacks such as corrupting an
arbitrary number of nodes in the network, eavesdropping on all network traffic, and inserting or
modifying an arbitrary number of packets.

Definition 1. A nonlinear network coding signature scheme for a message space M is defined
by a triple of probabilistic, polynomial time algorithms, (Gen,Sign,Verify) with the following
functionality:
• Gen: On input a security parameter 1n (in unary) and additional public parameters params

that include the length of a vector to be signed, this algorithm outputs a public key pk and a secret
key sk.
• Sign(sk, µ, id): On input a secret key sk, an identifier id that is an element of a randomly

samplable set I, and a vector µ ∈M, this algorithm outputs a signature σ.
• Verify(pk, id, µ, σ): On input verification key pk, an identifier id ∈ I, a message µ, and a

signature σ, this algorithm outputs either 0 (reject) or 1 (accept).
We require that for each (pk, sk) output by Gen, the following holds: for all µ ∈ M and for

all id ∈ I, if σ ← Sign(sk, µ, id), then Verify(pk, id, µ, σ) should accept with overwhelming
probability.

Remark 1. It should be noticed that the scheme above is very different from the network coding sig-
nature scheme in [2]. In [2], the signature scheme should satisfy that for all subspaces V ⊆M and
for all id ∈ I, if σ ← Sign(sk, id, V ), then Verify(pk, id,y, σ) = 1 for all y ∈ V . For linear
network coding, the homomorphic scheme can be employed to protect the files’ security. We on-
ly need to define Sign(sk, id, V ) = (Sign(sk, id,v1),Sign(sk, id,v2), · · · ,Sign(sk, id,vm))
where {v1, v2, · · · , vm} is a basis of the subspace V . Then the signature of the vector v =
Σm
i=1αivi ∈ V can be defined as Σm

i=1αiSign(sk, id,vi). But for nonlinear network coding like
the negate-or (NOR) function [9], it’s difficult to define Sign(sk, id, V ). To remedy this flaw, we
present the above concept about nonlinear network coding signature scheme.

Definition 2. A nonlinear network coding signature scheme S = (Gen,Sign,Verify) is unforge-
able if the advantage of any probabilistic, polynomial-time adversary A in the following security
game is negligible in the security parameter 1n:

Gen: The challenger runs Gen(1n, params) to obtain (pk, sk), and gives pk to A.
Queries: Proceeding adaptively,A specifies a vector µi ∈M. The challenger chooses an iden-

tifier idi uniformly at random from the set of identifiers I, and sends idi and σ ← Sign(sk, µi, idi)
to A.

Output: A outputs id∗ ∈ I, a vector µ∗, and a nonzero signature σ∗.
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The adversary wins if Verify(pk, id∗, µ∗, σ∗) = 1, and either (1) id∗ ̸= idi for all i where idi

has been appeared in the Queries process (a type 1 forgery), or (2) id∗ = idi but µ∗ ̸= µi for
some i(a type 2 forgery).

3. The nonlinear network coding signature scheme based on the SIS problem and its
unforgeability

3.1. The nonlinear network coding signature scheme

In this section, based on the signature scheme in [4], we construct a nonlinear network coding
signature scheme. Compared to the signature scheme in [4], the identifiers are added. Accordingly,
the prime q in [4] has been changed into 2q in the corresponding positions, and the verification
items have been changed.

In addition to the main SIS parameters n and q, the parameters of our signature scheme also
involves:
• a dimension m = O(n log 2q) and a bound L̃ = O(

√
n log 2q).

• a (hashed) message length k, which induces a ‘total dimension’ m′ = m · (k + 1);
• a Gaussian parameter s = L̃ · ω(

√
log n).

The nonlinear network coding signature scheme(NSIG) is defined as follows:
• Gen: generate (A0;S0) ← GenBasis(1n; 1m; 2q), where A0 ∈ Zn×m

2q is negligibly close
to uniform and S0 is a basis of Λ⊥(A0) with ||S̃0|| ≤ L̃. Let F : {0, 1}n → Zn

2 be a one to
one mapping. Then for each (b, j) ∈ {0, 1} × [k], choose uniformly random and independent
A

(b)
j ∈ Zn×m

2q . Output pk = (A0, {A(b)
j }, F ) and sk = (S0; pk).

• Sign(sk, µ ∈ {0, 1}k, id ∈ {0, 1}n): Let Aµ = A0||A(µ1)
1 || · · · ||A(µk)

k . Output σ ←
DΛ⊥

q·F (id)
(Aµ),s

, via σ ← SampleD(ExtBasis(S0,Aµ); q · F (id); s).

(In the rare event that ||σ|| > s ·
√
m′, resample σ.)

• Verify(pk, id, µ, σ): let Aµ be as above. Accept if ||σ|| ≤ s ·
√
m′, and Aµ · σ ≡ q ·

F (id)(mod 2q); else, reject.

Correctness : Denote the output of ExtBasis(S0,Aµ) as S, from Lemma 2, we have ||S̃|| =
||S̃0||. Combining s = L̃ · ω(

√
log n) and ||S̃0|| ≤ L̃, we have s ≥ ||S̃|| · ω(

√
log n). Then from

Lemma 2.4 of [4] we conclude that the vector σ output by the Sign algorithm satisfies Aµ · σ ≡
q ·F (id)(mod 2q) and is drawn from a distribution statistically close to Aµ ·σ ≡ q ·F (id)(mod 2q).

By Lemma 2.4 of [4] we conclude that ||σ|| ≤ s ·
√
m′ with overwhelming probability.

3.2. Unforgeability

Now we prove unforgeability of our nonlinear network coding signature scheme. Given an ad-
versary that breaks the signature scheme for a message space {0, 1}k and an identity space {0, 1}n,
we construct an adversary that simulates the signature scheme and solves the SISq,β problem.

Lemma 1. Let B be a finite subset of {0, 1}k. Denote PB as the set of all strings p ∈ {0, 1}≤k

having the property that p is a shortest string for which p is not a prefix of any µ(j) ∈ B. Denote
|Pi| = max{|PB| : B ⊆ {0, 1}kand|B| = i}. Let g−i = k · i− |Pi|. Then
• g−1 = 0,
• g−2 = 2,
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• g−i = min
1≤l≤i−1

{i+ g−i−l + g−l } for i ≥ 3.

proof. Omitted.

Remark 2. It should be noticed that the maximum cardinality of the set P in the proof about the
unforgeability of a signature scheme [4] was not exact. The above Lemma is the exact result.

Theorem 1. Let N be the nonlinear network coding signature scheme described above. Suppose
that β = s ·

√
m′. Then N is unforgeable assuming that the SISq,β problem is infeasible.

In particular, let A be a polynomial-time adversary as in Definition 2 and make at most Q signa-
ture queries. Then there exists a probabilistic polynomial- time algorithm B that solves the SISq,β

problem, such that

AdvSISq,β
(B) ≥ [1− 1

2
(
Q

2k
+

Q− 1

2k − 1
)] · 1

k ·Q− g−Q
AdvNSIG(A)− negl(n).

proof. Let A be an adversary as in Definition 2 that makes at most Q signature queries. We
construct an probabilistic polynomial-time algorithm B that takes as input m′′ = m · (2k + 1)
uniformly random and independent samples from Zn

q in the form of a matrix A ∈ Zn×m′′
q . Let

A = U0||U(0)
1 ||U

(1)
1 || · · · ||U

(0)
k ||U

(1)
k , where U0,U

(b)
i ∈ Zn×m

q .
Algorithm B simulates the Gen and Sign algorithms of NSIG, and works as follows. First,

B invokes A to receive Q messages µ(1), µ(2), · · · , µ(Q) ∈ {0, 1}k as signature queries. Then B
computes the set P of all strings p ∈ {0, 1}≤k having the property that p is a shortest string for
which no µ(j) has p as a prefix. From Lemma 1, there are at most k · Q − g−Q strings in the set P .
By the proof of Lemma 1, we have that only polynomial time is needed to find the set P .

Next, B chooses some p from P uniformly at random, let t = |p|, and parse p as p = p1||p2|| · · · ||pt
where |pi| = 1 for 1 ≤ i ≤ t. Let F be a one to one mapping F : {0, 1}n → Zn

2 . It then provides a
NSIG verification key pk = (A0, {A(b)

j }, F ) to A, generated as follows:
• Uncontrolled growth: choose a uniformly random matrix V0 ←R Zn×m

2 . Use the Chinese
remainder theorem to compute A0 ∈ Zn×m

2q such that A0 ≡ U0(mod q) and A0 ≡ V0(mod 2).

• Uncontrolled growth: for each i ∈ [t], choose a uniformly random matrix V
(0)
i ←R Zn×m

2 .
Use the Chinese remainder theorem to compute A(pi)

i ∈ Zn×m
2q such that A(pi)

i ≡ U
(0)
i (mod q) and

A
(pi)
i ≡ V

(0)
i (mod 2).

• Controlled growth: for each i ∈ [t], invoke GenBasis(1n, 1m, 2q) to generate A
(1−pi)
i and

basis Si of Λ⊥(A
(1−pi)
i ) such that ||S̃i|| ≤ L̃.

• Uncontrolled growth: for i = t + 1, · · · , k, and b ∈ {0, 1}, choose a uniformly random
matrix V

(b)
i ←R Zn×m

2 . Use the Chinese remainder theorem to compute A
(b)
i ∈ Zn×m

2q such that

A
(b)
i ≡ U

(b)
i (mod q) and A

(b)
i ≡ V

(b)
i (mod 2).

Next, B generates signatures for each queried message µ = µ(j) as follows: let i ∈ [t] be the first
position at which µi ̸= pi where µi denote the ith bit of the string µ. Then B selects an identifier
idj uniformly at random from the set of identitifiers {0, 1}n and generates

σj ← SampleD(ExtBasis(Si,Aµ), q · F (idj), s),

where Aµ = AL||A(1−pi)
i ||AR ( for some matrices AL, AR). (In the event that ||v|| > β, resample

SampleD.) B sends the pair (σj , idj) to the adversary A.
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Eventually A outputs an identifier id∗, a vector µ ∈ {0, 1}k, and a none-zero signature σ∗.
If (id∗, µ∗, σ∗ ̸= 0) is a valid forgery, then we have Aµ∗ · σ∗ ≡ q · F (id∗)(mod 2q), ||σ∗|| ≤ β.

Thus Aµ∗ · σ∗ ≡ 0(mod q). B checks whether p is a prefix of µ∗. If not, B aborts; otherwise, note

that Aµ∗ = A0||A(p1)
1 || · · · ||A(pt)

t ||A(µ∗
t+1)

t+1 || · · · ||A(µ∗
k)

k . Therefore, by inserting zeros into σ∗ at
the corresponding positions, we get σ′∗ ∈ Zm′′

. Consequently, we have Aσ′∗ ≡ 0(mod q) and
0 < ||σ′∗|| ≤ β.

Finally, B outputs σ′∗ ∈ Zm′′
as a solution to the SISq,β problem.

Now we analyze that if the simulator B does not abort, the distribution of the simulator’s outputs
is (statistically) indistinguishable from the distribution of the outputs in the real signature scheme.
It is observed that conditioned on any choice of p ∈ P , A0 and {A(b)

j } in the verification key pk

given to A are negligibly close to uniform. Furthermore, by s = L̃ · ω(
√
log n) and ||S̃i|| ≤ L̃, we

have s ≥ ||S̃i|| · ω(
√
log n). Consequently, by Lemma 2.4 of [4] we have that the signatures given

to A are distributed exactly as in the real attack (up to negligible statistical distance). Therefore, A
outputs a valid forgery (id∗, µ∗, σ∗ ̸= 0) with probability at least AdvNSIG(A)− negl(n).

Next, we observe the situations where the simulator doesn’t abort and show that the probability
that this happens is at least [1− 1

2(
Q
2k

+ Q−1
2k−1

)] · 1
k·Q−g−Q

. When (id∗, µ∗, σ∗ ̸= 0) is a valid forgery,

we have that (1) id∗ ̸= idi for all i, or (2) id∗ ̸= idi0 but µ∗ ̸= µi0 . If a valid forgery has been given,
assume that the probabilities of type 1 forgery and type 2 forgery are both 1/2. Thus the probability
that µ∗ ̸= µi for i = 1, 2, · · · , Q is 1

2 ·(1−
Q
2k
)+ 1

2 ·(1−
Q−1
2k−1

). When µ∗ ̸= µi for i = 1, 2, · · · , Q,
we conclude that a prefix of µ∗ must be in the set P . Since p is chosen from P uniformly at
random, we have that p is a prefix of µ∗ with probability [12 · (1 −

Q
2k
) + 1

2 · (1 −
Q−1
2k−1

)] · 1
|P | ≥

[1− 1
2(

Q
2k

+ Q−1
2k−1

)] · 1
k·Q−g−Q

conditioned on the valid forgery.

Consequently, we have that

AdvSISq,β
(B) ≥ [1− 1

2
(
Q

2k
+

Q− 1

2k − 1
)] · 1

k ·Q− g−Q
AdvNSIG(A)− negl(n).

4. Conclusion

Recently, nonlinear network coding and lattice-based cryptography have aroused great interest
in the information security field. But existing network coding signature schemes are only suit-
able for linear network coding. In this paper we have studied nonlinear network coding signature
scheme based on the hardness of the small integer solution (SIS) problem and its unforgeabili-
ty. Our contribution is three-fold. Firstly, we have introduced the concepts of nonlinear network
coding signature scheme and its unforgeability. Secondly, we have improved the theorem which p-
resented the unforgeability of a signature scheme without identifiers proposed by David Cash et.al.
in EUROCRYPT 2010. Finally, based on the result, by adding identifiers to the former scheme
and modifying the corresponding parameter as well as the verification items, we have designed a
nonlinear network coding signature scheme, and the unforgeability has been proved by employing
the Chinese remainder theorem and the technique proposed by David Cash et.al. in EUROCRYPT
2010.
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